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1 About this guide

1.1 Who should use it

The Integration Toolkit (ITK) is an application for importing data from third-party systems or home-grown
databases and files into netTerrain. It also has a built-in discovery engine supporting several protocols such
as Simple Network Management Protocol (SNMP) and Windows Management Instrumentation (WMI).

The ITK is part of the netTerrain application installer, and it is deployed on the netTerrain application server.
Upon request, Graphical Networks can also provide a separate installer for the ITK, which can be deployed
on individual computers. In those cases, a database connection from the computer to the netTerrain
database will be required.

This guide is intended for advanced users that want to automate the data entry into netTerrain by setting up
discovery processes or creating and managing connectors to external systems. In short, geeks like us.

1.2 Assumptions

This guide assumes basic knowledge of database queries, Microsoft Office tools and netTerrain end-user
and power-user functions.

Discovery functions may require the user to have knowledge about WMI, SNMP and the Management
Information Base (MIB) structure.

2 Integration Toolkit basics

The Integration Toolkit (or ITK) is an application that provides users with the ability to import and
synchronize data into netTerrain from external databases or files, as well as auto-discovery functions. The
ITK is a .NET based fat-client application that runs on the netTerrain application server. As mentioned above,
upon request, Graphical Networks can also provide a separate installer for the ITK, which can be deployed
on individual computers. In those cases, a database connection from the computer to the netTerrain
database will be required.
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The toolkit includes several methods for pulling data from the network:

+ Built-in device connectors: predefined connectors that read device data from external data sources

- Custom device connectors: user defined connectors that read device data from external data sources
+ Node connectors: user defined connectors that read generic node data from external data sources

- Link connectors: user defined connectors that read link data from external data sources

+ An SNMP discovery engine

+ AWMI engine

+ An AWS connector

- IPMI and other protocols using Intel's DCM API (separate module required)

+ A SQL Server database discovery utility

The first four methods (connectors) support native database connections to SQL Server, Oracle,
PostgreSQL, MySQL and Microsoft Access. If the data is stored in a different database engine or file format,
you can implement a “proxy database” to gain access to those data sources and still import the data into
netTerrain.

All connectors support the three basic database operations for inserting, updating and deleting records (the
infamous CRUD operations). What this means is that nodes and links can be automatically created in
netTerrain, based on new records coming from the original data source and existing nodes and links in
netTerrain can be updated or deleted, if the records experienced a change or were removed from the source
database.

The SNMP discovery tool supports SNMPv1 and SNMPv2c for discovering devices, ports, IP address tables
and layer 2 and layer 3 links (by means of bridging and routing tables) from the network and SNMPv3 for
device discovery.

The WMI discovery tool can discover hardware and software characteristics from WMI enabled devices, as
well as application and IIS data.

The ITK also ships with a predefined connector for discovering data from AWS instances. This connector
uses the AWS AP| and can import regions, groups, rules, instances, volumes, health checks and buckets,
among other things.

With the adequate license, the ITK can also include the Intel DCM module that can monitor power and
temperature variables from select devices. This module is outside the scope of this manual.

The SQL Server monitor uses an ADO.NET native SQL connection to read database and instance
information from registered SQL database engines.
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2.1 Main user interface components

The ITK is a thick client application with a User Interface (Ul) that simplifies the process of creating and

maintaining connectors, as well as importing data into netTerrain. The main ITK Ul components are

accessed from a switchboard, as shown in the image below.
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The Menu bar (1) provides easy access to common functions for managing the ITK (File), viewing objects

(View), discovering records from external systems (Discover), managing the application, connector and auto

discovery settings (Settings), creating new connectors and administering the log files (Tools) as well as

accessing the guide and software version (Help).

The toolbar (2) includes a few shortcuts to common functions for accessing the connector lists, creating

new connectors and starting and stopping the automatic discovery with the scheduler.

The tree view (3) shows all connectors and their discovered objects.

The list views (4) can display all device, node and link connectors set up in the system, their discovered

objects, as well as other lists such as mapped types.
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List view showing the filter text box

The message output (5) provides the user with the status of finished or ongoing discovery and

|6/27/2014 9:19:12 AM: Startina discoverv brocess for Sola2. This brocess can take several minutes...

reconciliation processes as well as output messages from commands issued from the command input

window (6).

Attention!

The command input window is mainly used for development and consulting purposes, but several
commands (see chapter 7) are available to end users.

2.2 Nodes vs devices

Throughout this guide we will be working a lot with device and node connectors, which are responsible for

automatically creating and reconciling nodes and devices in netTerrain. It is important then to know the

difference between nodes and devices before choosing which type of connector to work with.

A node is a very unassuming yet flexible object in netTerrain: it can represent anything from a building to

transportation equipment, a data center object, location or even a chair or person. Nodes can, of course, be

connected with each other or to a device. Yet nodes are rather modest compared to their cousins, smart

devices. Nodes, as opposed to devices are not aware of subcomponents they may contain, their physical

dimensions, let alone more sophisticated properties like weight or power usage.
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If you are a user of netTerrain DCIM you probably want to use device connectors in case you need to import
entities like routers or switches via the ITK. That way, you can take advantage of some of the business rules
and automation that netTerrain offers. These business rules and features include:

- An extensive predefined library of makes and models

- Automatic creation of subcomponents (ports and slot)

- Automatic creation of a background image

- Awareness of physical size and weight

« Easy “snap in” for rack mounting

- Awareness of power consumption

- Ability to receive automatic alarms from the ITK

- More comprehensive modeling capabilities such as the ability to specify reference node location
- Ability to restrict which card types can be positioned under which slot

« Pre-defined reports on the dashboard

Generic nodes (or simply nodes) have none of these capabilities. They are basically just modeled as objects
that have an image, a set of fields, and visual overrides.

2.2.1 Can | use node connectors in the ITK to represent devices in netTerrain?

You certainly can, but those device representations in netTerrain are generic nodes that only look like
devices but lack most of the smart business rules described above.

To make it clear: none of the features that come with smart devices prevents a user from utilizing generic
nodes to represent actual devices. In those cases, netTerrain really doesn't see a difference between your
“nodes as devices” and any other node. You can certainly create a node type that looks like a router and later
connect it to another instance of a generic node type that looks like a switch. The caveat is that netTerrain
will treat these objects as any other generic node.

When using nodes as devices you can still overcome the lack of automatic business rules by documenting
things a bit more manually. For example, if you want to document the ports of a router or switch using
generic nodes, you will need to create those ports manually, and if you want to rack mount the node, you will
have to resize it and fit it inside a rack diagram manually.

2.3 Device connectors

Device connectors are hooks into external databases or files designed to specifically import and reconcile
device data into netTerrain. These external databases are usually back-end data stores of a Commercial-Off-
The-Shelf (COTS) product. Some examples of COTS products are described in the bullet list below.
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Records that are imported from the external system using a device connector will be mapped to smart
devices in netTerrain. A type field must be used to associate each device type with its corresponding type in
netTerrain without having to create a specific connector for each device make and model.

Besides the built-in device connectors that already ship with the netTerrain software, a wizard allows you to
create their own device connectors, enabling real-time or near real-time import and reconciliation of device
data into netTerrain.

Graphical Networks has created several device connectors to external systems for different customers in
the past, including:

- Solarwinds Orion Network Performance Monitor (NPM)
* VMWare VCenter / Virtual Center
- Ipswitch What's Up Gold

» Castle Rock SNMPc

+ Cisco RME

+ CA Unicenter Tng

+ CA Concord eHealth

+ Microsoft MOM and SCOM

+ HP Open View Operations

+ CA Spectrum

+ Red Hat Linux Network

+ /enoss

Many of these predefined device connectors are made available as part of an ITK build or through XML
drop-ins (explained later in this guide).

Attention!

Built-in device connectors usually bring in basic data fields. If a more in-depth integration between
the third-party system or COTS product and netTerrain is needed, then it may be more convenient to
create a custom device connector from scratch using the ITK wizard. If your organization has an
active maintenance license you can request Graphical Networks to create the connector free of
charge, provided it is to a COTS product.
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2.4 Node and link connectors

Node or link connectors are hooks into external databases or files to pull in records and map them to new or
existing generic nodes and links in netTerrain.

Users can create any number of node and link connectors and each one will be mapped to a predefined type
in the netTerrain catalog. To create a connector, a wizard to connect to the data source and map source
flelds to custom fields in netTerrain is available.

Attention!

For netTerrain DCIM or netTerrain Enterprise users we recommend using device connectors to bring
in device data into netTerrain. That way you can take advantage of the built-in intelligence associated
with smart devices (such as automatic port creation).

2.5 Monitoring

The netTerrain ITK currently supports various monitoring mechanisms: an SNMP discovery engine, WMI,
Website monitoring (static sites and WMI-based IIS discovery), a built-in IPMI environmental monitoring
engine (for licensed users that purchased a license of netTerrain with the Environmental Monitoring module,
such as netTerrain DCIM-EM) and a SQL Server monitoring utility.

The SNMP discovery module provides a simple way to discover devices within one or more IP address
ranges using SNMPv1, SNMPv2c and SNMPv3. Using SNMPv1 and SNMPv2c the ITK can discover device
data, interface data, IP address tables and layer 2 and layer 3 links (by means of bridging and routing
tables). With SNMPv3 the ITK currently only supports device discovery.

The WMI discovery tool can discover hardware and software characteristics from WMI enabled devices, as
well as application and IIS data.

The netTerrain Environmental Monitoring module can provide environmental data such as power and
temperature variables from select devices using the IPMI protocol.

The SQL Server monitor can discover SQL Server instance statistics, as well as statistics for each database
that resides in one of the monitored instances.

2.6 Architecture

The following diagram represents the system architecture, along with the components of the ITK.
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The ITK components are represented on the bottom right corner.
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2.7 Setting up the ITK for first time use

The ITK is installed on the application server and launched from the Program Files->netTerrain shortcut

folder.

When launching the ITK for the first time the connection to the netTerrain database may fail since the
connection string stored in the ITK xml file has the default (factory shipped) credentials.

Initializing netTerrain Integration Toolkit ..

Unable to connect to database. Please check the database connection
parameters.Cannot open database "GNC" requested by the login. The login failed.

Login failed for user 'ELGORDO\Jan'".

© 2014 Graphical Networks LLC. All rights reserved.

Failed connection dialog

By clicking 'OK'’ the system will prompt the user to enter the credentials to the netTerrain database:
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- ~
@ Database Core Connection u
Connection

DB Engine SQL Server v
Server

Database GNC

Trusted Yes v

User vis

Password —

Connection Timeout [s] 300

[ sbmt | [ Concel |

Dialog to enter the netTerrain database credentials

The ITK needs a valid user set up in the netTerrain SQL Server. This user can log in via SQL Server or
Windows authentication and it requires a permission level enough to modify table structures in the
netTerrain database (such as db_owner or a combination of db_datareader, db_writer and db_ddladmin).

A connection timeout parameter can also be set. Usually, 30 or 60 seconds is sufficient for normal ITK
operations. However, because this parameter not only controls the timeout between the ITK and the
netTerrain database but also the timeout between the ITK and source database engines, if you suspect that
certain connectors may have long processing times during data querying you may want to increase that
timeout value.

After testing for a proper connection, click on ‘Submit’ and the application will try to connect again. If the
connection has been correctly set, you should see the ITK Main switchboard.
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s LT ¥ Sites - Count:16 ==
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LCIS 3550246 Bafimore  USBackbone  Primary 1000 Fel Stret... 101 3918 7667
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LCIS-R-2801-2-2 Chicago Alaska Primary 54 Loop Drive 1 419 -87.66
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9 Boston Seatle  US Backbone  Primary 3443 Sieet 44 4785 1223
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S Wereosdls LIEIE T Y N=1E] Paoe W [T ] M
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O Phiadeiphia Inserts (New Records): N |
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@ Patsburgh 11/24/201412:13:07 PM : 2_Ste :: Los Angeles
@ San Diego
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@ Seattle
‘@ St Louis New Records with missing parent in net Temain:
M Sola_nodes 11/24/2014 121308 PM : 2_Ste :: Chicago
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& Lnks
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=&} SNMP_Links 1 @
P LCISR261123> _{(192.1680.0))
j: peieleeae ety New Records with multiple parents in net Terain |
& LCISR-2611XM-24 > _{{192.168.0.0}} b
o7 LCIS-R2611XM-24 -> _{{192.168.1.0}} Total records: (inserts skipped): 0
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o7 LSW-TZ1054 > _{{38.1.0.10}}
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Total updates: 0 (0 Wamings) 4 il
Ready
Main switchboard
If you still get an error after trying to relaunch the ITK, then the connection parameters are wrong. You may

need to consult with your netTerrain DBA what the proper connection parameters are.

2.8 Setting up the ITK as a service

The ITK can run as a service on the machine it is installed on. This has the following advantages:

1) The service account can start the ITK

2) If the machine is restarted, then the ITK will launch automatically

Also, it is worth noting that if the ITK had a scheduler running and the server restarts, upon restart, the

scheduler will be active, and the timer will resume where it left off.

2.8.1 Installing and starting the ITK service

To install the ITK as a service you need to follow these steps:

1) Open a command prompt with elevated permissions
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Open
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grepWin...
Edit with Notepad++
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Compress and email...

Compress to "cmd.rar” and email
Pin to Taskbar

Pin to Start Menu

Restore previous versions
Send to

Cut
Copy

Delete
Open file location
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2) Execute the following command: "C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe" "C:

\ProgramData\Graphical Networks\netTerrain\ITK\netTerrainITKService.exe"

a. Note that the first folder may vary for different versions of windows, so consult with your system admin

as to where the install utility for the NET framework is installed.
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b. The second folder is the installer folder for the ITK, which also may vary depending on your netTerrain

installation.

3) Go to the services utility, and start the ITK service

£ Services (Local)

~

i, Services . - e . e 1 AN h AN ' @Eg
File Action View Help
Py G Em > enw

[ senicstoe

netTerrain ITK Service Name Description Status Startup Type Log On As o
£ Microsoft Office ClickToRun Service Manages resource c ination, backg Started Automatic Local Syste...

Start the service £ Microsoft SharePoint Workspace Audi... Manual Local Service
% Microsoft Software Shadow Copy Pro... Manages software-based volume shadow c... Manual Local Syste...

Description: £ Mozilla Maintenance Service The Mozilla Maintenance Service ensures th... Manual Local Syste...

netTerrain Integration Toolkit service 7 pMultimedia Class Scheduler Enables relative prioritization of work based ... Started Automatic Local Syste...
% Net.Msmq Listener Adapter Receives activation requests over the net.ms... Disabled Network S...
. Net.Pipe Listener Adapter Receives activation requests over the net,| Started Automatic Local Service
£ Net.Tcp Listener Adapter Receives activation requests over the netitc...  Started Automatic Local Service
% Net.Tcp Port Sharing Service Provides ability to share TCP ports over the ...  Started Manual Local Service
% Netlogon Maintains a secure channel between this co... Manual Local Syste...
kY netTerrain ITK Senvice netTerrain Integration Toolkit service Automatic Local Syste...
% Network Start The Network Access Protection (NAP) agen... Manual Network S...
% Network Stop h Manages objects in the Network and Dial-U...  Started Manual Local Syste...
i Network Pause Identifies the networks to which the compu...  Started Manual Local Service
% Network Renne Collects and stores configuration informati...  Started Automatic Network S...
C«, Network Restart This service delivers network notifications (e.. Started Automatic Local Service
SiNTRU TS TCS service for accessing the TPM Automatic Network S...
4, O2FLASH All Tasks » Started Automatic (D... Local Syste...
C«, 02SDIOA 02Micro SDIO service Started Automatic (D... Local Syste...
£, Office S Rt Saves installation files used for updates and ... Started Manual Local Syste...
4 Office S Properties Enables the download, installation, and enf...  Started Manual Network S...
4, Offline Fi The Offline Files service performs maintena...  Started Automatic Local Syste...
£ OracleRel Help Manual Local Syste...
£ Parental Controls This service is a stub for Windows Parental ... Manual Local Service
i, Peer Name Resolution Protocol Enables serverless peer name resolution ove... Manual Local Service
£ Peer Networking Grouping Enables multi-party communication using ... Manual Local Service
£ Peer Networking Identity Manager Provides identity services for the Peer Name... Manual Local Service
£ Performance Counter DLL Host Enables remote users and 64-bit processes t... Manual Local Service
i Performance Logs & Alerts Performance Logs and Alerts Collects perfor... Manual Local Service
% Plug and Play Enables a computer to recognize and adapt ... Started Automatic Local Syste...
£ DAD.Y 1D Ruic Enuimaratar Tha DnD.Y huc animeratar candice manans Manual Loral Gucta i

Extended /(Standard/
Start service netTerrain ITK Service on Local Computer

The ITK is now installed as a service and activated. To stop the service simply use the services utility as

shown above.

2.8.2 Uninstalling the ITK service

To uninstall the ITK service you need to follow these steps:

1) Open a command prompt with elevated permissions

2) Execute the following command: "C:\Windows\Microsoft. NET\Framework\v4.0.30319\InstallUtil.exe" /u
"C:\ProgramData\Graphical Networks\netTerrain\ITK\netTerrainI TKService.exe"
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2.9 Obtaining the ITK version

In case of problems, if you contact Graphical Networks support, we may request the ITK version number.
This can be obtained from the Help->About menu.

About netTerrain Integration Toolkit o]
netTemain Integration Toolkit

:‘& \ Version 7.1.720
| %\\h v Copyright © Graphical Networks LLC

‘\) Graphical Networks

netTemain Intearation Toolkit -

About dialog

3 Built-in device connectors

netTerrain has a Ul to create new device connectors for any third-party data source that uses an Oracle,
PostgreSQL, MySQL, SQL Server or MS Access backend database. netTerrain also includes a series of built-
in device connectors that require basic connection and reconciliation parameters to perform automated
imports. These device connectors are sometimes referred to as built-in (or tier-1) connectors, as they were
created in advance by a Graphical Networks engineer and are already available in the ITK, either as part of
the factory installation or as a drop-in XML file.

3.1 Viewing available connectors

To see which device connectors are currently included in your ITK configuration, go to the View-> Device
connector list (Ctrl-A) and a list view of all the tier-1 device connectors will show up.
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(@ netTerrain Integration Toolkit P— - S

File View Discovery Settings Tools Help

Q82988 PG

@ .
EINTEES hd i@ Device Connector List - Count: 8
B'-?..;D;wcc:sunic enter id alias dbEngine server database status lastDi d lastR iled
' 1001 Native SNMP SQL Server . GNCORE 1 7/13/2015 4:44: .
'™ 1004 SolarNewProdu...  SQL Server 192.168.1.42\S...  SolarWindsNew 1 7/10/201512:4...  7/9/2015 1:41:5...
1005 CA Unicenter SQL Server localhost TNG 2
' 1006 Castlerock SNM...  MS Access SNMPc.mdb 1
' 1007 Cisco RME MS Access CiscoRMEmdb 1
i ' 1008 Microsoft SCOM  SQL Server localhost SCOM 1
‘; Ni dWhats Up Gold ¥ 1009 What's Up Gold ~ SQL Server localhost WhatsUp 1
-3 Nodes - : EE I S
- g 1010 Solarwinds . Suspend 1
B Activate
8 Clone
@  Edit..
@ Delete
IE View Records %
]  Mapped Fields...
O Create New Device Connector...
P Status Mappings...
0l Refresh View
‘mr Q@ P

Device connector list view

Your initial ITK deployment may not have any tier-1 device connectors available, in which case netTerrain
provides a feature to “drop” new tier-1 device connectors into the database, which is reviewed later.

The current list of drop-ins includes the following device connectors:

+ CA Unicenter

» Castlerock SNMPc
+ Cisco RME

+ Concord eHealth

+ Microsoft MOM

+ Microsoft SCOM

+ Solarwinds NPM

- Whats Up Gold

You can request additional drop-ins from Graphical Networks by logging a drop-in ticket request in the
customer support portal.

3.2 Deleting connectors

You can easily delete a connector by selecting it from the connector list and clicking on the ‘Delete’ button
(or right clicking on the connector and hitting delete).
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(@ netTerrain Integration Toolkit

File View Discovery Settings Tools Help

hAW/ad 080w

Connectors 5 @

a Device Connector List - Count: 8

-4 Devices ) X X .
i@ CA Unicenter id alias dbEngine server database status last Discovered las
Castlerock SNMPc ' 1001 Native SNMP SQL Server . GNCORE 1 7/
s
%l Cisco RME ' 1004 SolarNewProdu...  SQL Server 192.168.1.42\S...  SolarWindsNew 1 7/10/2015124... 7/
%1 Microsoft SCOM T 1005 CA Unicenter SQL Server localhost TNG 2
& Native SNMP I 1006 Castlerock SNM...  MS Access SNMPc.mdb 1
& SolarNewProduction ' 1007 Cisco RME MS Access CiscoRMEmdb 1
& Solanwinds '™ 1008 Microsoft SCOM  SQL Server localhost SCOM 1
@ Whats Up Gold 1005 Whats Up God | SaL Senvr _Tocaie T — N R
-3 Nodes I 1010 Solarwinds saLse @  Suspend 1
® ‘ Links .
B Activate
8 Clone

£]  Mapped Fields...

Create New Device Connector...
P Status Mappings...
Refresh View

B> ?Q @ P

Deleting a connector

Attention!

Once a device connector is deleted you can only bring it back by creating it manually, using a drop-in
or restoring the netTerrain database. It may be better to not delete the connector and simply mark it
as suspended if you think you may use it later.

Also note that when you delete a device connector, any type mappings (more on that later) associated with
that connector will also be deleted!

3.3 Setting up a built-in connector

When importing data from a third-party system that is included in the tier-1 connector list, you typically just
need to set up the backend connectivity and specify a series of basic parameters for proper data
reconciliation.
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3.3.1 Using device connector “drop-ins”

Your initial ITK deployment may not have any tier-1 device connectors available, in which case netTerrain
provides a feature to “drop” new tier-1 device connectors into the database. This feature can also be used
for creating new device connectors or even cloning existing ones.

Drop-ins are XML files that can be imported into the ITK via the drop-in import menu option. netTerrain
already ships with several XML files (essentially the tier-1 device connectors displayed on our website).
These XML files include a section that specifies the connectivity and main mapping and another section
that includes all the extra fields that will be mapped into netTerrain. Below is an example of the Solarwinds
drop in:

<?xml version="1.0" encoding="utf-8"?2>

<Main>
<Connector>
<ConnectorName>Solarwinds</ConnectorName>
<DatabaseEngine>SQL Server</DatabaseEngine>
<DatabaseServer>localhost</DatabaseServer>
<DatabaseName>NetPerfMon</DatabaseName>
<Table>Nodes</Table>
<NameField>Caption</NameField>
<DeviceType>sysObjectId</DeviceType>
<ParentNetworkField>Location</ParentNetworkField>
<Icon>Orion.ico</Icon>
</Connector>
<Fields>
<Fieldl>
<Source>DNS</Source>
<nT>Dns</nT>
</Fieldl>
<Field2>
<Source>IP Address</Source>
<nT>Ip Address</nT>
</Field2>
<Field3>
<Source>Status</Source>
<nT>Status</nT>
</Field3>
<Field4>
<Source>SysName</Source>
<nT>sysName</nT>
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</Field4>
<Field5>

<Source>SystemUpTime</Source>

<nT>sysUpTime</nT>

</Field5>
<Fieldo6>

<Source>Description</Source>

<nT>sysDescr</nT>

</Field6>
<Field7>

<Source>Contact</Source>
<nT>sysContact</nT>

</Field7>
</Fields>
</Main>

The screenshot below shows how to import a drop-in into netTerrain

server

Man

SERVER_NAM...

SERVER_NAM...
SERVER_NAM...

database

GNCORE
Solarwinds
TNG
SNMPc.mdb
CiscoRME.m
Mom.mdb
SCOM
NetPerfMon

@ netTerrain Integration Toolkit - —
File View Discovery Settings | Tools | Help
o R 29 83 & Create New Device Connector...
Gonnectors 'Y @ %  Create New Node Connector...
-8 Devices ‘ Create New Link Connector...
Nodes % Tools for Geeks » e
-5 Links SQL Server
Log » [SQL Server
SQL Server
E Truncate Tables - » MS Access
o Quiput to Clipboard \ccess
=) XML Drop-in... MS Becess
Server
'™ 1008 Solarwinds SQL Server
By O ol

Device connector drop-in feature

Once you click on the XML Drop-in menu option a new dialog prompts the user to browse for the drop in
XML files. The default directory is the Droplin folder in the ITK installer folder, which already includes several
predefined XML drop-in files. After selecting the drop-in and clicking OK, you will be asked a few basic
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questions about how to connect to the data source. The ITK will then restart and the new device connector
should be registered in the tool.

Attention!

XML drop-in files only include basic field mapping information. For a deeper integration you may
need to add more mapped fields or switch from a raw source table to a custom view.

Tip:

Use your GN maintenance! We can deliver a new XML drop-in for you or simply help you in creating a
connection to any COTS product at no charge. This is another good reason to be current on your
netTerrain maintenance!

3.3.2 Setting up the connection to the data source

Device connectors can communicate with any third-party tools that store the data in an accessible Oracle,
PostgreSQL, MySQL, SQL Server or MS Access repository. If the third-party tool uses a different repository,
the device connector can still be created by setting up an intermediate SQL Server or MS Access repository
that establishes an ODBC connection to the source. This intermediate database is sometimes referred to as
a ‘proxy database’. We discuss proxy databases later in the guide.

Since built-in connectors include a lot of predefined data, setting them up in your environment essentially
consists of just editing some basic parameters in the connector settings dialog.

Go to the Settings tab and hover over Device Connectors and click on the device connector that needs to be
set up.
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File View Discovery | Settings I Tools Help
B 28 29 & |a Device Connectors 4 _DCM_Mon_Devices...
Connectors 5 @ 3 Node Connectors » CA Unicenter...
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@& Links er . GN(
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® Type Mappings » er localhost TNC
. Microsoft SCOM... Iss SNI
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@ Application... Ctrl+H — J} localhost
7006 | clanmnes. er localhost scc
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'm0 e P&
Device connector settings menu
The settings dialog includes a series of input fields to set up connectivity parameters, such as database
credentials, mapping parameters and reconciliation rules.
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0% Device Connector Settings . e

 Connection {| Mapping | Reconciliation

Id 1002 |
Connector name: Orion NPM

|| Database engine: [SQL Server ']
Server: Man v
Windows authentication: [Yes v
User: ‘vis ’
Password: ‘ ’
Database: Solarwinds v

[ sbmt | [ Concel |

Device connector settings

The connection tab includes fields to specify the database server, database name and credentials for
connecting to the third-party system. Note that certain fields may be enabled or disabled depending on the
database engine that is chosen. For example, server, user and password do not apply for an MS Access
database.

3.3.2.1 Source Database

If the database engine is SQL Server, then the database field does provide a drop-down box of all the
databases available on that engine. For MS Access-based connectors use the ellipsis .. button to browse
for the file (.accdb and .mdb extensions are supported). For Oracle-based connectors you must type in the
TNS reference. For PostgreSQL-based connectors the Server field turns into a ‘DSN’ field. You must then
make sure there is a DSN to the PostgreSQL database (from the machine hosting the ITK) and then
reference that DSN in the DSN field.

3.3.2.2 Testing the connectivity

To test the connectivity after filling out the proper credentials, you can click on the ‘Test connection’ button.
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9 Device Connector Settings = |

Connection | Mapping | Reconcillation

Id 1002

Connector name: QOrion NPM

Database engi

 — Connector Connection t...

Windows auth

Connection Successful!
User:

Password:

Database:

Testing for database connection

3.3.3 Mappings tab

The mapping tab includes several important fields that need to be properly filled out for the connector to
discover data from the data source correctly.

Attention!

It is important to understand the structure of the data source you want to import data from. For
example, you need to know what table or view contains the devices to be imported as well as which
flelds contain the unique naming convention and device type information.

Also, if you change any fields in the mapping tab currently associated with an additional mapped field (see
additional mapped fields section), then the mapped field will be removed from the mapped field list.
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3.3.3.1 Source table

The source table represents the table or view where the records that need to be pulled from the data source
are stored.

Tip:

If you need to modify some of the data being imported into netTerrain or need to correlate more
information that is available in other tables, create a view that “massages” that data for you and point
the source table field to that view.

3.3.3.2 Device type field

The device type field is the data field in the source table that holds the identifier for the type of device that
will be mapped with the corresponding type in netTerrain. netTerrain uses a name field in the node catalog
table to identify a device type. In other words, netTerrain will try to map the type name from the source with
the node type library name in netTerrain.

Tip:

The most accurate descriptor of a device type is the system object id (usually called sysObjectld or
sysOID). This is the SNMP discovered unique make and model identifier for a device and can be
nicely mapped to netTerrain’s existing table of OID to device type information (more on that later)!

3.3.3.3 Default diagram

When importing devices from a third-party data source, netTerrain can assign a default diagram for the
device. This is especially important when the source table has no fields that can provide information about
the parent diagram containing each device. This default diagram in netTerrain will serve as the initial
repository for newly imported devices. You can assign different diagrams for different device connectors
instead of searching for devices from multiple device connectors in one generic diagram. To specify a
default diagram, at least one diagram needs to exist in netTerrain beforehand.
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3.3.3.4 Parent locator field

An alternative to using a default diagram is to automatically place devices under a specific parent object.
This is possible if the source table contains a field that stores that parent ancestry data. This can be
specified in the parent locator field.

Attention!

For the automatic placement to work, the parent diagrams must exist in netTerrain prior to importing
the devices. We recommend creating a separate connector that pulls the parent objects in advance,
which will then guarantee that the devices will be placed under the corresponding parent objects.
This is yet another way to further automate your network documentation process.

3.3.3.5 Name field

The name field should contain the name or unique identifier for each device, and it will be mapped to the
name field in netTerrain. Technically, it is not necessary for this field to pull values that are unique, but it is
highly recommended. If the name field is mapped to a field in the source table that does contain repeated
values, then any devices with the same name field value will throw an error during the update process. Also,
if devices do not have unique names in netTerrain, then if later you decide to also import links using the ITK,
any links that have any repeated devices as endpoints will not be imported.

3.3.3.6 Rack position field

Rack coordinates can be used to automatically place devices on a given rack and rack unit. In other words,
this field can be used to import rack positioning information from the source data and avoid placing a
device on a rack manually. Naturally, this requires the source data to contain the proper rack unit information
for the imported devices. This field assumes that the parent for each device is a rack and is specified in the
parent locator field. To summarize, the rack positioning in the ITK must comply with the following:

- The parent object type must be a rack and must exist.
« The source table must contain a field for the rack unit.

« The rack unit for each record in the source data must be consistent with the size and rack unit availability
for the corresponding parent rack.

If no coordinate information is available, use the value from the drop-down box.
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3.3.3.7 WHERE clause

The last field of the second tab contains a WHERE clause. This can be used as a mechanism to filter certain
records from the source table. The syntax of the WHERE clause must correspond to the flavor of SQL that
the source database uses and must start with the ‘'WHERE' keyword (see the screenshot for an example).

Attention!

If the syntax in a WHERE field is incorrect, the discovery process will fail. When writing the clause,
you must start the filter with the ‘'WHERE' keyword itself (for example ‘WHERE location=1"). Also,
mind that SQL syntax as it may differ from different database engines. SQL Server uses T-SQL, Oracle
uses PL/SQL and MySQL, PostgreSQL and MS Access also have slightly different flavors of SQL so
there may be minor differences in the syntax. If you want to avoid all this hassle don't use the WHERE
clause and instead connect to a custom view where the information is already pre-filtered.

% Device Connector Settings u
Connection | Mapping :| Reconciliation

Source table: Nodes v
Device Type Field: Machine Type v
Default diagram: [Sandbox_PhysicaI v
Parent locator field: <NULL> v
Name field: Caption v
Rack Postion <NULL> -
WHERE clause:

Mappings tab settings
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3.3.4 Reconciliation settings

The last tab deals with the mechanism for device reconciliation into netTerrain.

3.3.4.1 Updates

If you want to update any field changes for devices that already exist in netTerrain, then set the ‘update
existing devices’ combo box to 'Yes'.

3.3.4.2 Inserts

New devices that do not exist in netTerrain and were discovered by the device connector will be inserted into
netTerrain, if the following criteria apply:

+ The ‘Use generic devices for unmatched types’ application setting is checked or the device type can be
mapped to a type in netTerrain (see type mapping later in this chapter)

- A default diagram has been assigned for the device connector (defined in the mappings tab) or a parent
container field exists, and the proper parent object also exists in netTerrain

* The ‘Insert new devices’ combo box is set to ‘Yes'

3.3.4.3 Deletes

Devices that exist in netTerrain but no longer exist in the source can be processed in two different ways:

- They can be deleted from netTerrain by setting the ‘Delete devices without matches’ combo box to ‘Yes’

+ They can be kept in netTerrain by setting the combo box to ‘No'

Attention!

When the ‘Delete devices without matches’ combo box is set to ‘Yes' only devices that were originally
inserted by that same connector will be deleted from netTerrain. For instance, a router called 123’
that no longer exists in the data source but still exists in netTerrain, will only be deleted if it was
originally inserted by that same connector. Internally, any devices that are inserted in netTerrain by
the ITK are tagged with the connector id. Then, when a delete process occurs, only devices with that
connector id will be deleted (provided they no longer exist in the source).
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3.3.4.4 Preventing deletes for low record counts

Notice a field underneath the delete drop down box that includes a counter. This counter can be used to

restrict a delete operation to cases where the number of discovered elements is greater than a certain
number. Set that counter to any integer between 0 and 10 million.

The default value for this counter is always 0, in which case the delete reconciliation process (when the

combo box is set to yes) will always occur.

Tip!

Use the delete counter when the data being discovered goes through a process that may not always

be robust and could yield an empty table. In those situations, if the delete combo box was set to yes,

you can prevent all records that were imported from that connector from being deleted in netTerrain

by setting the counter to a number greater than 0.

@ Device Connector Settings [ eS|

|Connection I Mappi"gl Reconcilliation l

lUpdate Existing Devices: Yes

II

Insert New Devices: Yes
Delete Devices without Matches: Yes v

Only delete if count >=

[P

Pre import function:

Post import function:

J

Reconciliation tab
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3.3.4.5 Pre and post import functions

These fields are used to place advanced functions that are processed before and after an import occurs. An
example of a pre-import function could be a call to execute a stored procedure in the source data, which
massages the records to be imported. An example of a post import function could be a layout algorithm
that is triggered after the import to automate node positioning.

Attention!

The Pre and Post import function fields are currently reserved for Graphical Networks consultants. If
you think you need a function to perform a specific action, please enter a ticket in the support portal.

3.4 Additional mapped fields

In addition to the main fields that comprise the device connector settings, extra fields can be mapped to the
connector (such as the IP address, DNS name, location and so on). To find out which fields have been
mapped for a built-in connector, go to the device connector list, right click on the connector and click on
‘Mapped Fields'".
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y  Settings

&3 @:‘-

IPc

ction

Tools  Help

i@ Device Connector List - Count: 8

id alias dbEngine server database status lastDiscovered lastReconciled
1001 Native SNMP SQL Server . GNCORE 1 7/13/2015 4:44
'F 1004 SolarNewProdu...  SQL Server 192.168.1.42\5...  SolarWindsNew 1 7/10/201512:4...  7/9/2015 1:41:£
™ 1005 CA Unicenter SQL Server localhost TNG 2
' 1006 Castlerock SNM...  MS Access SNMPc.mdb 1
(1007 Cco RHE LIS Access__ [—muppumuen I
' 1008 Microsoft SCOM  SQL Server N _
P 1009 What's UpGold ~ SQLSever || Activate
'™ 1010 Solarwinds SQL Server 8 Clone
@  Edit..
(i iew Record
=] Mapped Fields,.
P Status Mappings...
Refresh View
3 R <) P

Accessing additional mapped fields

A new ‘Mapped fields’ dialog will pop up, which will show any mapped fields in the list view and provide a
mechanism to remove any mapped fields or add new ones.

Attention!

If your connector doesn't have valid credentials to connect to the source (i.e. a connection failure)
then you will not be able to see the mapped fields. You can always check if your connection is valid
by first opening the connector settings in edit mode. Use the test connection button to see if you
have a valid connection to the source database.
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3.4.1 Adding and removing mapped fields

In addition to the basic fields that are used in the source to properly import data into netTerrain, such as
name or type, the ITK allows you to map any other fields in your source to custom fields in netTerrain. So,
for example, if you are importing sites from a sites table in your database, and those sites include an
address field, it is easy to map that field to an address field in netTerrain.

In short, mapping fields between the source and netTerrain is establishing a correspondence between a field
in the source table and a field for a specific type (or for all devices, in the case of device connectors). As a
result, during a reconciliation process, all the records in the source that have a value for that field, will
append that same value to the corresponding instance in netTerrain.

There are several ways to map fields in netTerrain. The ITK even lets you create the field in netTerrain on the
fly, if it doesn't exist there yet. This saves you the extra work of going to the netTerrain catalog and creating
the field there.

3.4.1.1 Mapping fields when they already exist in netTerrain

When the destination fields in netTerrain already exist, you can simply map fields one by one or also use the
option to map all fields with matching names.

To map a field from the source to an existing field in netTerrain, simply choose it from the source table and
then select the corresponding destination field in netTerrain that you want the source field mapped to.
Finally click on ‘Map Selected Fields’ and you are done.

Notice that the fields do not have to have the same names.
Once added, the new mapping will show up in the ‘Fields currently mapped’ list view.

To remove a mapping, simply select it and hit ‘Remove’.
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-
Mapped Fields
Map New Field

Field in source database:  THMEE v

[ Create + Map All ] [ Create + Map ]
Field in net Temain: [Owner v]

| Map Matched Fields | | Map Selected Fields |

e
Fields Currently Mapped [ Map selected f
nTld Source Field netTemain Field e
28000000147108  createDate createDate
28000000147101 database_id database_id =
28000000147102 databaseName databaseName
28000000147104  dataFileName dataFileName
28000000147105 dataFileSize dataFileSize
28000000147106  dbEngine dbEngine
28000000147103  dbServerinstance dbServerinstance S
< | 1 |
[ Clear Mappinas ] | Remove |
Adding a new mapped field

When many of the fields in the source match the names of the fields in netTerrain, you can map them all in
one simple process by clicking on the ‘Map Matched Fields’ button.

You can also clear all mappings from the connector by clicking on the ‘Clear mappings’ button.

Any changes in the mapping will be reflected in the corresponding connector table view but notice that if the
connector view is currently active you may need to refresh the view. Also, to see the values associated with
the new mapped field you must run a device discovery first (see below).

3.4.1.2 Mapping fields when they don't exist in netTerrain

As mentioned before, in case one or more of the source fields do not yet exist for the type in netTerrain, you
can map and create them in the catalog, at once, straight from the ITK.
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To map and create just one field from the source, select it first from the drop-down list, and then click on
‘Create + Map’ button. If you want to Create and map all the fields in the source, click on the ‘Create + Map

All" button.

Notice that these options are not available for device connectors.

3.5 Device discovery

Once the connector is properly configured the fun part begins. To run a discovery for the first time simply go

to the ‘Discovery’ menu and click on the device connector you configured in the previous step.

@ netTerrain Integration Toolkit

File View | Discovery | Settings Tools

Help

Haaa

Manual Device Discovery

Connectors 2

B Devices [l
-5 Castl
--igd Cised 0

Manual Node Discovery
Manual Link discovery

Start Scheduler
Stop Scheduler

=-/3@ Nodes

- | Sites

- B Switches
Links

8 -7 F

- ¢ Sola_nodes

-5 Concord eHealth
-5 Microsoft MOM
-5 Microsoft SCOM
(- Native SNMP
-4 Solarwinds

~~~~~ ¥ _SQL_Mon_Database
¢ _SQL_Mon_DbServerinstance
- ¢ Native SNMP_Extemal_|Ps

Initiating device connector discovery

Tip:

‘Refresh List (Discover)’ button, as displayed below.

CA Unicenter
Castlerock SNMPc
. Count: 9
Cisco RME )
Concord eHealth dbEngine server database status
Mi £t MOM NMP SQL Server GNCORE 2
croso rnE MS Access CiscoRMEmdb 1
Microsoft SCOM enter SQL Server localhost TNG 1
Native SNMP tk SNM...  MS Access SNMPc.mdb 1
| Solarwinds l s SQL Server Man Solarwinds 1
l> eHealth  Oracle localhost 1
What's Up Gold MOM MS Access Mom.mdb 1
'P 1010 Microsoft SCOM  SQL Server localhost SCOM 1
F 101 What's Up Gold SQL Server localhost WhatsUp 1
B> O 2
You can also start a discovery by double clicking on the connector entry and then clicking on the
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© netTerrain Integration Toolkit — B . e S ———
File  View Discovery Settings Tools

» Q029080

Comecors % @ T o

VR D203

Refresh List (Discover)

Running a discovery from the connector view

By clicking on this submenu, netTerrain will start the process of importing the raw data from the third-party
data source and will display the results under the corresponding view menu. Note that the devices are not
yet imported into netTerrain. The latter involves the execution of the reconciliation process. The output
window will also show the start and end times of the discovery process.

S [ = ]

S4A2 Catalyst 3%cc St...  Primary 2

S4A3 Catalyst 3%cc St...  Primary 2
‘0@ QXAIBD B Page M4 ML | N

6/27/2014 9:19:12 AM: Starting discovery process for Sola2. This process can take several minutes...
6/27/2014 9:19:13 AM: Finished process.

Discovery process messaging in output window
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As opposed to discovery with SNMP, WMI and IPMI where the ITK must actually poll the network, all other
processes are usually fast. In certain cases, though, the discovery could take several minutes:

+ The source is on a slow network.
- The amount of data to discover is extremely large (tens or hundreds of thousands of records).

- The query that pulls the records from the source is very complicated or badly designed.

In sum: mind the network connectivity, preferably filter any unwanted data in the source and make sure that
the source data is not using an inefficient query.

3.5.1 Viewing the results

Once devices have been imported as raw data into netTerrain, you can view these devices and associated
columns by clicking on the ‘View’ menu and the corresponding device connector, or by double clicking on
the connector in the connector list.

(@ netTerrain Integration Toolkit —— - — -
File View Discovery Settings Tools Help

Q@29 88 O

@ -

O eee® .7 Solarwinds (21)

@ Devices Capti jectld Locati jor DNS IP_Add Stat Sys Systeml
i@ CA Unicenter ption sysObj ion priority _Address us ysName ystemUp
g Castlerock SNMPc SIA27  136141915. 225 Primary S1A27 192.168.7.3 1 Airl 4804739

& Cisco RME S1A29  136.14.19.15. 25 Primary S1A29 192.168.7.4 1 Ar2 480417.3
& Concord eHealth S2A1 13614.19.15.. 042 " X 2190 Ar3 1582248
i@ Microsoft MOM S22 oS Primary S22 192.168.7.6 1573221
-~ Microsoft SCOM S2A3 15.. 225 Primary S2A3 192.168.7.7 1 4021415
e llative SNIE S2n4 225 Primary S2n4 192.168.7.8 1
-8 Solarwinds : 136.14.19.15.. 225 Primary 5285 192.168.7.9 1
@ S1Az7 136.1.419.15.. 225 Primary S2A6 192.168.7.10 1
5”‘?9 13614.19.15.. Primary S2A7 192.168.7.11 1
gi 136141915.. 039 Primary S3A1 192168712 1
o3 136141915 039 Primary 5382 192.168.7.13 1
oot 13614.19.15.. 042 Primary S3A3 192.168.7.14 1
525 136141915, 042 Primary S3A4 192.168.7.15 1
SoA8 136141917.. 042 Primary S3A5 192.168.7.16 1
So87 136141917 25 Primary S3A6 192.168.7.17 1
S3A1 G . 256 Primary S3A7 192.168.7.188 1 2144038
s3m2 S3A8 [156 m_ [Pimay ____[s3a8 ____|192168719 |1 2144027
5343 S4A1 3 = Primary S4A1 192.168.7.20 SysnameX 2144023
5384 S4n2 1.34 5. 379 P 21 1 SysnameX 4995823
S3A5 QA2 128141Q1KR IR Prmans Qa2 it 102182 777 71 Quenama¥ IRUANR
S3A6 QIRKXQ@ Page: 14 ¥ E» [
5347
S3A8 11/24/2014 1:54:50 PM : Updated: Cisco WS-C3750-24TS-5 :: S3A3 ~
S4A1 11/24/2014 1:54:50 PM : Updated: Cisco WS-C3750-24TS-S - S3A3
S4A2 11/24/2014 1:54:50 PM : Updated: Cisco WS-C3750-24TS-S :: S4A2
B sams 11/24/2014 1:54:50 PM : Updated: Cisco WS-C3750-24TS-S :: S4A2
11/24/2014 1:54:50 PM : Updated: Cisco WS-C3750-24TS-S - S4A2
_?v*\ Sind 11/24/2014 1:54:50 PM : Updated: Cisco WS-C3750-24TS-S :: S4A2
1S Up Gold 11/24/2014 1:54:50 PM : Updated: Cisco WS-C3750-24TS-S :: S4A2

-3 Nodes
-l _SQL_Mon_Database Total records: 42 (45 updated)

- ¢ _SQL_Mon_DbServerinstance

¥ Native SNMP_Extemal_IPs Deletes:

- § Sites

G- Total records: 0
w-§

List of discovered devices

Each device will be represented by a row and will contain values for several columns that will depend on the
tier-1 connector backend setup.
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The list view uses specific color codes to identify the status of the device in netTerrain. We will review these
color codes later in this chapter as well as some tricks and tips on how to analyze the results.

Devices can also be viewed from the tree view. In addition, if a user wants to view a device in more detail, by
double-clicking on the row entry the ITK will display a dialog box with each attribute for the device.

Record Details &
ICaption: S3A6 -
Department: R15

Machine Type: Cisco Catalyst 3560-8PC
priority: Primary

AvaResponseTime:

IP_Address: 152.168.7.17

LastBoot: 6/3/2010 3:10:00 PM

Record exists in net Temain (discovered by the ITK)

Show on Diagram ] [ 0K ]

Device details

3.6 Device reconciliation

So far, the discovery has simply pulled the data from the source into a raw table in the ITK, but it is not yet in
netTerrain. To import devices into netTerrain, we need to reconcile the discovered items with the netTerrain
database. This reconciliation process includes the insert, update and/or delete of devices from the data
source into netTerrain, according to the rules specified in the device connector mapping settings.

The ITK can reconcile devices in two different ways: create a specific device type in netTerrain based on
some sort of type identifier available in the source data or create a generic device type in netTerrain. The
obvious advantage of providing specific type information to netTerrain is that we can take advantage of the
netTerrain catalog and automatically create the slots and ports of the devices as well as obtain the size,
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power and other specs of the device. That is, the ITK will create these devices automatically and they inherit
all the good stuff from the netTerrain catalog.

If we want specific device types to be created in netTerrain we should make sure that the types are properly
mapped. This is known as ‘Type mapping’. By default, if during the reconciliation process, there is no proper
way of knowing which specific type a certain device is, the ITK will create an instance of a generic type in
netTerrain. However, we can prevent the ITK from creating a device in netTerrain unless the type is mapped
and force a ‘device reconciliation’.

3.6.1 Type mappings

For device reconciliation to work for a given device, a type mapping is required between the name of that
device type in the source and netTerrain. This type mapping process enables the ITK to determine the
netTerrain type a device needs to be mapped with. So, for example a device type in the source may be called
Cis_6509, which could map to the corresponding Cisco 6509 in the netTerrain catalog.

3.6.1.1 The role of the object identifier

In one of the tips above we mentioned the object identifier as the recommended source field to identify the
device type. Let's review this again.

Usually, the most accurate descriptor of a device type is the system object id (called sysObjectld, sysOID or
just OID). The OID is a so-called MIB value that many systems (including netTerrain itself) can discover via
SNMP and it uniquely identifies the make and model for a device. Conveniently enough, the ITK includes a
table that maps OIDs to potential netTerrain types, as described below.

Later in this guide we will review the sysObjectld as part of our native SNMP discovery engine, but it is
important to note that many device connectors can also have this field available. The advantage of using
this field not only lies in the fact that it ensures a univocal identification of the device type, but it can also be
used as a hint to find what is the most likely type in netTerrain that matches that OID.
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OID Model Vendor
1.3.6.1.4.1.2879.1.1.1 Sonus GSXS000 Sonus
1.3.6.1.4.1.2879.1.1.2 GSX9000HD Sonus
1.3.6.1.4.1.2879.1.1.2 Sonus GSXS000HD Sonus
1.3.6.1.4.1.289 EMCConnectrixSwitch EMC
1.3.6.1.4.1.289.2.1.1.2 ED-6064 McDATA
1.3.6.1.4.1.289.2.1.1.2 McDATA ED-6064 McDATA
1.3.6.1.4.1.290.7.1.1.0 HarrisNetXpress Harris
1.3.6.1.4.1.290.7.1.1.1.1 HarrisSCM Harris
1.3.6.1.4.1,2925.4 AlterPath ACS43 Cydades
1.3.6.1.4.1.2925.4 AvocentACS43 Avocent
1.3.6.1.4.1.2925.4 Cydades AlterPath AC543 Cyclades
1.3.6.1.4.1.2944.1.1.8 Attack Mitigator Top_Layer_Networks
1.3.6.1.4.1.2944.1.1.8 Top_Layer_Networks Attack Miti... Top_Layer_Networks
1.3.6.1.4.1,298.2.2.18 Asante Technology IntraSwitch ... Asante Technology
1.3.6.1.4.1,298.2.2.18 IntraSwitch 6224M Asante Technology
1.3.6.1.4.1,298.2.2.24 Asante Technology IntraCore 65... Asante Technology
1.3.6.1.4.1,298.2.2.24 IntraCore 6524-2G Asante Technology
1.3.6.1.4.1,298.2.2.27 Asante Technology IntraCore 3524 Asante Technology
1.3.6.1.4.1,298.2.2.27 IntraCore 3524 Asante Technology
1.3.6.1.4.1.3.1.1 HDS
1.3.6.1.4.1.3.1.1 HDS . HDS
1.3.6.1.4.1.3.1.1 HDS NA HDS
1.3.6.1.4.1.3.1.1 NA HDS
1.3.6.1.4.1.300.1 Digilink DL 3100 Digilink
1.3.6.1.4.1.300.1 DL 3100 Digilink
1.3.6.1.4.1.300.102 DL3800 Quickeagle
1.3.6.1.4.1.300.102 Quickeagle DL3300 Quickeagle
1.3.6.1.4.1.300.200 4300/5800 Quick_Eagle
1.3.6.1.4.1.300.200 Quick_Eagle 4300/5800 Quick_Eagle
1.3.6.1.4.1.3003.2.2.2.1 Alcatel OmniCore5200 Alcatel
1.3.6.1.4.1.3003.2.2.2.1 Alcatel OmniCore 5052 Alcatel
1.3.6.1.4.1,3003.2.2.2.1 Alcatel PR-5200 Gigabit Switch R... Alcatel
1.3.6.1.4.1.3003.2.2.2.1 AlcatelGigabitSwRt Alcatel

3

of 17354 | b b| b

Embedded OID to type suggestions table

As mentioned before (and shown in the screenshot above), the ITK includes a table with several thousand
OIDs and the most likely make and model it is associated with. By taking advantage of this embedded table,

you can speed up the process of finding the netTerrain type that should be mapped with the OID.
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3.6.1.2 Viewing existing type mappings
To view the list of existing type mappings, click on Settings->Type mappings->View.

The ITK includes a few thousand mappings that are used for the native SNMP discovery. To filter the
mappings for a specific device connector, simply type the name of the connector into the filter box and

press enter.

Discovery  Settings

BIOLS DG
5 @

Tools Help

‘M_Mon_Devices
Jnicenter Tng
o Config Files
oRME

cord eHealth
osoft MOM
osoft SCOM
ve SNMP

n NPM

A

APc

12

S1A27
S1A29

id
19704
23782
23783
20827
21848
21451
20996
20904
21474
21475
21486
21477
20826
20678
20844
20843
20716
20718
20719
20788

o+

2 Type Mappings - Count: 4830

Type Name in Source

13614110213
1.36.1.4.1.10122521
136.14.1.10122522
1.3.6.1.4.1.10213.11
136.1.4.1.10228
1.36.1.4.1.1027.1.21
1361411027122
1361411027123
1.36.1.4.1.10418.10.1.1
1.36.1.4.1.10418.10.1.2
1.36.1.4.1.10418.10.1.3
1.36.1.4.1.10418.10.1.4
1.36.1.4.1.10418.13.1.2
1.36.1.4.1.10418.1313
1.36.1.4.1.10418.21.1
1.36.1.4.1.10418213
1.36.1.4.1.10418.7.1.10
136.14.1.1041871.11
1.36.1.4.1.10418.7.1.12
€ 1.241.10418.7T

solarwinds

Type Name in netTemrain

NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME
NO_NAME

1 B page: 14 ¥ » ]

Data Source

Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP
Native SNMP

Using the filter text box

16/27/2014 9:19:12 AM: Startina discoverv process for Sola2. This process can take several minutes...

To clear the filter, click on the ‘Clear filter’ button next to the text box.

Tip:

The list view filter can use a NOT (!) operator. This comes in handy when trying to exclude type
mappings for a certain connector. For example, to exclude all mappings associated with the Native

SNMP you can type 'SNMP" in the filter.
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y Settings Tools Help

B8 @
2 Type Mappings [filtered by 'SNMP'] - Count: 1
id Name in Source Name in Destination Data Source
abase 4837 1.36.1419.1516 Cisco WS-C3750-48PS-E Solarwinds
serverinstance
xtemal_|Ps . = "
Ard+Xx) ISNIMP B Page M ML (BN
11/22/2014 9:16:05 AM : 1.3.6.1.4.1.9.1.565 :: S1A27
11/22/2014 9:16:05 AM : 1.3.6.1.4.1.9.1.565 :: S1A29
11/22/2014 9:16:05 AM : 1.3.6.1.4.1.9.1.565 :: S2A1
11/22/201491RNRAM -12R141G1 797 - QAR

Using the ! operator in filters

3.6.1.3 Adding new type mappings

To add a new mapping into the system, click on Settings->Type Mappings->New (or Ctrl-N). A type mapping
needs to specify the name of the type used in the source and the corresponding (exact) name used for the
same type in netTerrain. Finally select the device connector this mapping refers to.

- T
2 Type Mapping —— (S
Main
id: 22

Type Name in Source

netTemain Catalog Device Cisco WS-C3550-24-SMI -

Data Source <All> ']

[ sbmt | [ Concel |

Using the type mapping dialog

In many cases the type mapping can be utilized for many different connectors, such as the case of the
sysObjectld, which is a universal representation of a make and model. In those cases, you may want to
assign the Data Source to all connectors. This not only comes in handy to assign a mapping to any existing
connectors in the ITK (thus avoiding potential repeated work), but it will also apply to any future connectors
that have a match with the source type.

Integration Toolkit Guide netTerrain 10.1 47/224



To simplify the process of mapping a type, this dialog includes a ‘Find... button, which opens a type finder
utility that can be used to search through different types in netTerrain without having to rely on the type drop

down field.
Type Finder Tool [ 28|
- —
Source
Name in source: ‘13.6.1.4.1.9‘1‘1045 Score |0 &j
Probable sysOID matches:
Cisco :: cisco2911 ~
Cisco Systems :: 2911 |_—_|
Cisco :: C2500
Cisco Systems :: Cisco 2911 T

netTemain Catalog Names

Suggestions: 2145 Fitter
12 AC Plugs -
12 AC Plugs_B Ij

15in Blank 1RU

15in Blank 2RU

15in Blank 3RU

15in Blank 4RU

1RU Panel

24 port fiber panel

24 Port MM Fiber Patch Panel i

Type Finder Tool matching for a sysOID

The type finder tool can be used in multiple ways. If the source type is an object identifier, netTerrain can
suggest what type the OID corresponds to, using the embedded OID to type suggestions table. This feature
works automatically when netTerrain finds a match between an OID and an entry in that table. It will then
display a list of one or more values in the ‘Probable sysOID matches’ section. The support table contains
one or more labels by which a given OID has been referenced by other systems or vendors in the industry
(hence the reason why there can be multiple choices). With a set of possible matches available, the user can
start typing a search string in the filter text box and the type finder tool will start narrowing down the options
of types as the string gets more specific. Another option is to use the score counter, which starts narrowing
down the options in the netTerrain catalog names section by increasing the matching score.

Itis possible that a certain sysOID has no match in the suggestions table or that the name in the source is
not an OID at all, but an actual human readable name. In those cases, the user can still use the filter option
to search for a possible match. Just type in some relevant string that could match the type name in the
source and the ITK will narrow down the options.
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Type Finder Tool - X
 em

Source

Name in source: |1.3.6.1.4.1.9.1.797 Score

Probable sysOID matches:

Cisco :: catalyst35608PC -
Cisco :: Cat35608PC |:|
Cisco Systems :: Catalyst 3560-8PC-S

Cisco :: catalyst35608PC A

netTemain Catalog Names
Suggestions: 32 I Fiter 3560 I

Cisco WS-C3560-12PC-S -
Cisco WS-C3560-24PS-S

Cisco WS-C3560-24TS-S ‘
Cisco WS-C3560-48PS-S

Cisco WS-C3560-48TS-S

Cisco WS-C3560-8PC-S

Cisco WS-C3560C-12PC-S

Cisco WS-C3560C-8PC-S

Cisco WS-L3560CG-8PC-S S

Apply Selected H Cancel

Using the filter in the type finder tool

3.6.2 Preventing device imports without a mapped type

As mentioned above, by default the ITK will create a generic device type for any device that has no
identifiable type (no mapped type). However, we can prevent the ITK from creating a device in netTerrain
unless the type is mapped and force a ‘device reconciliation’.

The Application settings dialog (ctrl-h) includes a tab where the user can uncheck the option ‘Use generic
devices for unmatched types’, as displayed below. Unchecking this option will prevent the ITK from creating
devices with unmatched types and will force the user to have to map a type for those unmatched types to
import them into netTerrain.
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0@ App Settings -

Ot
Use generic devices for unmatched types:
Records per Page: [25 v]
App server ud: http:/Aocalhost/vis
Silent mode:
Output buffer: 12000000 &)
| et Discovery Order... | | Sumt || Cancel |

3.6.3 Previewing a reconcilation process

Before importing and reconciling the data into netTerrain it is recommended to run a preview task. This will
provide some insight into which devices will be inserted, updated or deleted. It will also provide a snapshot
of devices that cannot be reconciled because no types have been mapped. The latter information can be
used to add types to netTerrain or map existing netTerrain types with one of the device connector fields.
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@ netTerrain Integration Toolkit

File View Discovery

Settings

Tools Help

H A8 2388 PG

Comnectors _ ® @ & Solarwinds (21)
_ 33:;“ Caption SysObjectiD priority IP_Address
2 Liks S1A27  136141915. Pimary 192168.73
S1A29  136141915. Primay 192.168.7.4
S2A1 136141915, Pimary 192.168.75
soA2 136141915, Pimary 192.163.7.6
soA3 136141915, Pimary 192.168.7.7
s 136141915, Pimary 192.168.7.8
s2A5 1361419.15.. Pimary 192.168.7.9
S2A6 136141915, Pimary 192.168.7.10
S2A7 136141915, Pimary 192.168.7.11
S3A1 136141915, Pimary 192.168.7.12
sa2 136141915, Pimay 192.168.7.13
sa3 136141915, Pimary 192.168.7.14
192.168.7.15

S3A4 136.14.1915.. Primary

R

Page: 14 44 ” (1]

1V2U/2014 7429 breiew Changes 916 : 442
1172072014 7.4250Eiew Changes Foe - San3

11/20/2014 7:42:52 AM : 1.3.6.1.4.1.9.1.516 :: S4A4
Total records (inserts skipped): 21

New Records with missing parent in net Temain:

Total records (inserts skipped): 0

New Records with multiple parents in net Temrain:

Total records: (inserts skipped): 0

Updates:

11/20/2014 7:42:52 AM : Aruba AP-135 :: S1A27
11/20/2014 7:42:52 AM : Aruba AP-135 :: S1A27
11/20/2014 7:42:52 AM : Aruba AP-135 :: S1A29
11/20/2014 7:42:52 AM : Aruba AP-135 :: S1A29
11/20/2014 7:42:52 AM : Aruba AP-135 :: S2A1
11/20/2014 7:42:52 AM : Aruba AP-135 :: S2A1
11/20/2014 7:42:52 AM : Cisco WS-C3750X-125-E ::

11/20/2014 7:42:52 AM
11/20/2014 7:42:52 AM
11/20/2014 7:42:52 AM

Cisco WS-C3750X-12S-E ::
Cisco WS-C3750X-125-E ::
Cisco WS-C3750X-125-E ::

S2A2
S2A2
S2A3
S2A3

11/20/2014 7:42:52 AM :
11/20/2014 7:42:52 AM

Cisco WS-C3750X-125-E :: S2A4
Cisco WS-C3750X-125-E :: S2A4

Preview Information

Previewing the reconciliation

The output window will display the expected operations and records affected by a reconciliation process.

The insert operations (the ‘Insert New Nodes’ option in the reconciliation section of the connector must be

enabled) include:

+ Records without a matching type in netTerrain: these are all the devices for which no source type

information (make and model) has been matched with a type in netTerrain. In the event of a reconciliation,

these records would create a generic device type in netTerrain (or skip the insert process if the ‘Use

generic devices for unmatched types’ is unchecked.

« Records that are expected to be successfully inserted.

- Records with a missing parent in netTerrain: in case the connector uses a parent field to find the container
diagram in netTerrain, any devices for which such parent cannot be matched with a diagram of the same
name in netTerrain will also skip the insert process.

- Records with multiple parents in netTerrain: in case the connector uses a parent field to find the container
diagram in netTerrain, any devices for which a parent value is matched with more than one diagram of the

same name in netTerrain will skip the insert process. In other words, use unique names otherwise

netTerrain doesn't know which parent to choose from.
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The update operations (the ‘Update Existing Nodes’ option in the reconciliation section of the connector
must be enabled) include:

+ Records to be updated: any records for which one or more field values have changed will be updated in
netTerrain once reconciled. Notice that the output will display one entry for each field that has a change.
For example, if a certain device has three changes in three fields, then the output will display three entries.

The delete operations (the ‘Delete Existing Nodes’ option in the reconciliation section of the connector must
be enabled) include:

- Records to be deleted: any records that were inserted by that same connector in netTerrain in some
previous operation, which are no longer in the source database will be deleted in the event of a
reconciliation.

3.6.3.1 Copying the output window contents to the clipboard

If you need to work with the output window results in some other application, you can copy the contents:

+ Right click on the output window
» Select all
+ Hit Ctrl-C

- Paste the clipboard contents to the application

You can also copy the output window contents by clicking on Tools->Copy output to clipboard and then
pasting the clipboard contents to the application.
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@ netTerrain Integration Toolkit

File View Discovery Settings | Tools | Help
o & 29 £33 @ Create New Device Connector...
.Connectors Y @ @  Create New Node Connector...
=) @  Create New Link Connector...
) Id
----- ! CA Unicenter
..... ] Castlerock SNMPc % Tools for Geeks ST LT
AAAAA ) Cisco RME £ Log ST
~~~~~ &l Concord eHealth 5 LT
''''' ) Microsoft MOM Truncate Tables 1915,
..... & Microsoft SCOM |3 Copy Outpulyo Clipboard 19.15.
G- Native SNMP =) XML Drop-in... =L
- Solanwinds Sz 19.15..
L B‘“":‘dWhB‘SUP Gold S2A6  136141915..
= odes
. S2A7 136.14.19.15..
- B _SQL_Mon_Database S3A1 136.1.419.15..
: _SQL_Mon_DbServerinstance
- Native SNMP Bxemal [P S3A2 136.14.19.15..
Stes - - S3A3 136.14.19.15...
Sola nodes S3A4 136.14.19.15..
0 B Switches S3A5 136.141917...
linko S3A6 136.14.1917...

Copying the output window contents to the clipboard

3.6.4 Reconciling data with netTerrain

oo
7

BUN §

PEEREEENRER

priority

Once you are ready to reconcile the data into netTerrain you can start the process by simply opening the list

view for the connector and clicking on the ‘reconcile’ button.

A single button to discover and reconcile is also available (next to the reconcile button).

Integration Toolkit Guide

netTerrain 10.1

53/224



(@ netTerrain Integration Toolkit

File View Discovery Settings

H A8 23 8B P

Tools

A

Help

Con;dors _ | i@ Native SNMP - Count: 9
= Devices . )
i@ CA Unicenter sysName id sysObject!d
-5 Castlerock SNMPc LCIS-3550-246 649 1.3.6.1.4.1.9.1.48
-5 Cisco RME LCIS-R-2611-2-3 646 1.3.6.1.4.1.9.1.18¢
-5 Concord eHealth LCIS-R-2611XM... 647 1.3.6.1.4.1.9.1.46
-5 Microsoft MOM LCIS-R-2801-22 645 1.36.1.419.1.61¢
- Microsoft SCOM LCIS-S-2950-26-1 644 1.3.6.1.4.1.9.1.35¢
Eﬂ"'fﬂ NativeASNMP L-CIS-S-3550-24-7 651 1.36.1.4.1.9.1.48¢
& Solarwinds LCIS-5-3550-485 648  1.36.14.19.1.27%¢
: Iih? dWhats Up Gold L-SW-TZ1054 650 13614187411
= odes
: SensorGateway ~ 643 1.3.6.1.4.1.17095
- B _SQL_Mon_Database
- ¢ _SQL_Mon_DbServerinstance <« |
(- § Native SNMP_Extemal_IPs . - [ = = =
- B Stes 9| l;g —
- ¥ Sola_nodes
oo n s

BC

SNl Man linke

Reconciling data with netTerrain

Once the reconciliation starts, the ITK will display the same output displayed for the preview, with the actual

devices being inserted, updated and /or deleted.

Note that for large bulk imports, this process may take several minutes or even hours as devices are

properly imported, reconciled and indexed. For convenience, as the ITK is processing the reconciliation, a

progress bar will be displayed on the bottom status bar of the application window.
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11/20/2014 8:57:56 AM:

Inserts (New Records):

11/20/2014 8:57:56 AM :
11/20/2014 8:57:56 AM :
11/20/2014 8:57:56 AM :
11/20/2014 8:57:56 AM :
11/20/2014 8:57:56 AM :
11/20/2014 8:57:56 AM :
11/20/2014 8:57:57 AM :
11/20/2014 8:57:57 AM :
11/20/2014 8:57:57 AM :
11/20/2014 8:57:57 AM :
11/20/2014 8:57:57 AM :
11/20/2014 8:57:57 AM :
11/20/2014 8:57:57 AM :
11/20/2014 8:57:57 AM :
11/20/2014 8:57:57 AM :

Starting reconciliation process for Networks. This process can take several mi

Networks ::
Networks ::
Networks ::
Networks ::
Networks ::
Networks ::
Networks ::
Networks ::
Networks ::
Networks ::
Networks ::
Networks ::
Networks ::
Networks ::
Networks ::

11001
11002
11003
11004
11005
11006
11007
11008
21004
21005
21008
21009
31002
31004
31005

—

ITK progress bar

Once the reconciliation has finished, any devices that are ‘type mapped’ and have the proper container

| Processing inserts for Networks

diagram information (either a default diagram or parent node that exists in netTerrain) will be created in

netTerrain. If no rack units were mapped, each device will be placed sequentially on its corresponding

diagram, starting from the top left corner of the netTerrain screen.
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/ @ Baltimore x

€« C' A [} localhost/nt6/Diagram/24000000002484

G GRAPHICAL n" A { i ¥ ~l® o

Hierarchy Top Level US Backbor &
E-Top Level
E-SOUTHERN CONE
[E-US Backbone
E-Balfimore

Fr81AL7
E-S1A29
E-S2A1
E-S2A2
E-S2A3
E-S2A4
E-S2A5
E-S2A6
E-S2A7

Propertes
Nodes

Nodes (full tree)
Devices
Devices (full tree)
Cabinets

Links

Free Texts
Palette Objects
Pictures
Hidden Objects
Audit Trail

Devices imported into netTerrain

Attention!

When a discovery or a preview/reconciliation process is running (whether triggered manually or
through the scheduler) you cannot start another process. Attempting to do so will yield an error as

seen on the screenshot below.
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v g 1 mnary ownun UL, TUL 1 UTHITIL WSLU Jwiu

1201 11002 Primary Switch 164.22.232.125 Generic Cisco Switch

1202 11002 Primary Switch 164.22.56.79 Generic Cisco Switch
1203 11002 Primary Switch 164.22.56.203 Generic Cisco Switch
17204 11002 Pri
0QDNKXD Discovery Error -t " g
13

11/20/2014 11:45:42 AM : Router :: 1802
11/20/2014 11:45:42 AM : Router :: 1803 Warning: Another discovery or import process is currently underway.
11/20/2014 11:45:42 AM : Router :: 1804
11/20/2014 11:45:43 AM : Router :: 1805
11/20/2014 11:45:43 AM : Router :: 1806
11/20/2014 11:45:43 AM : Router :: 1807
11/20/2014 11:45:43 AM : Router :: 1808

11/20/2014 11:45:43 AM : Router :: 1809
11/20/2014 11:45:43 AM : Router :: 1810
11/20/2014 11:45:43 AM : Router :: 1811
11/20/2014 11:45:43 AM : Router :: 1812
11/20/2014 11:45:43 AM : Router :: 1813
11/20/2014 11:45:44 AM : Router :: 1814
11/20/2014 11:45:44 AM : Router :: 1815
11/20/2014 11:45:44 AM : Router :: 1816
11/20/2014 11:45:44 AM : Router :: 2401
11/20/2014 11:45:44 AM : Router :: 2402
11/20/2014 11:45:44 AM : Router :: 2403
11/20/2014 11:45:44 AM : Router :: 2404
11/20/2014 11:45:44 AM : Router :: 2405
11/20/2014 11:45:45 AM : Router :: 2406
11/20/2014 11:45:45 AM : Router :: 2407
11/20/2014 11:45:45 AM : Router :: 2408
11/20/2014 11:45:45 AM : Router :: 2409

| Processing inserts for Switches

Warning message for an attempt at concurrent discovery

3.6.5 Mapped fields missing in netTerrain

For device connectors, the ITK tries to match up mapped fields based on the mapping specifications, but it
assumes that the field in netTerrain exists. This could present a difficulty for device connectors (not for node
connectors since the mapping is against a particular type), because for device connectors the reconciliation
involves all types. A certain field may exist for certain device types in netTerrain but could be missing for
others. For example, a field called 10S may exist for all Cisco types in the netTerrain catalog but not be
available for Juniper types. Therefore, you may find instances of reconciled devices in netTerrain that do not
have a field that you expected to see, based on the mappings done in the ITK.

In some cases, this may not be a problem because the field wasn't needed for that type to begin with, but
what can we do if it was indeed needed? You can obviously go to the netTerrain catalog and add the field for
all the types that are missing it. This could present a headache if the field is missing for hundreds, let alone
thousands of types.

For such cases the ITK has a feature to add a certain field to every device type in netTerrain. This feature is
mostly intended for usage with the SNMP discovery, so it is somewhat buried in the Ul (a command is also
available). Follow this 3-step process:

1) Go to Settings->Monitor->Configuration (or press Ctrl-G) and click on the ‘Add single field' button
2) Type in the name of the field you want to add to all types in netTerrain

3) Click ‘0K’
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The ITK is smart enough to only add the field to the types that are missing it. And yes, be patient indeed, this
process can take a couple of minutes.

19216876 6/10/20105:43:...
192.168.7.7 5/12/2010 9:40:
Global SNMP Settings (=]

General parameters

A2
A3
Ad
A5
A6
7 —
:1 SNMP timeout [ms] 500 v
A2 Retries 1
A3
A4 ) Add device field name 3 M
A5 Discovery features
:‘7; [T] Monitor Ports 2 Enter field name you want to add for all device types I
A8 Discover Links *** Patience grasshopper, this process can take a while! =
Al Create Generic Nodes for Extemal IPs
2 108]
A3 MIB propetties to net Temain catalog mappin
L Device Proeimes I Fleld
JE— ve ﬁeld
Add All MIB Properties 5
Port MIB Propetties
[ Cancel || ok |

Adding a field to all device types in netTerrain

You can also remove a field from all types in netTerrain, using the 'Remove Field' button. We will review the
rest of the functions in this dialog in the chapter about Monitoring.

Attention!

Be careful with these functions as they affect all types and instances in netTerrain!

3.7 Automating the process

The entire process described in the previous sections can be automated so that it runs in the background,
without a user having to manually start the discovery and reconciliation every time data needs to be
synchronized between the sources and netTerrain.

Integration Toolkit Guide netTerrain 10.1 58/224



3.7.1 Setting up the scheduler

The scheduler consists of two main attributes:

« Polling cycle: deals with the frequency of state information (status) update for devices that have already
been imported into netTerrain and that exist in the original data source

- Discovery cycle: deals with the frequency of the insert/update/delete process that reconciles the data
between the data source and netTerrain

To set up the scheduler go to Settings->Application and proceed to modify the Polling Cycle and Discovery
cycle parameters based on how often the ITK needs to update the information in netTerrain.

[i@ App Settings
Scheduler | Other
Polling Cycle [s]: [5 v]
Discovery Cycle [h]: [0_25 v]
Run Discovery Upon Activation:
Start day: Sunday v
Start time: [12:00:00 AM :

Setting up the scheduler

You can set the scheduler to run immediately upon activation, or to only start at a specified weekday and
time. If you check the ‘Run Discovery Upon Activation” option, the ITK will start immediately after you click
on the ‘Start Scheduler’ button (see below). If this option is unchecked, after you click on the ‘Start
Scheduler' button the scheduler will start on the specified day and time and then fire up based on the
frequency set in the ‘Discovery Cycle’ combo box. For example, a setting matching the screenshot below
would mean that the scheduler will start on Tuesday at 3AM and then trigger every 24 hours (Wednesday
3AM, Thursday 3AM, etc.).
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0% App Settings

Scheduler | Other

Polling Cycle [s]: 5 v

Discovery Cycle h: 24 v

Run Discovery Upon Activation: O

Start day: | Tuesday v

Start time: | 3:00:00 AM k]
[_smt | [ Concel |

Using the scheduler day and time settings

Tip:

It is recommended to set the discovery cycle to a high value (such as 24 hours) to avoid excessive
SQL traffic. In general configuration data does not change often enough to require a refresh on the

netTerrain inventory in real-time or near real-time. In many cases it is not even necessary to automate

the discovery, since a manual process can be triggered once a day or even once a week.

3.7.2 Real-time status polling

As we saw above, one of the parameters in the scheduler is the polling cycle. This cycle essentially
determines how often the ITK will update status (or state) values for any connectors that support it.

To enable status updating, the device connector itself needs to be able to pull state information from the

source, which, of course, means that the source needs to be able to obtain real-time state information in the

first place.

Note that the status polling we refer to here is status available from the original data source, not live status

obtained from the actual devices. The latter is also possible using the ITK SNMP discovery tool (see the

chapter on SNMP discovery).
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3.7.2.1 Mapping the status field in the source

Assuming the source does indeed provide real-time status information for devices (such as Solarwinds, for
instance) you need to map the field that pulls that information. To do this, follow these simple steps:

1) Make sure the status field in the source is already part of the mapped fields, so that netTerrain can import
that data.

1 1005 CA Unicenter SQL Server localhost TNG 2 6
' 1006 Castlerock SNM...  MS Access SNMPc.mdb 1 7
' 1007 Cisco RME MS Access CiscoRME.mdb 1 8
'f¥ 1008 Microsoft SCOM  SQL Server localhost SCOM 1 9
'F 1009 What's Up Gold SQL Server localhost WhatsUp 1 10
larwinds er MJAN_SQL larwin :04:1...
1010 Solanwind: SQL Servi \AN_SQL_2014  Solarwinds 1 9/9/2015 6:04:1 1
s
Mapped Fields
Map New Field
Field in source database: v
Field in netTemain: [Aasgwd To V]
Add \
Fields Cumently Mapped

Source Field
Contact
Description

netTenain Field
sysContact

sysUpTime SystemUp Time

‘mr 2O 8P

9/9/2015 6:04:12 PM: Starting discovery process for Solarwinds. This process can take
9/9/2015 6:04:12 PM: Finished process.

2) Right click on the device connector and select ‘Status Mappings’

Integration Toolkit Guide netTerrain 10.1 61/224



'™ 1008 Castlerock SNM...

I 1007 Cisco RME
'™ 1008 Microsoft SCOM
' 1009 What's Up Gold

m> 7?0 @ P E

3) From the Status Mappings select the status field from the source in the drop down

Integration Toolkit Guide

MS Access
MS Access
SQL Server localhost
SQL Server localhost

[
>
8

@
Q

&
|

SNMPc.mdb
CiscoRME.mdb
SCOM
WhatsUp

Suspend

Activate

Clone

Edit...
Delete

View Records

Mapped Fields...

1
1
1
1

netTerrain 10.1

1 J1010 SQL Server | \MAN_SQ1 2014 | Galarnuinde 14 [ 9/9/2015 6:0
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Status Mapping

Select Status Field
Source Status Field |Status T
Contact
Description
Add Status Values DNS
IP_Address
Value in source |
SysName
Flag color ‘System UpTime
Flag color Status value (source)
|

4) As an optional feature, you can also set flag colors representing different status values for each record in
the ITK list view. These colors do not have any effect on the representation of the devices in netTerrain. To

actually change colors (or effects) for the visual representation of devices in netTerrain, you can create
visual overrides in the netTerrain catalog (see Power User Guide).
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Status Mapping

I 1
I

Select Status Field
Source Status Field | Status v
Add Status Values
Value in source 3
Flag color [blue v]
Add
Flag color Status value (source) ”

1
2

Remove

Below is an example output using that shows records from the source along with the corresponding flag

colors.
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(@ netTerrain Integration Toolkit — -  c— — ——

File View Discovery Settings Tools Help
Ha@ 2’2 9aE
Connectolsv 5 @ ——
03 e =

@& Links il

ORI BEEBEE Page: 14 4 [L [0 DR

9/9/2015 6:04:12 PM: Starting discovery process for Solarwinds. This process can take several minutes... -
9/9/2015 6:04:12 PM: Finished process. I

Status mappings associated with discovered records

3.7.3 Discovery order and passes

In some cases, you may want to specify the order by which the ITK will process the discovery and
reconciliation of the connectors. This can be useful in cases where one connector may have a dependency
with another. For example, if one connector discovers sites and another one discovers devices that will be
placed under sites, which are discovered by the first connector, then you want to make sure the ITK first
processes the sites and then the devices to avoid potential errors related to missing parent objects.

To specify the order of how connectors are to be processed by the ITK, follow these simple steps:
1) Go to the Settings menu -> Discovery Order

2) In the ‘Discovery Order’ dialog you will see a list of all the device and node connectors that currently exist
inthe ITK

3) Select the appropriate connectors and move them up and down in the order hierarchy using the green
and blue arrows
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§ Discovery Order - . : (S|
Id Name Sequence Category
10006 Native SNMP_BExdemal_|Ps 1 Node Connector
10007 Solarwinds to VMware View 2 Node Connector
, 10008 VMware Host Discovery 3 Node Connector
1001 Native SNMP 4 Device Connector
1004 SolarNewProduction 5 Device Connector
|
1006 Castlerock SNMPc 7 Device Connector |
1007 Cisco RME 8 Device Connector 1
1008 Microsoft SCOM 9 Device Connector |
10 Device Connector |
1010 Solarwinds 1 Device Connector '

|
f
f
|
| 1009 What's Up Gold
[
|
[
|

E3EN

Setting connector discovery order

Attention!

Notice that link connectors (see chapter 5) are missing from the list. Link connectors are always
processed last in the ITK. This ensures that any dependencies with nodes are always accounted for
by discovering the nodes (or devices) first. Since links can have no cascading effect on other links or
on nodes, specifying their discovery order would have no effect in the overall process.

In addition to the discovery order, you can also specify the number of times in a row a connector should be
reconciled when the scheduler is running (also called “passes”). This can be useful when a specific
connector has recurrent dependencies, such as for the parent ancestry. For example, if a site connector
uses a parent locator field, which may expect other sites to exist and those sites may be imported from that
same connector, then you may need to run the connector more than once. Since only nodes can server as
parents of other objects, this feature is only applicable to node connectors.

As we would expect, the default number of passes is 1. To change that, go to the node connector list, select
a connector, and then change the number of passes by using the '+ and - buttons, as depicted below.
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:overy Settings Tools Help

LEE-% BICEE
[ 5
a Node Connector List - Count: 3
id alias dbEngine serverName dbName status lastDiscovered lastReconciled discoveryOrder passes
' 10006 Native SNMP_Extemal_IPs SQL Server 192.168.1.22 RealEnchiladaE... 1 6/24/201510:4...  7/13/201512:0.. 1
f @10007__| Solanwinds to VMware View | SQL Sever | \SQLEXPRESS | SolarWindsNew 1| 7/9/20153234__|7/9/20153281. ]
¥ 10008 VMware Host Discovery SQL Server \SQLExpress SolarWindsNew 1 7/9/2015 4:440... 7/9/20154:441... 3

m» wo@

Changing the number of “passes” for a connector

3.7.4 Starting the scheduling process

After the scheduler has been configured, you can start the automated discovery and reconciliation process
by simply clicking on the ‘Start Scheduler’ button, as shown below:

(@ netTerrain Integration Toolkit

File View Discovery Settings Tools Help

H A8 /2388 [RE

@ T

Connectors @ (Sarschedier) & Native SNMP - Count:9
----- & CA Unicenter pabie d -
..... & Castlerock SNMPc LCIS-3550-24-6 649 il
..... 1 Cisco RME LCIS-R-2611-23 646 1.
..... & Concord eHealth LCIS-R-2611XM... 647 1.
..... & Microsoft MOM LCIS-R-2801-22 645 1.
----- & Microsoft SCOM LCIS-5-2950-26-1 644 1.
Ga---;,g Native SNMP LCIS-5-3550-24-7 651 1.
-4 Solarwinds LCIS-5-3550-48-5 648 1.
----- &l What's Up Gold L-SW-TZ1054 650 1.
&+/@ Nodes SensorGateway 643 1
. _SQL_Mon_Database .

Starting the scheduler
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This automated process will cycle through any device connector that is set as active and run a discovery
from the source and reconciliation process against netTerrain. The ITK will then insert, update and delete
devices, depending on how device connector was configured in the reconciliation tab.

Attention!

If one or more connectors are not reconciling when the scheduler is running, make sure these
connectors are set as ‘Active’ (see below).

3.7.5 Activating connectors

Sometimes you need to run a limited set of connectors without the rest being processed. For each
connector in the ITK there is a flag that can be set to active (green) or suspended (gray). When using the
scheduler, only connectors that are set as active will execute.

To set a device connector as active, click on the device connector list menu (Ctrl-A) and from there select
the device connector and click on the ‘Activate’ button (or right click->Activate). To suspend it, use the
‘Suspend’ button, as shown below.

Discovery  Settings Tools Help

2988 @
5 @ ) ;

i@ Device Connector List - Count: 8

id alias dbEngine server database status |astDi yOrder
' 1001 Native SNMP SQL Server . GNCORE 1
' 1004 SolarNewProdu... ~ SQL Server 192.168.1.42\S...  SolarWindsNew 1 7/10/2015 12:4...
T 1005 CA Unicenter SQL Server localhost TNG 2
' 1006 Castlerock SNM... MS Access SNMPc.mdb 1
' 1007 Cisco RME MS Access CiscoRME.mdb 1
Lo 1008 | i 2 [ | |5 |
' 1009 1 10
®1010 A(ﬁ"mk 1 9/9/2015 6:04:1... 1

Edit...
Delete

View Records
Mapped Fields...

Create New Device Connector...
Status Mappings...
Refresh View
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Activating a connector

A command to activate and suspend all device, node and link connectors at once is also available (see the
commands section at the end of the guide).
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3.8 Analyzing the results

After the information has been discovered and reconciled into netTerrain we may need to do some
discrepancy analysis or error checking, so it is important to know how to manipulate and analyze the results
displayed in the ITK connector tables.

3.8.1 Device states and their corresponding color codes

As we mentioned earlier in the guide, the process of importing devices into netTerrain consists of two parts:
the discovery process, where the connector reads the data from the source and dumps it into a raw table in
the ITK and the reconciliation process, where the devices are inserted, updated or deleted in netTerrain. As
such, a device can be in four possible states:

1) The same device (i.e. a device with the same name) also exists in netTerrain and it was discovered and
reconciled into netTerrain by that same connector. Such devices have a lime fill color, as shown below.

S2A7 1.36.1.4.1.9.1.516 Silver Spring 192.168.7.11 Primary

2) The same device also exists in netTerrain, but it was created manually or it was discovered and
reconciled into netTerrain by a different connector. Such devices have a green fill color, as shown below.

S3A1 1.36.1.4.1.9.1.516 Baltimore 192.168.7.12 Primary

3) The device in the connector table is currently not in netTerrain, but the type has been mapped in
netTerrain so a reconciliation process (barring any parent issues) would create it in netTerrain. Such devices
have a plain white fill color, as shown below.

S3A2 1.36.1.41.91516 Ellicott City 192.168.7.13 Primary

4) The device in the connector table is currently not in netTerrain and the type has not been mapped, so a
reconciliation process would create a generic device type in netTerrain (or yield an import error if the ‘Use
generic devices for unmatched types’ application setting is unchecked). Such devices have a gray fill color,
as shown below. Note that after a reconciliation process, any grey devices that do indeed trigger the
creation of a generic device would now exist in netTerrain, hence be displayed in lime.

S3A7 1.3.6.1.4.1.9.1.797 Ellicott City 192.168.7.188 Primary

Below, we show an example of devices imported from a Solarwinds device connector, with different color
codes based on the status of the discovered devices in netTerrain.
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N
2| '8 Solarwinds (21)
Caption SysObjectID City |P_Address priority
iS1A27 1.3.6.1.4.1.9.1.565 Baltimore 152.168.7.3 Primary
S1A25 1.3.6.1.4.1.9.1.565 Baltimore 152.168.7.4 Primary
S2A1 1.3.6.1.4.1.9.1.565 Baltimore 152.168.7.5 Primary
S2A2 1.36.1.4.19.1.516 Baltimore 192.168.7.6 Primary
S2A3 1.36.1.419.1516 Towson 192.168.7.7 Primary
S2A4 1.36.1.419.1516 Baltimore 192.168.7.8 Primary
S2A5 1.36.1.4.19.1516 Washington, DC 192.168.7.9 Primary
S2A6 1.36.1.41.9.1.516 Silver Spring 152.168.7.10 Primary
S2A7 1.36.1.41.9.1.516 Silver Spring 152.168.7.11 Primary
S3A1 1.36.1.4.19.1.516 Baltimore 192.168.7.12 Primary
S3A2 1.36.14151516 Ellicott City 192.168.7.13 Primary
S3A3 1.36.14151516 Ellicott City 192.168.7.14 Primary
S3A4 1.36.1.4.19.1.516 Columbia 192.168.7.15 Primary
S3A5 1.3.6.1.4.1.9.1.797 Columbia 152.168.7.16 Primary
S3A6 1.3.6.1.4.19.1.797 Baltimore 152.168.7.17 Primary
S3A7 1.3.6.1.4.1.9.1.797 Ellicott City 152.168.7.188 Primary
S3A8 1.3.6.1.4.1.9.1.797 Baltimore 152.168.7.19 Primary
S4A1 1.3.6.1.4.1.9.1.797 Baltimore 152.168.7.20 Primary
S4A2 1.36.1.4.19.1.516 Baltimore 192.168.7.21 Primary
S4A3 1.36.1.4.19.1.516 Glen Bumie 192.168.7.22 Primary
S4A4 1.36.1.4.19.1.516 Laurel 192.168.7.23 Primary
2 @K

Page: 4 M1 |0 M

Device color codes

Attention!

Device color codes can be driven by changes in the source data but also changes in netTerrain. For
example, if a user changes the name of a device in netTerrain or deletes a device in netTerrain, this
can trigger a change in the color code in the ITK. Make sure to refresh the page in the ITK to make

sure you are reflecting any recent changes in netTerrain (see below).

3.8.2 Refreshing views

To make sure your ITK view reflects the latest data you can refresh a list by right clicking on it and clicking

on the Refresh option (or F5).
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@ MapType..

Truncate Table

Refreshing a view

3.8.3 Filtering devices based on color code

The ITK device connector views have a series of filter buttons that can be used to filter data based on the
state of the devices in netTerrain. These filters include the following options:

- Only show devices not in netTerrain and without a mapped type (gray).

- Show all devices that have a mapped type in netTerrain (lime, green and white).
- Only show devices that exist in netTerrain (green and lime).

+ Only show devices that do not exist in netTerrain (gray and white).
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0IRIKQ @ & @ [Fiype_not mapped |feoe: 14 G| M
ﬁ
Total  skipped): 0 Devices without mapped Type

Using device color filters

Notice that when using a filter, the ITK automatically appends a value in brackets in the filter text box. In
essence these filter buttons are simply applying a command to the filter text box and executing it.

To clear the filter, simply click on the ‘Clear Filter button next to the filter text box, as shown below.

® @ |

I

0V DEDE

Clear Filter
Total records (inserts skipped): 0 L_j

Page: 14 44 [T | M
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Clearing a filter

Tip

An easy way to map types for any devices that are currently unmapped (gray) is to use the first color
filter and then map the types directly from the view (see below).

3.8.4 Mapping types from the device view

Any unmapped device types in the ITK can be mapped directly from the device view by right clicking on the
device (should be depicted with the gray fill color) and clicking on ‘Map Type', as shown below.

@ Delete Selected
© Map Type..

Truncate Table

Refresh View

Mapping a type directly from the device view

3.9 Logs and data purging

The ITK generates a log for most processes that affect data, such as discoveries, reconciliation processes
and commands, as well as all errors that can occur in the system. A separate log file is created for each day,
to prevent the log file from growing too big.

To access the log, click on Tools->Log->Open (or Ctrl-L). This will open the most recent log file available. The
log files are usually opened with a default text editor like notepad. To access older log files, you need to open
them from the application server directly, usually in ‘C:\ProgramData\Graphical
Networks\netTerrain\ITK\Logs'".
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Log files may also be purged. A command is available for that, but it is easier to just purge them by clicking

on Tools->Log->Purge.

(@ netTerrain Integration Toolkit

File View Discovery Settings | Tools | Help
o 28 29 838 @ @ Create New Device Connector...
reate New Node Connector...

Connectors 5 @ | Je c 9

— : @  Create New Link Connector...

7 awiDiews & Toolsf d sysObjectld sysUpTime
..... ) Coslierscke SNMPe s » B43 13614191485 17094652
----- ! Cisco RME | Log » | Open  Ctrl+L BRI
~~~~~ %l Concord eHealth 26355791
----- & Microsoft MOM G| Truncate Tables " Burge 26376900
----- & Microsoft SCOM & Copy Output to Clipboard 544 136.1.419.1.359 17104103
- Solarwinds TS am-ﬁls 13614191278 17104040
""" & What's Up Gold L-SW-TZ1054 650 13614187411 225251955

=3 Nodes

~~~~~ ¢ _SQL_Mon_Database

----- ¥ _SQL_Mon_DbServerinstance
[#- § Native SNMP_Exemal_|IPs
- § Stes
[#- § Sola_nodes
(- g Switches
- & Links

LU 801 Man links

1.36.1.4.1.17095 251299213

=

Purging the ITK log

Attention!

When you purge the logs, all log files are removed from the log folder, not just the log for the current

day.

The log file includes data such as an entry description, IP address, process description, start of process,

thread number and timestamp.
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Log file

3.9.1 Truncating (or purging) connector tables

Discovered data can also be purged from the ITK. This process will only truncate the intermediate ITK tables
containing the discovered data. It will not delete data from the source or from netTerrain. You may want to
purge connector data to start a process from scratch, or to remove data from netTerrain (see tip below).

To truncate connector data, go to Tools->Truncate Tables and select the appropriate connector you want to

truncate.
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Truncating connector data

Another way to truncate a table is as follows:

+ Go to the connector list view
+ Right click on the view

+ Click on ‘Truncate table’
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Truncating a table using the right click context menu

Tip:

A simple way to remove all records from netTerrain that were discovered by a given connector, is to
first truncate the table in ITK and then reconcile the data. Be careful with this process, as you will not
be able to recover the data in netTerrain unless you restore the database from its previous state or
you reconcile the connector with the same discovered data that existed before the truncate process
took place.

Also consider that to delete records in netTerrain from the ITK, that connector needs to have the Delete
devices without matches option set to Yes.

3.9.1.1 Truncating all device tables

In some cases, you may want to truncate all device tables, whether it is to recreate a process or to remove
all devices from netTerrain. To truncate all devices for all connectors, go to Tools->Truncate Tables->All
Device Connectors.

4 Creating custom device connectors

In addition to the list of built-in device connectors, netTerrain also allows you to create new device
connectors for any third-party data source that uses a SQL Server, Oracle, PostgreSQL, MySQL or MS
Access backend database.

If the data is stored in a different database engine or file format, an indirect method using a ‘proxy database’
is also possible. We discuss this method later in the guide.

Overall, the process for creating a new custom device connector is very similar to a tier-1 connector and the
same features for discovery, reconciliation and data analysis apply.
4.1 Prerequisites

To create a new device connector, netTerrain must know certain aspects of the data source, such as
connection properties, the table or query to import the data from and the fields that will be mapped to
custom fields in netTerrain.

Integration Toolkit Guide netTerrain 10.1 77/224



4.1.1 Proxy or source database?

The first step in creating a device connector requires understanding what the database engine for the
source data will be.

The ITK can currently read from SQL Server, PostgreSQL, MySQL, Oracle and MS Access (jet) databases. If
the source data resides in one of those three engines, then the connection string is easy to create by simply
filling out the appropriate connection information in the device connector creator dialog.

In many cases though, the source information may be another database engine or a text file. In those cases,
a device connector can still be created by means of a so called ‘proxy database’.

Some of the built-in device connectors, such as the Cisco RME device connector, use this mechanism,
which is depicted below.

Architecture of the Cisco RME device connector using a proxy database

In the example above, the intermediate database acts as a proxy for the source database, since the ITK
does not have the capability to create a connection string directly into the Cisco RME database engine.

Other common examples of proxy settings include text files and comma separated values (csv) files that
are exported as individual files by another system, to be imported automatically into the ITK. Countless such
text or csv outputs have been used in netTerrain implementations where a non-database format output
needs to be automatically synchronized with netTerrain node and link data.

4.1.1.1 Proxy set up use-case: OTDR readings

As an example of a text file input using a proxy, consider the following scenario common in netTerrain OSP
applications: an Optical time-domain reflectometer (OTDR) that outputs a result to a text file. These text files
are typically placed in a fixed drive location which, via a proxy connection, are linked to one or more ITK
connectors mapped to the corresponding netTerrain entities (for example, a fiber trunk or strand). The ITK
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then updates a property of choice (such as OTDR reading) on that fiber, which can be used to point out the
location of a possible fault.

The proxy database can be any of the engines the ITK supports natively, such as Microsoft SQL Server. It is
up to the user to create the connection between the proxy and the source, and this method may depend on
the computer configuration where the proxy will be set up. To not leave you hanging, we will provide two
examples of proxy database settings using Microsoft SQL Server and Microsoft Access.

Below, we discuss specifically how to create a custom connector using a proxy database by means of a SQL
Server proxy and an MS Access proxy.

4.1.1.2 Setting up the proxy database using SQL Server

In the following example we will set up a proxy database using SQL Server. We will assume the source is
some csv data, as depicted below.

csv sample data to be imported via a proxy SQL Server database

There are a number of ways of setting up a proxy in SQL Server that will update the source data as tables or
queries in SQL Server, including Linked Servers and DTS/SSIS packages. For our example we will use a more
direct method, namely a stored procedure using a bulk insert. To ensure the data is up to date every time the
ITK refreshes from the source, we will also automate the process of executing the stored procedure before
the ITK discovers the data.

To set this up proceed as follows:

Integration Toolkit Guide netTerrain 10.1 79/224



Step 1: Create (or use an existing) database that will serve as your proxy.

Ideally, we recommend this being an empty database that sits on the same engine as netTerrain. This

database will just contain the stored procedures and the tables with the raw data imported from the source.

Since netTerrain itself runs on SQL Server, sometimes that server (not the netTerrain database itself

though!) is the most convenient place to set up a proxy, since the existence of that engine is guaranteed.

Provided, of course, the DBA is nice enough to let you set up a proxy there, but that's a different story.

Step 2: Prepare the tables in your proxy database.

This usually just means creating the tables that will hold the raw data. Make sure the structure of the

database is compatible with the source columns. This means using matching names and appropriate types.

Continuing with our csv example shown above we could create a sites table using the following script:

USE [CsvProxy]

GO

/**x**x**x (Object: Table [dbo].[sites]

16328835 wisdrivici )

SET ANSI NULLS ON

GO

SET QUOTED IDENTIFIER ON

GO

CREATE TABLE [dbo].[sites] (
[Contact ID] [nvarchar] (255)

[Site Name] [nvarchar] (255) NULL,
[Latitude] [nvarchar] (255) NULL,
[Longitude] [nvarchar] (255) NULL,
[Address] [nvarchar] (255) NULL,

[toplevel] [nvarchar] (255) NULL,

[flag] [int] NULL
) ON [PRIMARY]

GO

Proxy raw table script

Integration Toolkit Guide

netTerrain 10.1

Script Date: 06/07/2016

NULL,

80/224



As you can see, the structure of the table coincides with the columns defined in the csv file.
Step 3: Create the stored procedure.
The stored procedure will use a ‘bulk insert’ method to fill the raw tables we created in step 2.

For the stored procedure to work correctly, it must be able to fetch the csv data from the same place, every
time it is executed. So, it is important to determine a specific location where the source files will be dumped,
and not change the location after subsequent discoveries. We assume, of course, that the location of the
csv is accessible for the stored procedure (both in terms of network connectivity and access permissions).

Also, the script will truncate the raw tables and fill them during every process. This is not mandatory (one
could use a different method), but it is simple enough and usually not very taxing in terms of performance.

Finally, depending on the delimiters used in the csv file, the method used to successfully execute the stored
procedure may vary. In our example we assume a line feed (‘char(10)").

Here is a sample script that can be used for the stored procedure:

USE [CsvProxy]
GO

/****** Object: StoredProcedure [dbo].[FillCsvTables] Script Date:
06/07/2016 16:33:08 *x*x*xx/

SET ANSI NULLS ON

GO

SET QUOTED IDENTIFIER ON
GO

CREATE PROCEDURE [dbo].[FillCsvTables]
AS
BEGIN

SET NOCOUNT ON;

DECLARE @Path NVARCHAR (255) ;

SET @Path = 'C:\Temp\CsvSamples\'

DECLARE (QRowterminator NVARCHAR(10) ;

SET @Rowterminator= CHAR(10) ;
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-- sites table

TRUNCATE TABLE sites

EXEC ("

BULK INSERT sites

FROM ''' + @Path + 'sites.csv''

WITH

FTRSTROW = 2,
FIELDTERMINATOR = '';'"',
ROWTERMINATOR = ''' + @Rowterminator + '''
) ")
END

GO

Step 4: Creating a dummy connector to set up the automation in the ITK

As opposed to Linked Servers (or linked tables in Access), where there is a dynamic link between the source
and destination, a bulk import process pushes the data to the raw tables, which are not linked or connected
to the source. This means that if the data changes in the source, the raw data in the proxy tables may be out
of date. To prevent that, we make sure that right before the ITK runs a discovery, it first executes the stored
procedure. This can be accomplished from the ITK itself.

We recommend making sure the ITK runs the stored procedure before anything else, so one way to ensure
this is to create what we call a dummy connector that does nothing except run that procedure and place
that connector first in the discovery order.

Create a dummy node connector by linking it to the table in the proxy database (see chapter 5 on how to
create node connectors). You can use any netTerrain type, since it doesnt matter. The connector will not
reconcile any data (in fact we can add a WHERE clause statement that ensures it doesnt even waste CPU
cycles discovering anything).
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Here is an example of the three connector tabs that show how to set it up:
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Notice two things: the 2nd tab includes a contradictory WHERE clause 1=0, which ensures no data is
discovered (we don't need it) and the 3rd tab includes a ‘pre import function’, which is the process that
executes the stored procedure remotely. The syntax for that is as follows (make sure the name after the
EXEC statement matches the name of the stored procedure):

execremote\EXEC FillCsvTables

Also notice that the update, insert and delete options in the third tab are set to no. Again, we don't want any
data going back and forth. The sole purpose of this connector is to execute the stored procedure.

Step 5: set the dummy connector discovery order

Finally, let's make sure this dummy connector is the first thing to run upon an ITK scheduled task, by setting
the discovery order first (please see discovery order in chapter 3).

4.1.1.3 Setting up a proxy database using MS Access

In this example we will set up a proxy database like the one used for the CiscoWorks RME device connector,
using an Access database as the proxy, which in turn is connected to another third — party database engine
(the target database).
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The first step in setting up the proxy database is to make sure that the machine where the proxy resides has
the driver to the target database engine. Once that is verified, you proceed with the creation of a Machine
DSN. A DSN is usually created from Control Panel->Administrative Tools->Data Sources ODBC.

Then, follow these steps to set up the proxy database:

1) Create an empty Access Database file that can be placed under

<ProgramData>\netTerrain\temp .

2) Go to the tables tab and from the external data tab create an ODBC connection by linking a table to the
source (this process may differ between different versions of MS Access).

3) In the 'Data Source’ dialog box, click on the ‘Machine Data Source’ tab and select the DSN database
created before.
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4) If needed, enter the credentials for this database.

5) From the Link tables dialog select the appropriate table or view that contains the devices that need to be
imported into netTerrain.

6) You may have to select a unique identifier for the view. It is not a mandatory step, since the query will not
be updated.
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7) Close the database.

4.2 Step 1: Creating the device connector

When creating the device connector, a 2-step wizard will guide you through the process. It is recommended
to have certain mandatory and optional information beforehand, which will later have to be filled out when
proceeding with the device connector creation.

To start the wizard, go to Tools-> Create new device connector. You can also start the wizard from the
device connector list by using the ‘Create new connector’ button or right click context menu.

Creating a new connector

A ‘Create new device connector’ dialog window will appear, prompting you to fill out information to complete
the first step in the device connector creation process. All the fields with a red label are mandatory.
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Create new device connector wizard

4.2.1 Connection information

The database related information that the ITK needs will either be in Oracle, PostgreSQL, MySQL, SQL Server
or MS Access format. The source data either resides in one of those three engines or in a different database
format that communicates through an Oracle, PostgreSQL, MySQL, SQL Server or an MS Access proxy.
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Setting up the initial connection parameters

When using MS Access as the engine, the server is not required, as the path to the corresponding MS
Access file will be used. In the case of using SQL Server, the server and database name must be specified.

Database credentials are only required for SQL Server, PostgreSQL, MySQL and Oracle based device
connectors. It is important to note (and a relief for any DBA) that the ITK only makes 'SELECT type
statements against the target database. This means that (whenever applicable), a user with read-only
access to the source will suffice. Any permission levels higher than read-only will have no additional effect
on the process because the ITK never writes any data back to the source.

Both Trusted connections and SQL Server authentication are supported for SQL Server based device
connectors.

Attention!

For Oracle connections you may need to have the Oracle ODBC client installed, so that a TNS name
can be referenced. For PostgreSQL-based connectors you must first create a DSN from the machine
hosting the ITK to the PostgreSQL database, so that the DSN can be referenced in the connector.
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4.2.2 Mappings tab

The mappings tab for custom connectors is essentially the same as for any tier-1 device connectors (we'll
spill the secret here and tell you that built-in connectors are in fact created using this exact same wizard).
WEe'll repeat the instructions specified in the previous chapter on how to fill out the mapping tab

Attention!

It is important to understand the structure of the data source you want to import data from. For
example, you need to know what table or view contains the devices to be imported as well as which
flelds contain the unique naming convention and device type information.

Also, if you change any fields in the mapping tab currently associated with an additional mapped field (see
additional mapped fields section), then the mapped field will be removed from the mapped field list.

4.2.2.1 Source table

The source table represents the table or view where the records that need to be pulled from the data source
are stored.
Tip:

If you need to modify some of the data being imported into netTerrain or need to correlate more
information that is available in other tables, create a view that “massages” that data for you and point
the source table field to that view.

4.2.2.2 Device type field

The device type field is the data field in the source table that holds the identifier for the type of device that
will be mapped with the corresponding type in netTerrain. netTerrain uses a name field in the node catalog
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table to identify a device type. In other words, netTerrain will try to map the type name from the source with
the node type library name in netTerrain.

Tip:

The most accurate descriptor of a device type is the system object id (usually called sysObjectld or
sysOID). This is the SNMP discovered unique make and model identifier for a device and can be
nicely mapped to netTerrain's existing table of OID to device type information (more on that later)!

4.2.2.3 Default diagram

When importing devices from a third-party data source, netTerrain can assign a default diagram for the
device. This is especially important when the source table has no fields that can provide information about
the parent diagram containing each device. This default diagram in netTerrain will serve as the initial
repository for newly imported devices. You can assign different diagrams for different device connectors
instead of searching for devices from multiple device connectors in one generic diagram. To specify a
default diagram, at least one diagram needs to exist in netTerrain beforehand.

4.2.2.4 Parent locator field

An alternative to using a default diagram is to automatically place devices under a specific parent object.
This is possible if the source table contains a field that stores parent ancestry data. This can be specified in
the parent locator field.

Attention!

In order for the automatic placement to work, the parent diagrams must exist in netTerrain prior to
importing the devices. We recommend creating a separate connector that pulls the parent objects in
advance, which will then guarantee that the devices will be placed under the corresponding parent
objects. This is yet another way to further automate your network documentation process.

4.2.2.5 Name field

The name field should contain the name or unique identifier for each device, and it will be mapped to the
name field in netTerrain. Technically, it is not necessary for this field to pull values that are unique, but it is
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highly recommended. If the name field is mapped to a field in the source table that does contain repeated
values, then any devices with the same name field value will throw an error during the update process. Also,
if devices do not have unique names in netTerrain, then if later you decide to also import links using the ITK,
any links that have any repeated devices as endpoints will not be imported.

4.2.2.6 Rack position field

Rack coordinates can be used to automatically place devices on a given rack and rack unit. In other words,
this field can be used to import rack positioning information from the source data and avoid placing a
device on a rack manually. Naturally, this requires the source data to contain the proper rack unit information
for the imported devices. This field assumes that the parent for each device is a rack and is specified in the
parent locator field. To summarize, the rack positioning in the ITK must comply with the following:

- The parent object type must be a rack and must exist.
- The source table must contain a field for the rack unit.

- The rack unit for each record in the source data must be consistent with the size and rack unit availability
for the corresponding parent rack.

If no coordinate information is available, use the value from the drop-down box.

4.2.2.7 WHERE clause

The last field of the second tab contains a WHERE clause. This can be used as a mechanism to filter certain
records from the source table. The syntax of the WHERE clause must correspond to the flavor of SQL that
the source database uses and must start with the ‘'WHERE' keyword (see the screenshot for an example).

Attention!

If the syntax in a WHERE field is incorrect, the discovery process will fail. When writing the clause,
you must start the filter with the 'WHERE' keyword itself (for example ‘WHERE location=1"). Also,
mind that SQL syntax as it may differ from different database engines. SQL Server uses T-SQL, Oracle
uses PL/SQL and PostgreSQL, MySQL and MS Access have slightly different flavors of SQL as well,
so there may be minor differences in the syntax. If you want to avoid all this hassle don't use the
WHERE clause and instead connect to a custom view where the information is already pre-filtered.
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Mappings tab settings

4.2.3 Reconciliation settings

The last tab deals with the mechanism for device reconciliation into netTerrain.

4.2.3.1 Updates

If you want to update any field changes for devices that already exist in netTerrain, then set the ‘update
existing devices’ combo box to 'Yes'.

4.2.3.2 Inserts

New devices that do not exist in netTerrain and were discovered by the device connector will be inserted into
netTerrain, if the following criteria apply:

+ The Use generic devices for unmatched types application setting is checked, or the device type can be
mapped to a type in netTerrain (see type mapping)

« A default diagram has been assigned for the device connector (defined in the mappings tab) or a parent
container field exists, and the proper parent object also exists in netTerrain

+ The ‘Insert new devices’ combo box is set to ‘Yes'
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4.2.3.3 Deletes

Devices that exist in netTerrain but no longer exist in the source can be processed in two different ways:

+ They can be deleted from netTerrain by setting the ‘Delete devices without matches’ combo box to Yes’

+ They can be kept in netTerrain by setting the combo box to No

Attention!

When the ‘Delete devices without matches’ combo box is set to ‘Yes' only devices that were originally
inserted by that same connector will be deleted from netTerrain. For instance, a router called 123’
that no longer exists in the data source but still exists in netTerrain, will only be deleted if it was
originally inserted by that same connector. Internally, any devices that are inserted in netTerrain by
the ITK are tagged with the connector id. Then, when a delete process occurs, only devices with that
connector id will be deleted (provided they no longer exist in the source).

Reconciliation tab
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4.2.3.4 Pre and post import functions

These fields are used to place advanced functions that are processed before and after an import occurs. An
example of a pre-import function could be a call to execute a stored procedure in the source data, which
massages the records to be imported. An example of a post import function could be a layout algorithm
that is triggered after the import to automate node positioning.

Attention!

The Pre and Post import function fields are currently reserved for Graphical Networks consultants. If
you think you need a function to perform a specific action, please enter a ticket in the support portal.

4.3 Step 2: Mapping additional fields

A list of additional fields that need to be imported from the table can be specified and mapped to the
corresponding fields in netTerrain, just as we saw in the previous chapter for built-in device connectors. This
is done in step 2 of the wizard.

Enter each field by specifying the name of the field in the source table or view and the field that it should be
mapped to in netTerrain. For convenience, a button that maps all matching fields is included. This comes in
handy when the source and netTerrain fields have the same name.

Attention!

The Create field options are not available for device connectors mainly because device connectors
are not mapped to a type, so those fields would have to be created against all device types and the
catalog. We prefer you to do this instead of assuming all fields need to exist for all device types.
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Field mapping dialog

Click on the ‘Finish’ button to register the connector.

Attention!

If the registration is successful, this does not necessarily mean that data will be imported
successfully into netTerrain. Run a test a discovery process first to see if the records are being
imported from the source as expected. If the connector creation process fails, please contact
support@graphicalnetworks.com or enter a ticket in the support portal.
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4.4 Tying it all together with an example

We'll review what we have learned so far this chapter by creating a device connector from scratch to a well-
known monitoring tool called Solarwinds NPM. Our assumptions are the following:

- The source resides on a SQL Server database (to keep it simple we have it on our local machine).
+ We know that we can connect to the database via the Windows user.

+ Also, we know that the device information sits on a table called Nodes.

+ The devices table has a field called ‘caption’ that uniquely identify devices in this database.

- The table also has a sysObjectld field that identifies the device types.

- Additional fields of interest include IP_address, DNS and Last_Boot.

When building this device connector, we would like to mirror the information in netTerrain exactly how it

resides in the source database. That is, all new devices discovered from the source should be inserted in
netTerrain, and any other changes, such as updated fields, should be in synch with netTerrain. We would
also like to remove devices in netTerrain that no longer have a match in the source database.

This is how we would set up the device connector in Step 1:

Step 1, first tab
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Step 1, second tab

Step 1, third tab
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Note that we chose a diagram called ‘Baltimore’, which is an existing diagram in the netTerrain project, to
place all newly discovered devices, because the source database does not have a reliable data field that can

tell us the parent location for each device.

In Step 2, we can add the following fields to our list of mapped fields.

Notice how the field in the source may not match exactly the name of the mapped field in netTerrain. Also
notice that fields that were used in step 1 are not available in step 2.

4.5 Next steps

Once the ‘Finish’ button is clicked, the device connector should be registered in the ITK database and force

an application restart:
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At this point the user can verify the device connector entry by looking at the device connector list.

New device connector in list

As mentioned earlier, just because the device connector has been successfully registered does not mean
that it will work correctly. Some factors that could affect the proper functioning of a device connector
include:

« Incorrect type mapping field.
« NULL values in names or parent mapping fields.

- Syntax errors in a WHERE clause.

It is highly recommended that you test the device connector by first running a discovery and then a preview
of the reconciliation process.

As a final note, once a device connector has been created, its management does not differ from built-in
device connectors. All features that apply to built-in device connectors also apply to custom device
connectors. You will also be required to create appropriate type mappings, in order to match types correctly
in netTerrain.
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4.6 Deleting and suspending a device connector

A device connector can easily be deleted completely from netTerrain by opening the device connector list
(Ctrl-A), clicking on the device connector and then clicking on the delete button (or right-click->delete).

Deleting a device connector

Just like with built-in connectors, this action cannot be undone. It will remove all traces of the device
connector in the ITK, as well as any type mappings associated with it, but it won't remove any devices from
netTerrain itself.

Tip:

Instead of deleting built-in connectors, it is recommended to simply change their status to
suspended. That way, when an automatic scheduler is set up, any suspended device connectors will
not trigger synchronization operations. Later, the connector may be reused.

4.7 Cloning a connector

A quick way to create a connector is to take an existing one and clone it. This is especially useful when the
new connector has similar characteristics to the cloned one.
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To clone a connector simply right click on the base connector and click on the ‘Clone connector’ option.

Cloning a connector

After cloning the connector, the new connector will have the same name as the cloned one. Proceed to
change the name and any other parameters by editing the connector as usual.

5 Node connectors

Node connectors are hooks into external databases or files to import records and map them with netTerrain
generic node objects. Connectors are a very useful resource to automate the process of creating
documentation in netTerrain by taking advantage of existing data from your environment.

You can create any number of node connectors and each connector will be tied to a predefined node type in
the netTerrain catalog. To create a node connector, you can utilize a wizard to connect to the data source
and map table columns to custom fields in netTerrain.

All node connectors in the ITK are user-created and they can be found in the node connector list. From the
connector list you can manage settings and schedule automated discovery processes.

Most of the functions and features for node connectors are very similar to the ones used for device
connectors.

Integration Toolkit Guide netTerrain 10.1 102/224



5.1 Viewing node connectors

To see which node connectors are currently included in the ITK, simply go to View-> Node connector list
(Ctrl-0) and a list view of all the node connectors will be displayed.

Node connector list view

5.2 Prerequisites for creating node connectors

To create a new node connector, netTerrain must know certain aspects of the data source, such as
connection properties, the table or query to import the data from and the fields that will be mapped to
custom fields in netTerrain.

5.2.1 Proxy or source database?

Just as with device connectors, the first step in creating a node connector requires knowing which database
engine you will need to connect to.

The ITK can natively read data from SQL Server, Oracle, PostgreSQL, MySQL and MS Access (jet) databases.
If the source data resides in one of those three engines, then the connection string is easy to create by
simply filling out the appropriate login information in the node connector creator dialog.

In many cases though, the source information may be another database engine or a text file. In those
situations, a node connector can still be created using a ‘proxy database’ (as explained earlier in this guide).
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5.3 Step 1: creating the node connector

Similar to the device connector creation process, a 2-step wizard will guide you through the process of

creating a node connector.

To start the node connector wizard, go to Tools-> Create New Node Connector. A similar button and a right

click context menu are also available from the node connector list view.

Creating a new node connector

5.3.1 Connection information tab

This tab stores the name and connectivity information, so that the ITK can properly read the data from the

source.
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5.3.1.1 Database engine

As mentioned before, Oracle, PostgreSQL, MySQL, SQL Server or MS Access databases are natively
supported for direct connections between the ITK and the data source. Otherwise, you can use a proxy
database (as explained in the previous chapter). For example, if you want to bring in records from a MySQL
database, you can create linked tables in MS Access (or a linked server in SQL Server), which then (via

queries) connect to the ITK.

Connectivity tab showing the database engine drop down box

When using MS Access, the server is not required, as the path to the corresponding MS Access file will be
used. In the case of SQL Server, the server and database name must be specified in the appropriate fields.
With Oracle, a TNS name will typically need to be set up on the ITK machine.
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Setting up the connection tab for a node connector

5.3.1.2 Database credentials

Database credentials are only required for SQL Server, PostgreSQL, MySQL and Oracle-based node
connectors. In both cases a user with read-only access to the source will suffice. Both Trusted connections
and SQL Server authentication are supported for SQL Server-based node connectors.

5.3.1.3 Source Database

If the database engine is SQL Server, then the database field does provide a drop-down box of all the
databases available for that server. For MS Access-based connectors use the ellipsis ". button to browse for
the Access file (accdb and .mdb extensions are supported). For Oracle-based connectors you must type in
the TNS reference. For PostgreSQL-based connectors the Server field turns into a ‘DSN’ field. You must then
make sure there is a DSN to the PostgreSQL database (from the machine hosting the ITK) and then
reference that DSN in the DSN field.
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5.3.2 Mapping tab

The mappings tab for custom connectors is essentially the same as for device connectors. The main
difference is that device connectors need a device type mapping, whereas node connectors are explicitly
mapped to one type. We'll repeat the instructions specified in the previous chapters on how to fill out the
mapping tab

5.3.2.1 Source table

The source table represents the table or view where the records that need to be pulled from the data source
are stored.

Tip:

If you need to modify some of the data being imported into netTerrain or need to correlate more
information that is available in other tables, create a view that “massages” that data for you and point
the source table field to that view.

9.3.2.2 netTerrain Type

The type field for nodes is used to specify which node type from the netTerrain catalog is mapped to our
source table. What this means is that once the ITK starts importing records through this node connector,
every record will be an instance of the netTerrain type. Do not confuse this type field with the type field for
device connectors (see chapters 3 and 4).

5.3.2.3 Default diagram

When importing nodes from a third-party data source, netTerrain can assign a default diagram for the node.
This is especially important when the source table has no fields that can provide information about the
parent diagram containing each node. This default diagram in netTerrain will serve as the initial repository
for newly imported nodes. You can assign different diagrams for different node connectors instead of
searching for nodes from multiple node connectors in one generic diagram. To specify a default diagram, at
least one diagram needs to exist in netTerrain beforehand.
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5.3.2.4 Parent locator field

An alternative to using a default diagram is to automatically place nodes under a specific parent object. This
is possible if the source table contains a field that stores parent ancestry data. This can be specified in the
parent locator field.

Naturally, for the automatic placement to work, the parent diagrams must exist in netTerrain prior to
importing nodes. It is possible to create a separate connector that pulls the parent objects in advance,
which will then guarantee that the nodes will be placed under the corresponding parent objects.

5.3.2.5 Name field

The name field should contain the name or unique identifier for each node and it will be mapped to the
name field in netTerrain. Technically, it is not necessary for this field to pull values that are unique, but it is
highly recommended. If the name field is mapped to a field in the source table that does contain repeated
values, then any nodes with the same name field value will throw an error during the update process. Also, if
nodes names are not unique in netTerrain, then if you decide to import links using the ITK, any links that
have repeated endpoints will not be imported.

5.3.2.6 X and Y coordinate fields

Coordinates can be used to automatically place nodes on a given diagram. These fields can be used to
import positioning information from the source data. Positioning information can refer to latitude and
longitude information or any custom coordinate system, such as a grid. This requires the netTerrain parent
object to have a background with embedded coordinates. To configure coordinates in the ITK you must
follow these steps:

- The parent object type must include a background image with embedded coordinates (see netTerrain User
Guide).

- The source table must contain two coordinate fields (such as x and y or latitude and longitude).

 The coordinates for each record in the source data must fall within the boundaries defined for the
background coordinate in netTerrain.

If no coordinate information is available, use the value from the drop-down box.

Integration Toolkit Guide netTerrain 10.1 108/224



5.3.2.7 WHERE clause

The last field of the second tab contains a WHERE clause. This can be used as a mechanism to filter certain
records from the source table. The syntax of the WHERE clause must correspond to the flavor of SQL that
the source database uses and must start with the ‘'WHERE' keyword (see the screenshot for an example).

Attention!

If the syntax in a WHERE field is incorrect, the discovery process will fail. When writing the clause,

you must start the filter with the ‘'WHERE' keyword itself (for example ‘WHERE location=1"). Also,
mind that SQL syntax as it may differ from different database engines. SQL Server uses T-SQL, Oracle
uses PL/SQL and PostgreSQL, MySQL and MS Access also have slightly different flavors of SQL so
there may be minor differences in the syntax. If you want to avoid all this hassle don't use the WHERE
clause and instead connect to a custom view where the information is already pre-filtered.

Configuring the mapping tab

5.3.3 Reconciliation

The last tab deals with the mechanism for node reconciliation into netTerrain.
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5.3.3.1 Updating existing nodes in netTerrain

If you want to update any field changes for nodes that exist in the data source and have already been
imported into netTerrain during a previous cycle, then the ‘Update existing nodes’ combo box needs to be
set to Yes'.

5.3.3.2 Inserting new nodes into netTerrain

New nodes that do not exist in netTerrain and were discovered by the node connector will be inserted into
netTerrain, if the following criteria apply:

- A default diagram or a parent locator field has been assigned for the node connector.

+ The ‘Insert new nodes’ combo box is set to ‘Yes'.

5.3.3.3 Deleting nodes without matches

Nodes that exist in netTerrain and were tagged as imported by the node connector during a previous cycle
and no longer exist may be:

- Deleted from netTerrain by setting the ‘Delete nodes without matches’ combo box to ‘Yes'.

+ Kept in netTerrain by setting the combo box to ‘No'.
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Reconciliation tab

5.3.3.4 Pre and post import functions

These fields are used to place advanced functions that are processed before and after an import occurs. An
example of a pre-import function could be a call to execute a stored procedure in the source data, which
massages the records to be imported. An example of a post import function could be a layout algorithm
that is triggered after the import to automate node positioning.

Attention!

The Pre and Post import function fields are currently reserved for Graphical Networks consultants. If
you think you need a function to perform a specific action, please enter a ticket in the support portal.

5.4 Step 2: Mapping custom fields

Now that we have set the main parameters for the node connector, we can proceed to map fields from the
source with custom fields in netTerrain. This is done in step 2 of our wizard. This step works pretty much
the exact same way as we have seen before, but we'll review it again here.

5.4.1.1 Mapping fields when they already exist in netTerrain

When the destination fields in netTerrain already exist, you can simply map fields one by one or also use the
option to map all fields with matching names.

To map a field from the source to an existing field in netTerrain, simply choose it from the source table and
then select the corresponding destination field in netTerrain that you want the source field mapped to.
Finally click on ‘Map Selected Fields' and you are done.

Once added, the new mapping will show up in the ‘Fields currently mapped’ list view.

To remove a mapping, simply select it and hit 'Remove’.
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Adding a new mapped field

When many of the fields in the source match the names of the fields in netTerrain, you can map them all in
one simple process by clicking on the ‘Map Matched Fields’ button.

5.4.1.2 Mapping fields when they don't exist in netTerrain

As mentioned before, in case one or more of the source fields do not yet exist for the type in netTerrain, you
can map and create them in the catalog, at once, straight from the ITK.

To map and create just one field from the source, select it first from the drop-down list, and then click on
‘Create + Map’ button. If you want to Create and map all the fields in the source, click on the ‘Create + Map
All" button.
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Any mappings can be removed from this dialog by selecting the mapping from the list view and clicking on
the remove button.

Attention!

When using x and y (or lat / long) coordinates you must also map the corresponding netTerrain fields
in this step as well.

5.5 Next steps

Once the Finish’ button is clicked, the node connector should be registered in the ITK database and force an
application restart. The application restart is necessary so that the new connector can be registered in the
ITK Ul menus and list views.

After the restart, the new node connector will be available in the node connector list and any applicable
menu options.

Even if a node connector is successfully registered, the actual import process may fail. Some factors that
could affect the proper functioning of a node connector include:

- Certain key fields may have been deleted from type definition in netTerrain.
» NULL values in names or parent mapping fields.

+ Syntax errors in a WHERE clause.

It is highly recommended to test the node connector by first running a discovery and then a preview of the
reconciliation process.

Just as with device connectors, you can edit a node connector afterwards. Consider that editing a node
connector may trigger a drop and create process of the node table, which will require a full discovery of the
source data.
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If later on you need to make changes to the mapped fields, these are also managed the same way as with
device connectors.

5.6 Discovering and reconciling nodes

The discovery process for node connectors involves reading the source data and dumping it into a raw table
in the ITK. This is the first (of two) steps to synchronize the source data with netTerrain (both processes can
be automated when scheduling connectors).

These two processes are executed in the same order and fashion as with devices connectors (see previous
chapter).

To run a discovery for the first time simply go to the ‘Discovery’ menu and click on the appropriate node
connector to discover data from.
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Initiating node connector discovery

Tip:

You can also start a discovery by double clicking on the connector entry and then clicking on the
‘Refresh List (Discover)’ button, as displayed below.

Running a discovery from the connector view

By clicking on this submenu, netTerrain will start the process of importing the raw data from the third-party
data source and will display the results under the corresponding view menu. Note that the nodes are not yet
imported into netTerrain. The latter involves the execution of the reconciliation process. The output window
will also show the start and end times of the discovery process.

5.6.1 Viewing the results

Once nodes have been imported as raw data into netTerrain, you can view these nodes and associated
columns by clicking on the 'View’ menu and the corresponding node connector, or by double clicking on the
connector in the connector list.
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List of discovered nodes for a node connector

Each node will be represented by a row and will contain values for several columns that will depend on
which fields were mapped during the node connector creation process.

Just like with devices, the list view uses specific color codes to identify the reconciliation status of the node
in netTerrain.
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Nodes can also be viewed from the tree view. In addition, if a user wants to view a node in more detail, by
double-clicking on the row entry the ITK will display a dialog box with each attribute for the node.

Node details

5.7 Node reconciliation

So far, the discovery has simply pulled the data from the source into a raw table in the ITK, but it is not yet in
netTerrain. To import nodes into netTerrain, we need to reconcile the discovered items with the netTerrain
database. This reconciliation process includes the insert, update and/or delete of nodes from the data
source into netTerrain, according to the rules specified in the node connector mapping settings.
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5.8 Deleting and suspending node connectors

Node Connectors are deleted from the ITK by following these steps:

- Open the appropriate connector list (Ctrl-0).
« Click on the connector to be deleted.

- Click on the delete button (or right-click->delete connector).

Attention!

Note that this action cannot be undone. It will remove all traces of the connector from the ITK, but it

will not remove objects in netTerrain.

Connectors can also be suspended, instead of deleted. That way, when an automatic scheduler is set up,

any suspended connectors will not start the discovery and reconciliation process. To suspend a connector,

right click on it from the list and click on the ‘Suspend’ option.

Suspending a connector
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6 Link Connectors

Link connectors are hooks into external databases or files to import records and map them with netTerrain
link objects. Link connectors are a very useful resource to automate the process of creating documentation
in netTerrain by taking advantage of existing data from your environment.

You can create any number of link connectors and each one will be tied to a predefined link type in the
netTerrain catalog. To create a link connector, you can utilize a wizard to connect to the data source and
map table columns to custom fields in netTerrain.

All link connectors in the ITK are user created and they can be found in the link connector list. From the
connector list you can manage settings and schedule automated discovery processes.

6.1 Viewing link connectors

To see which link connectors are currently included in the ITK, simply go to View-> Link connector list (Ctrl-
K) and a list view of all the link connectors will be displayed.

Link connector list view

6.2 Step 1: creating the link connector

Just like with device and node connectors, to create a new link connector, netTerrain must know certain
aspects of the data source, such as connection properties, the table or query to import the data from and
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the fields that will be mapped to custom fields in netTerrain. You also need to determine whether the data
source is natively supported or not, in which case you may want to set up a proxy database (see previous
chapters on setting up a proxy database).

Also, like the node connector creation process, a 2-step wizard will guide you through the process of
creating a link connector.

To start the link connector wizard, go to Tools-> Create New Link Connector. A similar button and a right
click context menu are also available from the link connector list view.

Creating a new link connector

6.2.1 Connection information tab

This tab stores the name and connectivity information, so that the ITK can properly read the data from the

source.

6.2.1.1 Database engine

As mentioned before, Oracle, PostgreSQL, MySQL, SQL Server or MS Access databases are natively
supported for direct connections between the ITK and the data source. Otherwise, you can use a proxy
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database (as explained in the previous chapter). For example, if you want to bring in records from a MySQL
database, you can create linked tables in MS Access (or a linked server in SQL Server), which then (via
queries) connect to the ITK.

Connectivity tab showing the database engine drop down box

When using MS Access, the server is not required, as the path to the corresponding MS Access file will be
used. In the case of SQL Server, the server and database name must be specified in the appropriate fields.
With Oracle, a TNS name will typically need to be set up on the ITK machine.

Integration Toolkit Guide netTerrain 10.1 121/224



Setting up the connection tab for a link connector

6.2.1.2 Database credentials

Database credentials are only required for SQL Server, PostgreSQL, MySQL and Oracle-based link
connectors. In both cases a user with read-only access to the source will suffice. Both Trusted connections
and SQL Server authentication are supported for SQL Server-based link connectors.

6.2.1.3 Source Database

If the database engine is SQL Server, then the database field does provide a drop-down box of all the
databases available for that server. For MS Access-based connectors use the ellipsis ". button to browse for
the Access file (accdb and .mdb extensions are supported). For Oracle-based connectors you must type in
the TNS reference. For PostgreSQL-based connectors the Server field turns into a ‘DSN’ field. You must then
make sure there is a DSN to the PostgreSQL database (from the machine hosting the ITK) and then
reference that DSN in the DSN field.
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6.2.2 Mapping tab

The mappings tab for custom connectors is essentially the same as for node connectors. The two main
differences between a node and a link connector are the following:

1) Link connectors do not require a default or parent network for proper placing of records in netTerrain.
Instead, they require two fields that identify the endpoints of each link.

2) Link connectors are automatically rendered based on the location of the endpoints, which means that no
x/y or other auto positioning methods apply to links.

6.2.2.1 Source table

The source table represents the table or view where the records that need to be pulled from the data source
are stored.

Tip:

If you need to modify some of the data being imported into netTerrain or need to correlate more
information that is available in other tables, create a view that “massages” that data for you and point
the source table field to that view.

6.2.2.2 netTerrain Type

The type field for links is used to specify which link type from the netTerrain catalog is mapped to our source
table. What this means is that once the ITK starts importing records through this link connector, every
record will be an instance of the netTerrain type. Do not confuse this type field with the type field for device
connectors (see chapters 3 and 4).

6.2.2.3 Name field

The name field should contain the name or unique identifier for each link and it will be mapped to the name
fleld in netTerrain. Technically, it is not necessary for this field to pull values that are unique, but it is highly
recommended. If the name field is mapped to a field in the source table that does contain repeated values,
then any links with the same name field value will throw an error during the update process.

Integration Toolkit Guide netTerrain 10.1 123/224



6.2.2.4 Endpoint locator fields

As mentioned above, link connectors require two endpoint identifiers. These endpoints can consist of nodes,
devices, ports or any other category in netTerrain. Moreover, the endpoints can be a concatenation of
several nodes. Your source database will need to contain a field that identifies the starting point for the link
and another one for the ending point.

6.2.2.5 Endpoint separator (and how to create connections between ports)

Link connectors can use concatenated values to create links in netTerrain. This is very useful when the final
endpoint nodes do not have unique names (such as ports, that are typically just numbered). For instance,
your endpoint fields may consist of a concatenation of ‘device::card::port’, which uniquely identifies the
endpoints. It is important to note that you still must have the endpoint values in one field. You cannot
concatenate values from multiple fields. If your source data does not contain a single field with the
concatenated values, then you can construct that field yourself as a concatenation of the original fields in
some intermediate query or table.

To successfully use concatenated values, you must specify the character that is used as a separator. The
ITK, upon reconciling the data, will then parse the endpoints, look for the separator and work its way down in
the hierarchy. For instance, lets say a certain link has the a value of Cisco6009-primary::4::3 for endpoint 1,
and we specify the string :: as the endpoint separator, then netTerrain will parse this value as follows:

+ The ITK will first look for a node in netTerrain called ‘Cisco6009-primary’. This node needs to have a unique
name

- If the ITK determines that the node is a device, and there is more than one part remaining, it will then look
for a card (in this case called '4)

- When the ITK gets to the last part, it determines it must be a port (in this case ‘3’) and creates the link
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6.2.2.6 WHERE clause

The last field of the second tab contains a WHERE clause. This can be used as a mechanism to filter certain
records from the source table. The syntax of the WHERE clause must correspond to the flavor of SQL that
the source database uses and must start with the ‘'WHERE' keyword (see the screenshot for an example).

Attention!

If the syntax in a WHERE field is incorrect, the discovery process will fail. When writing the clause,
you must start the filter with the ‘'WHERE' keyword itself (for example ‘WHERE location=1"). Also,
mind that SQL syntax as it may differ from different database engines. SQL Server uses T-SQL, Oracle
uses PL/SQL and PostgreSQL, MySQL and MS Access also have slightly different flavors of SQL so
there may be minor differences in the syntax. If you want to avoid all this hassle don't use the WHERE
clause and instead connect to a custom view where the information is already pre-filtered.

Configuring the mapping tab for a link connector

6.2.3 Reconciliation

The last tab deals with the mechanism for link reconciliation into netTerrain.
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6.2.3.1 Updating existing links in netTerrain

If you want to update any field changes for links that exist in the data source and have already been
imported into netTerrain during a previous cycle, then the ‘Update existing links’ combo box needs to be set
to Yes'.

6.2.3.2 Inserting new links into netTerrain

New links that do not exist in netTerrain and were discovered by the link connector will be inserted into
netTerrain, if the following criteria apply:

» The endpoint fields have been assigned for the link connector.

* The ‘Insert new links’ combo box is set to Yes'.

6.2.3.3 Deleting links without matches

Links that exist in netTerrain and were tagged as imported by the link connector during a previous cycle and
no longer exist may be:

- Deleted from netTerrain by setting the ‘Delete links without matches’ combo box to “Yes'.

+ Kept in netTerrain by setting the combo box to ‘No'.
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Reconciliation tab

6.2.3.4 Pre and post import functions

These fields are used to place advanced functions that are processed before and after an import occurs. An
example of a pre-import function could be a call to execute a stored procedure in the source data, which
massages the records to be imported.

Attention!

The Pre and Post import function fields are currently reserved for Graphical Networks consultants. If
you think you need a function to perform a specific action, please enter a ticket in the support portal.

6.3 Step 2: Mapping custom fields

Now that we have set the main parameters for the link connector, we can proceed to map fields from the
source with custom fields in netTerrain. This is done in step 2 of our wizard and is very similar to how you
map custom fields for connectors or devices (as seen before).

6.3.1.1 Mapping fields when they already exist in netTerrain

When the destination fields in netTerrain already exist, you can simply map fields one by one or also use the
option to map all fields with matching names.

To map a field from the source to an existing field in netTerrain, simply choose it from the source table and
then select the corresponding destination field in netTerrain that you want the source field mapped to.
Finally click on ‘Map Selected Fields’ and you are done.

Notice that the fields do not have to have the same names.
Once added, the new mapping will show up in the ‘Fields currently mapped’ list view.
To remove a mapping, simply select it and hit ‘Remove’.

When many of the fields in the source match the names of the fields in netTerrain, you can map them all in
one simple process by clicking on the ‘Map Matched Fields’ button.
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6.3.1.2 Mapping fields when they don't exist in netTerrain

As mentioned before, in case one or more of the source fields do not yet exist for the type in netTerrain, you
can map and create them in the catalog, at once, straight from the ITK.

To map and create just one field from the source, select it first from the drop-down list, and then click on
‘Create + Map’ button. If you want to Create and map all the fields in the source, click on the ‘Create + Map
All" button.

6.4 Next steps

Once the ‘Finish’ button is clicked, the link connector should be registered in the ITK database and force an
application restart. The application restart is necessary so that the new connector can be registered in the
ITK Ul menus and list views.

After the restart, the new link connector will be available in the link connector list and any applicable menu
options.

Even if a link connector is successfully registered, the actual import process may fail. Some factors that
could affect the proper functioning of a link connector include:

- Certain key fields may have been deleted from type definition in netTerrain.
+ NULL values in names or endpoint mapping fields.

» Syntax errors in a WHERE clause.

It is highly recommended to test the link connector by first running a discovery and then a preview of the
reconciliation process.

Just as with node connectors, you can edit a link connector afterwards. Consider that editing a link
connector may trigger a drop and create process of the link table, which will require a full discovery of the
source data.
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If later you need to make changes to the mapped fields, these are also managed the same way as with node
connectors.

6.5 Discovering and reconciling links

The discovery process for link connectors involves reading the source data and dumping it into a raw table
in the ITK. This is the first (of two) steps to synchronize the source data with netTerrain (both processes can
be automated when scheduling connectors).

These two processes are executed in the same order and fashion as with devices connectors (see chapter
4).

The ITK automatically takes care of properly connecting a link with its endpoints. The following important

rules for links apply:

« Links must have two endpoints, and these endpoints need to exist prior to the reconciliation process for a
link record to be created.

+ Any link that has one or more endpoints that appear to be repeated in netTerrain (i.e. the endpoint name is
not unique) will not be imported and an error will be logged.

- If both endpoints of a given link exist on different diagrams, netTerrain automatically creates an inter
diagram link and takes care of the creation of reference nodes.

Example of nodes and links discovered from the ITK
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6.6 Deleting and suspending link connectors

Link Connectors are deleted from the ITK by following these steps:

- Open the appropriate connector list (Ctrl-L).
« Click on the connector to be deleted.

- Click on the delete button (or right-click->delete connector).

Attention!

Note that this action cannot be undone. It will remove all traces of the connector from the ITK, but it

will not remove objects in netTerrain.

Connectors can also be suspended, instead of deleted. That way, when an automatic scheduler is set up,

any suspended connectors will not start the discovery and reconciliation process. To suspend a connector,

right click on it from the list and click on the ‘Suspend’ option.

Suspending a link connector
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7 Monitoring

In the previous chapters we saw powerful features for importing data from external data sources using
device, node and link connectors. In addition to the discovery of data from external databases, the ITK also
has several native monitoring tools:

+ An SNMP auto-discovery engine
- A WMI discovery engine
- An AWS discovery utility

+ An environmental monitoring module supporting IPMI, SNMP, SSH, WS-MAN, HTTPS and Inband Protocol
(separate license required, please consult the Environmental Monitoring module guide for details)

+ A simple website monitoring tool

« A SQL Server monitor

7.1 General parameters

The monitoring engine for the ITK includes a series of configuration settings that help you tune the process
to your liking. The configuration options include some general parameters that, such as threads, fields and
more which you can access by clicking on Settings->Monitoring->Configuration (or ctrl-g).
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Configuration options for monitoring

The general parameters for SNMP discovery include the timeout and multithreading settings, MIB properties
(which let you add properties to devices in netTerrain besides just SNMP), and settings for the port object.

7.1.1 Timeout and threads

The timeout setting controls the time for a background worker process to wait for a device to respond to an
SNMP get command. The multithreading combo box option provides a few values for the number of
threads that the engine uses for all discovery purposes. The default number of threads is 2. For any value
greater than 1, the engine issues multiple parallel threads to discover the network faster. We do not
recommend using more than 5 threads, other than for testing purposes.

In general, we recommend using the default values for these general parameters, as they should suit most
needs.
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7.1.2 Device properties

The discovered properties won't be very useful if the corresponding fields are not created in the netTerrain
catalog for each corresponding type. For example, the ITK may be able to discover ifSpeed for ports, but if
the port object in the netTerrain catalog doesn't include that field, then it won't be reflected in the project
either. The same applies for devices: if, say, the sysDescription field does not exist in the netTerrain catalog,
then the discovered sysDescription values for any devices that the ITK scans will not be reflected in the
netTerrain diagrams.

For convenience, the ITK includes buttons that create these fields automatically, without having to go to the
netTerrain catalog. This is particularly useful for devices, since a given system MIB value (the MIBs mapped
to devices) would have to be created for any possible type that we expect to be discovered via SNMP. This
could be a tedious task involving dozens or hundreds (maybe thousands) of types.

The process for creating new values for all device types in the catalog was explained in chapter 3 (Mapped
flelds missing in netTerrain), but we'll repeat it here for convenience.

To set up a specific netTerrain property for devices, click on the ‘Add...” button in the Global Device Properties
group. This will prompt you to enter the name of the property you want created in the catalog for devices.

The ITK is smart enough to only add the field to the types that are missing it. And yes, be patient indeed, this
process can take a couple of minutes.
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Adding a field to all device types in netTerrain
You can also remove a field for all device types using the ‘Remove... button.

You can also add all System MIB properties at once, by clicking on the ‘Map to all Devices’ button and have
patience, as this process can take several minutes to execute.

For ports, there is a button that simply adds to the port object type every interface group MIB property
described at the beginning of this chapter.

Attention!

Be careful with these functions as they affect all types and instances in netTerrain! Also remember
that the properties will be created for every single device type in netTerrain!

7.2 SNMP auto-discovery

The Native SNMP auto-discovery module can discover devices from the network, by polling the device
management IP addresses. It will then discover properties from those devices using a predefined list of so-
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called ‘MIB" (Management Information Base) variables. This component currently supports versions
SNMPv1, SNMPv2c and SNMPV3.

Via SNMP, the ITK can discover the following device related information:

- Standard System MIB properties

+ Any custom (public or private) MIB, which can be mapped to any custom field in netTerrain
- Interface information, including status, reading from the MIB interface table

- Layer 3 links (via IP address and routing tables)

- Layer 2 links (via interface and bridge tables)

- Up/down status for devices (this also uses Ping as a primary method, along with SNMP System get as a
backup method)

Once devices are discovered, this module behaves much like a device connector in the sense that it maps
the discovered elements with devices in netTerrain. Moreover, the ITK also uses a pre-defined device
connector specifically for native SNMP. This predefined connector is part of the device connector list and is
called ‘Native SNMP’ (with the id 1007). This connector can also be scheduled for automatic discovery and
reconciliation, just like any other connector.

Native SNMP discovery list view

The Native SNMP discovery configuration for SNMP parameters as well as for the connector itself can be
accessed from the Settings->Monitoring-> SNMP menu. We'll review each submenu in a bit.
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Native SNMP configuration menus and settings

7.2.1 Built-in MIBs

The foundation of an SNMP-based management system is a database containing information about the
objects in the network to be queried. This database is referred to as the Management Information Base
(MIB) and each resource to be managed in that database is an object. The MIB then is a structured
collection of objects in the form of a tree. Associated with each object in the tree is an object identifier (OID)
which follows a notation (Abstract Syntax Notation T or ASN.T) consisting of a set of integers separated by
dots. The figure below illustrates part of the MIB-2 structure.
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MIB-2 structure

The Native SNMP discovery uses the following OID prefixes (leafs depicted in red above):

« System group (OID 1.3.6.1.2.1.1): they obtain basic device information.

- Interface group (OID 1.3.6.1.2.1.2): they obtain basic interface (port) information. This data can be
automatically mapped to the ports defined for a given type in the netTerrain catalog.

- IP address group (OID 1.3.6.1.2.1.4): they comprise the IP address and routing table MIBs to obtain layer 3
link information between devices.
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7.2.1.1 System MIBs

The system MIBs that are currently supported include the list below (we also include the ASN.T definition for
each):

- sysName: “An administratively-assigned name for this managed node. By convention, this is the node's
fully-qualified domain name”.

* ipAddress

- sysObjectld: “The vendor's authoritative identification of the network management subsystem contained
in the entity. This value is allocated within the SMI enterprises subtree (1.3.6.1.4.1) and provides an easy
and unambiguous means for determining “what kind of box' is being managed”.

- sysUpTime: “The time (in hundredths of a second) since the network management portion of the system
was last re-initialized”.

- sysContact: “The textual identification of the contact person for this managed node, together with
information on how to contact this person”.

- sysDescr: “A textual description of the entity. This value should include the full name and version
identification of the system's hardware type, software operating-system, and networking software. It is
mandatory that this only contain printable ASCII characters”.

- sysLocation: “The physical location of this node”.

- sysServices: “The value which indicates the set of services that this entity primarily offers. The value is a
sum. This sum initially takes the value zero, Then, for each layer, L, in the range 1 through 7, that this node
performs transactions for, 2 raised to (L - 1) is added to the sum. For example, a node which performs
primarily routing functions would have a value of 4 (24(3-1)). In contrast, a node which is a host offering
application services would have a value of 72 (2%(4-1) + 2*(7-1))".

- ifNumber: “The number of network interfaces (regardless of their current state) present on this system’”.

In addition, devices will have a lastDiscovered timestamp appended to them, which is determined by the ITK
itself.
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7.2.1.2 Interface MIBs

When port monitoring is enabled, the ITK can discover interface properties for devices using the interfaces
group MIB (not yet supported with SNMPv3). The properties that can be monitored include:

- ifDescr: “Textual string containing information about the interface. This string should include the name of
the manufacturer, the product name and the version of the hardware interface”.

- ifType: “The type of interface, distinguished according to the physical/link protocol(s) immediately "below'
the network layer in the protocol stack”.

- ifSpeed: “"An estimate of the interface's current bandwidth in bits per second. For interfaces which do not
vary in bandwidth or for those where no accurate estimation can be made, this object should contain the
nominal bandwidth”.

- ifPhysAddress: “The interface's address at the protocol layer immediately "below' the network layer in the
protocol stack. For interfaces which do not have such an address (e.g., a serial line), this object should
contain an octet string of zero length.

- ifAdminStatus: “The desired state of the interface”.
- ifOperStatus: “The current operational state of the interface”.

- ifLastChange: “The value of sysUpTime at the time the interface entered its current operational state. If the
current state was entered prior to the last re-initialization of the local network management subsystem,
then this object contains a zero value”.

Of special interest are the ifAdminStatus and ifOperStatus, which can be used to represent status values in
netTerrain and be used as a visual override to change the port colors. Possible values for these parameters

are:

“up (1)
- down (2)
- testing (3)

7.2.1.3 IP address table and routing table MIBs

When link monitoring is enabled, the ITK can discover layer-3 topology for routers or devices that store
routing table information in the IP group MIBs (not yet supported with SNMPV3).
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Discovered links will include the following properties:

- ipRouteDest: “The destination IP address of this route. An entry with a value of 0.0.0.0 is considered a
default route. Multiple routes to a single destination can appear in the table, but access to such multiple
entries is dependent on the table-access mechanisms defined by the network management protocol in

Ul

use.

- ipRouteAge: “The number of seconds since this route was last updated or otherwise determined to be
correct”.

- ipRouteMask: “Indicate the mask to be logical-ANDed with the destination address before being compared
to the value in the ipRouteDest field”.

- ipRoutelflndex: “Index value which uniquely identifies the local interface through which the next hop of this
route should be reached. The interface identified by a particular value of this index is the same interface as
identified by the same value of ifIndex”.

+ ipRouteMetric1: “Primary routing metric for this route. The semantics of this metric are determined by the
routing-protocol specified in the route's ipRouteProto value. If this metric is not used, its value should be
setto-1".

- ipRouteNextHop: “IP address of the next hop of this route”.
- ipRouteType: “Type of route”.
* ipRouteProto: “Routing mechanism via which this route was learned”.

The ipRouteType is an integer value with the following translation table:

« 1: other
+ 2:invalid
« 3: direct

* 4. indirect

The ITK will store the actual integer value for each route and append the string value when it reconciles the
routes as links in netTerrain.
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The ipRouteProto is an integer value with the following translation table:

.
—_

- other
“local
snetmgmt
icmp
€gp

ggp

- 7 hello

< 8:rip

+O:is-is
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+10: es-is

+11: ciscolgrp
- 12: bbnSpflgp
+ 13: ospf

+ 14: bgp

The ITK will store the actual integer value for each route ipRouteProto and append the string value when it
reconciles the routes as links in netTerrain.

7.2.2 Configuring SNMP parameters

The first step in configuring the Native SNMP discovery engine is to set up some basic parameters. To
access the SNMP configuration, go to Settings->Monitoring-> SNMP-> Configuration (or ctrl-G -> SNMP tab).
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SNMP configuration

The SNMP discovery features control the granularity of the information you will be retrieving from the
network.

When the ‘Discover Ports’ option is checked, the ITK will scan all interfaces associated with a discovered
device. In the next section we will review how we can control which properties can be scanned for a specific
IP address or range.

When the Discover Links for Layer 3 option is checked, the ITK will scan IP address tables and routing tables
for the managed device to determine what routes were configured for that device. netTerrain will then
display these routes as links between that device and the endpoints.

In addition, when this option is checked, the ‘Create generic nodes for external IPs" will be enabled. If this is
also checked, netTerrain will automatically create generic nodes for any IP addresses that exist in the
routing tables, which are not part of the registered IP address (i.e. not directly discoverable via SNMP).

When the Discover Links for Layer 2 option is checked, the ITK will scan the MAC address tables and
bridging tables for the managed device to determine what layer 2 links were configured for that device.
netTerrain will then display these links as lines between that device and the endpoints.
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In addition, when this option is checked, the ‘Create generic nodes for external MACs' will be enabled. If this
is also checked, netTerrain will automatically create generic nodes for any MAC addresses that exist in the
bridging tables, which are not part of the registered MAC address tables of any discovered device (i.e. not
directly discoverable via SNMP).

Finally, the status group lets you set up the real time status monitoring option for devices. When the ‘Up/
down status’ option is checked, the ITK will update the status of an existing device using two methods:

+ Ping
+ SNMP device name get

We will review the live status options later in this chapter.

7.2.3 SNMP device connector settings

In many ways, the Native SNMP discovery behaves like any other device connector, with the difference being
that the source is the SNMP discovery process itself and the connector has been built in advance.

Most of the parameters in the Native SNMP connector settings are not editable, but still, you can edit some
of the connector settings to better suit your discovery needs. To open the SNMP connector settings, go to
Settings->Monitoring->SNMP->Device Discovery Settings...

SNMP Connector settings
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The editable parameters include:

- Default diagram to place newly discovered objects.
- Parent locator field (only sysLocation and sysContact can be used here).

+ All reconciliation tab parameters.

7.2.4 Configuring SNMP: IP address manager

To discover network devices using the Native SNMP we need to specify which individual IP addresses
should be scanned and the parameters and discovery settings associated with each. This is done through
the IP address manager tool.

Start by clicking on Settings->Monitoring-> SNMP->IP Address Ranges (or Ctrl-I) to open the IP address
manager dialog.

Setting up IP address ranges

The IP address ranges window will provide the user with an entry form for adding any number of Class-C IP
address ranges or individual IP addresses (essentially with a range of 1 address).
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IP address manager dialog

IP addresses can be entered manually from the top right section of the dialog or they can be uploaded from

a text file using the ‘Upload’ button.

7.2.4.1 Manual IP address entry

When you enter an IP address range manually, the manager will enable or disable each octet based on the
entered values. The manager also checks address consistency, thus avoiding malformed addresses. Once
each octet in the From and To row has been entered you can click on the Submit button to save the address.
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The settings and port monitoring that apply to the address are controlled in the middle sections of the
dialog. These settings include:

» Community string: the default value is public and with the ‘T" / "' button you can view the string in clear
text or with password characters.

- Port: the UDP port number the SNMP agent listens to (the default is 161).

+ SNMP version, which can be v1, v2c or v3.

- Enabled status: determines whether that address or range is enabled for discovery.

- Port monitoring enabled status: determines whether port monitoring is enabled for that address or range.

» Port monitoring MIBs: determines which MIBs should be discovered for that IP address or range.

Attention!

All IP addresses in the same range will share the same community string and port. If for a given
range two or more IP addresses must use different settings, you must create two or more ranges.

7.2.4.2 Setting devices with SNMPv3

For devices that need to be discovered with SNMPv3, follow these simple steps:
1) First select that version from the drop-down box
2) Notice a key button appearing next to the version box

3) After clicking on that key button, fill out the SNMPv3 security credentials for that IP address range
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SNMPv3 security credentials form

SNMP version 3 provides additional security features compared to SNMPv1 and v2s, which only provide a
community string parameter:

+ A user identifier
- Authentication of the user who sent the PDU. The authentication protocols include SHA and MD5.

- Encryption of protocol data units (PDUs) to prevent unauthorized users from viewing the contents.
SNMPv3 supports AES and DES for encryption.

+ A context string parameter

As with SNMPv1 and v2c, each IP address or range can have its own SNMPv3 parameters.

Depending on the security settings for the range in question, you can set the flags that define which security
features are needed.
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7.2.4.3 Uploading IP addresses from a text file

The IP address manager tool has a utility to upload IP addresses straight from a text file. First, check the
text file to make sure that there is one IP address per line. If any IP address is malformed or falls outside the
range of a valid IP address, it will not be loaded. Do not append or prepend any characters to the IP
addresses, otherwise they will be discarded.

Sample IP address txt file

After you upload the IP addresses, the preview window will show which IP addresses were parsed correctly,
as shown below:
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Parsed IP addresses from txt upload (bottom right)

Once you hit ‘Submit list’, the addresses will be loaded in the system using the IP address configuration
settings in the middle section and displayed in the leftmost IP address list.

Attention!

All IP addresses in the parsed list (bottom right) will share the same community string and port
defined in the settings. If for a given list two or more IP addresses should use different settings, you
must add them in two or more upload steps, changing the settings in between.

Also, you cannot have two identical IP address ranges in the system, but it is possible to configure lists with
overlapping IP addresses, which will cause redundant network scans.
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7.2.4.4 Editing the settings of an IP address

To edit an IP address (or range) simply click on the entry on the IP address list and edit the settings in the
middle section (community, UDP port, port settings, etc.). Note that to submit changes, you must then press
on the Apply button. As part of the editing process, you can also change the address range itself.

Editing an IP address (from left to right): select it, change the settings, and apply

7.2.4.5 Adding and removing addresses

To add a new IP address range, simply click on the ‘New’ button and this will clear the last octet values and
port settings so that you can enter a new range. Of course, you can also add new IP addresses from a text
file with the ‘Upload’ functionality.

Integration Toolkit Guide netTerrain 10.1 150/224



Adding a new IP address entry

To remove IP addresses simply select a range and click on the ‘Remove’ button. You can also remove all the
IP addresses from the list, but be careful, as you cannot undo the removal process.
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Deleting IP address entries

7.2.4.6 Enabling and disabling addresses

The IP address manager can enable or disable individual IP addresses or ranges. This comes in handy when
you want to run a discovery against a smaller set of IP addresses without having to remove the remaining
addresses from the list.
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Enabling and disabling IP addresses from the discovery

7.2.4.7 Outputting a csv report of your IP addresses

The IP address manager has a very useful button to output a report of all the IP addresses. To launch the

report, simply click on the ‘To csv’ button.
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Output to csv

This report has a few interesting features:

- It shows every single IP address that was added to the list, not just the ranges themselves.

- It provides a column that shows the last time the ITK discovered a device with that IP address via Native
SNMP. This can be useful when trying to determine IP addresses that do not exist on the network or
cannot be reached via SNMP.

- It provides a summary of all IP addresses and unreachable IP addresses

Below is a sample csv report opened in Excel:
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Sample csv IP address report

7.2.4.8 Running a ping sweep for an IP address range

One convenient way of finding out which devices could possibly exist on the network is to configure one or
more IP address ranges and then run a ping sweep for each range.
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Running a ping sweep for an IP address range

A ping sweep basically executes a couple of pings against each IP address in that range and then stores the
response in memory.
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Ping sweep progress
Any address that can be pinged is labeled green; otherwise, it is labeled in red.

After the range has been scanned, a csv report with the responses is generated by the ITK.
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Ping sweep response

7.2.5 Mapping device types for native SNMP

As with other device connectors, the ITK uses a type field to match the source device type with the
netTerrain catalog type. The native SNMP discovery connector uses the sysOID MIB for that purpose.

The ITK already has a wide list of supported sysOIDs in its database, but most of them are not mapped to a
specific type in netTerrain. To filter the mappings for a specific OID, simply type it in the filter box and press
‘Enter’.
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Using the filter text box to find a specific set of OIDs
To clear the filter, click on the ‘Clear filter’ button next to the text box.

To add a new mapping into the system, click on Settings->Type Mappings->New (or Ctrl-N). A type mapping
needs to specify the Name of the type used in the source and the corresponding (exact) name used for the
same type in netTerrain.

Attention!

Before adding a new mapping, make sure the OID does not already exist, by running it through the
filter. If it exists and it is mapped to ‘NO NAME’, select the proper netTerrain model this OID should be
mapped to (double click on the entry in the list view). In the mapping dialog, make sure the Data
Source is ‘Native SNMP".
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Native SNMP device mapping

Tip:

Before parsing over thousands of OIDs to see which ones are mapped, we recommend running a
discovery first, and then configuring any unmapped types directly from the list of gray devices.

7.2.6 Starting the SNMP device discovery

To start the Native SNMP discovery, use the same procedure as with any other connector, by using the
Discovery menu or directly from the Native SNMP list, using the discovery button.
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Starting the native SNMP discovery

Once started, the ITK will scan all the IP address ranges that were set up earlier. Note that as opposed to
other discovery methods, this connector triggers a communication process with the actual devices and
generates SNMP traffic on the network.

The performance of the scanning process depends on which parameters were set up for each IP address.
Enabling the port discovery may increase the time spent on each device by an order of magnitude. Errors,
such as non-responding hosts or OID problems due to mismatched SNMP versions will be shown in the
output window. All SNMP activity is also logged.

Integration Toolkit Guide netTerrain 10.1 161/224



Running the Native SNMP discovery

Just like with other device connectors, the discovery has so far just pulled the data from the network into a
raw table in the ITK, but it is not yet in netTerrain. From here on, the Native SNMP behaves pretty much like
any other device connector. For convenience we will review the process in the upcoming sections.

To import devices into netTerrain, we need to reconcile the discovered items with the netTerrain database.
This reconciliation process includes the insert, update and/or delete of devices from the discovered devices
into netTerrain (depending on the rules specified in the Native SNMP connector mapping settings).

7.2.7 Viewing discovered device details

After the device discovery is completed, the Native SNMP list is populated with all the devices that were
found on the network. The same color coding used for device connectors is utilized for the Native SNMP
connector. Hence, each device can be in four possible states:

1) The same device also exists in netTerrain, and it was discovered and reconciled into netTerrain by the
Native SNMP connector. Such devices have a lime fill color, as shown below.

S2A7 1.36.1.4.1.9.1.516 Silver Spring 192.168.7.11 Primary

2) The same device also exists in netTerrain, but it was created manually, or it was discovered and
reconciled with netTerrain by a different connector. Such devices have a green fill color, as shown below.
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S3A1 1.36.1.4.1.9.1.516 Baltimore 192.168.7.12 Primary

3) The device in the connector table is currently not in netTerrain but the type has been mapped so that a
reconciliation process (barring any parent issues) would create it in netTerrain. Such devices have a plain
white fill color, as shown below.

S3A2 136.1419.1516 Eliicott City 192.168.7.13 Primary

4) The device in the connector table is currently not in netTerrain and the type has not been mapped, so a
reconciliation process would create a generic device type in netTerrain (or yield an import error if the ‘Use
generic devices for unmatched types’ application setting is unchecked). Such devices have a gray fill color,
as shown below. Note that after a reconciliation process, any grey devices that do indeed trigger the
creation of a generic device would now exist in netTerrain and displayed in lime.

S3A7 1.3.6.1.41.9.1.797 Ellicott City 192.168.7.188 Primary

Also, like the device connector cousins, the Native SNMP discovery provides a detailed view of each device
when you double click on a specific entry in the Native SNMP device list.

7.2.8 Previewing a reconcilation process

Just like with regular device connectors, before importing and reconciling the data into netTerrain you
should run a preview task. This will provide some insight into which devices will be inserted, updated or
deleted. It will also provide a snapshot of devices that cannot be reconciled because no types have been
mapped. The latter information can be used to add types to netTerrain or map existing netTerrain types with
the device sysOID.
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Previewing the reconciliation
The output window will display the expected operations and records affected by a reconciliation process.

The insert operations (the ‘Insert New Nodes’ option in the reconciliation section of the SNMP connector
must be enabled) include:

» Records without a matching type in netTerrain: these are all the devices for which no source type
information (make and model) has been matched with a type in netTerrain. In the event of a reconciliation,
these records would skip the insert process.

- Records that are expected to be successfully inserted.

+ Records with a missing parent in netTerrain: in case the SNMP connector uses a parent field to find the
container diagram in netTerrain, any devices for which such parent cannot be matched with a diagram of
the same name in netTerrain will also skip the insert process.

+ Records with multiple parents in netTerrain: in case the SNMP connector uses a parent field to find the
container diagram in netTerrain, any devices for which a parent value is matched with more than one
diagram of the same name in netTerrain will skip the insert process. In other words, use unique names
otherwise netTerrain doesn't know which parent to choose from.
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The update operations (the ‘Update Existing Nodes’ option in the reconciliation section of the SNMP
connector must be enabled) include:

+ Records to be updated: any records for which one or more field values have changed will be updated in
netTerrain once reconciled. Notice that the output will display one entry for each field that has a change.
For example, if a certain device has three changes in three fields, then the output will display three entries.

The delete operations (the ‘Delete Existing Nodes’ option in the reconciliation section of the SNMP
connector must be enabled) include:

- Records to be deleted: any records that were inserted by that same connector in netTerrain in some

previous operation, which are no longer in the source database will be deleted in the event of a
reconciliation.

7.2.9 Reconciling SNMP devices with netTerrain

Once you are ready to reconcile the data into netTerrain you can start the process by simply opening the list
view for the Native SNMP connector and clicking on the ‘reconcile’ button.

A button for triggering a discovery immediately followed by a reconciliation is also available (next to the
reconcile button).
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Reconciling data with netTerrain

Once the reconciliation starts, the ITK will display the same output displayed for the preview, with the actual
devices being inserted, updated and /or deleted.

If port monitoring is enabled, then the ITK will also try to reconcile the ports discovered via SNMP with the
port definitions that exist for the parent device type in the netTerrain catalog. For this to work correctly, port
mappings need to exist for each device type. We will review this later in this chapter.

Attention!

Before adding a new mapping, make sure the OID does not exist, by running it through the filter. If it
exists and it is mapped to ‘NO NAME', select the proper netTerrain model this OID should be mapped
to (double click on the entry in the list view). From the mapping dialog make sure the Data Source is
set to ‘Native SNMP".
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7.2.10 Viewing ports

If the port discovery is enabled, a ‘Show ports’ context menu is available for any devices with discovered
interfaces.

Show ports option

Any devices that have no discovered interfaces will have the Show ports option disabled. When you click on
the Show ports menu a new list view will display all the ports associated with that device.

Port list
Ports displayed in green have an ifOperStatus value ‘up’, whereas the pink ones have a status value ‘down’.

Notice that the port list is really a filtered list, with the filter value being the parent device. You can clear the
filter, which would then reload the view with all the interfaces for all devices discovered in the system. We
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recommend working with the filters, because you may have thousands of ports in the system, which would
clutter the view. Now if you happen to be looking at an unfiltered view, you can see only ports belonging to a
specific parent by right clicking on any port belonging to that parent device and selecting the ‘Filter by
parent’ option.

Filtering ports by parent

If you double click on a port, a detailed pop-up window with all port attributes will be displayed.

Attention!

The discovery process for ports may bring in a lot of undesired objects, such as NULL interfaces or
VLANSs. These objects may clutter the ITK interface but will not be imported into netTerrain unless
they are somehow mapped with actual ports from the netTerrain catalog (see below).

7.2.11 Mapping port types

As mentioned before, if port monitoring is enabled, then every time a device reconciliation process occurs
the ITK will also try to reconcile the ports discovered via SNMP with the port definitions that exist for the
parent device type in the netTerrain catalog. For this to work correctly, port mappings need to exist for each
device type.

Integration Toolkit Guide netTerrain 10.1 168/224



Let's try to understand this with an example. Imagine we discover a router with 4 ports on the motherboard.
Usually the interface indexes (ifindex) for ports are 1-based sequential integers. In our example, each port
would be numbered from 1 through 4. But that same router may have its ports named eth1, eth2, eth3 and
eth4 in the netTerrain catalog model. To correctly match each discovered port with its corresponding
graphical representation in netTerrain we need to first set the “port mapping” for that device type.

The port mapping process is typically done before discovering anything, but it can be easier to first run a
discovery and reconciliation process and then compare the MIB interface numbering with the device model
generated in netTerrain. Once the mapping is done, we can rerun the reconciliation again. Just like with any
other modeling or mapping process, this is a one-time task.

The port mapping can be accessed from a couple of different places. We can map the ports from the type
mapping dialog, as displayed below:

Accessing port mappings from the type mapping dialog

We can also access the port mapping by right clicking on any port that belongs to a certain device type.
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Accessing port mappings from the port view

The port mapping dialog displays a column with the ifindex values per their MIB definition, another column
with the port names in the mapped netTerrain device type and a list with the current mappings.
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Port mapping dialog
The port mapping dialog has many ways to speed up the mapping process, but at its simplest:

- Select one or more ports from the left column.
- Select the same number of ports from the right column.

» Click on the single arrow button and you are done.

As you map ports, the utilized ones are removed from the left and right columns, to avoid repeated mapped
ports.

At this point it may become clear that the selected ports on the left and on the right are mapped in
ascending order. The order that is used for the columns on the left or on the right can be reverted to
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descending. That way, the first selected port on the left is mapped to the last one on the right and so on. The
right column has the following sorting features:

- Sort ports in ascending order.

- Sort ports in descending order.

- Sort ports by horizontal position on backplane (as visually modeled in the netTerrain catalog).
- Sort ports by vertical position on backplane (as visually modeled in the netTerrain catalog).

- reverse sort order.

With all these combinations of sorting, you may be able to order the ports on the left and on the right in such
a way that the sequence in both columns only requires one mapping step. If you want to map all the ports
from the left and/or the right column (and the sequence is correct) you can also use the double arrow. This
will create n mappings, where n is the number of ports on the left column or the right column (whichever is
lower).
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Port mapping using the double arrow button

To remove a mapping from the list, simply select the desired mapping and hit the ‘Delete selected mapping’
button on the lower right corner of the dialog. The two buttons on the left of the delete button can be used to
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deselect, or select all mappings, in case you need to operate on the whole set without having to click on
each mapping.

Attention!

The counts on the left and right column are most likely not going to match. For example, the SNMP
discovery may bring in VLANSs, which most likely will not match a netTerrain port (unless these are
also modeled for the device type). Don't worry; during the mapping process the ITK will only map as
many ports as the lesser of the two counts.

7.2.12 Viewing ports in netTerrain

Ports in netTerrain are never inserted or deleted, as they are part of the device (or card) definition. As such,
the reconciliation process for ports in the ITK is automatic: the user does not have to reconcile ports
specifically; it is done in conjunction with the reconciliation of the parent devices if port monitoring is
enabled. Also, the reconciliation process for ports only involves updates (again, ports cannot be inserted or
deleted). If the port monitoring is disabled, the actual physical ports for each device will still exist in
netTerrain! They will just not contain any updated values coming from an SNMP discovery.

As we know, ports only reside in the backplane of an equipment or card. Once reconciled, ports in netTerrain
will contain the latest SNMP discovered values as part of their properties, assuming the catalog port object
includes the MIB properties.

The screenshot of the device backplane below shows ports with status colors. We are taking advantage of
the ifOperStatus MIB values and configured a visual override so that when the status value is up, the port is
green, and when it is down, the port is red.
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Device backplane view after a device reconciliation with port discovery enabled
In sum: to bring in port information via SNMP, you need the following:

+ Port monitoring enabled in Global Settings.
+ Port monitoring parameters enabled for the device IP address range.

» Port numbers mapped for the parent device type.

7.2.13 SNMP link discovery

The ITK Native SNMP engine can discover IP address tables and routing tables, which can be used to
represent layer 3 links in netTerrain. For every device that has n routes to n destination IP addresses the ITK
will create n links.

The ITK can also discover layer 2 links by discovering MAC address tables and bridging tables, which can be
used to represent layer 2 links in netTerrain.

For the link discovery to work, we first need to enable our configuration options in the appropriate
configuration section (ctrl-g->SNMP). You can have layer 3 enabled and layer 2 disabled or vice versa if you
prefer.
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SNMP link discovery configuration

Just like with any other method for automatically bringing in links into netTerrain from an external source,
the layer 2 and layer 3 link discovery processes require active link connectors to import data into netTerrain.
The good news is that you don't need to know how to create them since the ITK creates these connectors
automatically when you enable the layer 2 or layer 3 link discovery options.
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Automatic SNMP layer 3 link connector creation dialog
Click on the 'OK’ button if you haven't already created the connector beforehand.

If you choose to have the ITK create the SNMP link connectors for you, the application restarts, the link
connectors are registered and displayed in the link connectors view using the default name
(‘Native_SNMP_Links’ for layer 3 and ‘Native_SNMP_Links_Layer?2’ for layer 2).

ITK generated SNMP link connector
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7.2.13.1 Discovering Layer 3 link data

From a networking perspective layer 3 links are usually routes between routers and layer 2 links are links
between switches. In the SNMP configuration section, when the ‘Layer 3 links’ option is checked, the ‘Create
generic nodes for external IPs’ will also be enabled. If you check this option for the first time, then the ITK
will show you the following message:

Enabling the Native SNMP_External_IPs connector

Whats happening here? Very simple, external IPs are reconciled in netTerrain using a bread-and-butter node
connector, but instead of you having to figure out how to create it, the ITK can do it automatically. A new
connector called Native SNMP_External_IPs is created and mapped to the node type Node in netTerrain.

Later, when you discover layer 3 links, netTerrain will also automatically create generic nodes for any IP
addresses that exist in the routing tables, which are not part of the registered IP address (i.e. not directly
discoverable via SNMP).

7.2.13.2 Running the layer 3 link discovery and reconciliation

With the layer 3 link discovery enabled and the layer 3 link connector created we can now discover and
reconcile these links in netTerrain. The link discovery is triggered automatically as soon as you start the
SNMP discovery, so there are no extra steps involved, but if during the configuration process you checked
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the Create Generic Nodes for External IPs option, then you must also discover these external IP addresses
by making a discovery of the Native SNMP_External_IPs connector.

Reconciling the links in netTerrain requires three connectors to be reconciled:

+ The SNMP connector.
« The ‘Native SNMP_External_IPs’ (if you want to display external IP address).
* The Native_SNMP_Links connector.

Sounds too complicated? Its not. Remember you can simply enable all these connectors and run the
scheduler and forget about all these details.

After the reconciliation process is complete you can now view the devices, nodes and links created in
netTerrain, such as the example below.

Snapshot of Graphical Networks__' very own lab discovered with netTerrain
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7.2.13.3 Discovering Layer 2 link data

The process for discovering layer 3 link data is very similar to the steps involved for layer 3 links.

Just as with layer 3, in the SNMP configuration section, you may be prompted with a message to
automatically create the layer 2 link connector upon checking it from the settings.

Enabling the layer 2 link connector

When the ‘Layer 2 links’ option is checked, the ‘Create generic nodes for external MACs' will also be enabled.
If you check this option for the first time, then the ITK will show you the following message:
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Enabling the Native SNMP_External_MACs connector

Again, as with layer 3, a new connector called ‘Native SNMP_External _MACs' is created and mapped to the
node type ‘Node' in netTerrain.

Later, when you discover layer 2 links, netTerrain will also automatically create generic nodes for any MAC
addresses that exist in the bridging tables of your discovered switches, which are not part of any discovered
MAC address tables.

7.2.13.4 Running the layer 2 link discovery and reconciliation

With the layer 2 link discovery enabled and the layer 2 link connector created we can now discover and
reconcile these links in netTerrain. The link discovery is triggered automatically as soon as you start the
SNMP discovery, so there are no extra steps involved, but if during the configuration process you checked
the ‘Create Generic Nodes for External MACs’ option, then you must also discover these external MAC
addresses by doing a discovery of the ‘Native SNMP_External_MACs' connector.
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Reconciling the links in netTerrain requires three connectors to be reconciled:

+ The SNMP connector.
« The ‘Native SNMP_External_MACs’ (if you want to display external MAC addresses).
» The Native_SNMP_Links_Layer2 connector.

Below is a diagram of layer 2 and layer 3 topology, showing layer 3 links in green and layer 2 links in blue.

Snapshot of Graphical Networks__" very own lab with layer 2 and layer 3 links

7.2.14 Using custom MIBs

In addition to the standard MIB OIDs that are embedded in the ITK, users can also use any other MIB OIDs to
be discovered via SNMP.

Custom MIBs can be assigned to any particular IP address or range of IP addresses. This is especially
useful when you want to discover specific properties for certain device types, such as MIBs that are part of
the private enterprise branch.

When you create a new MIB OID field for an IP address, you are in essence instructing the SNMP engine to
issue a get request for that particular MIB OID and that particular IP address range. This custom MIB must
be mapped to a specific field in netTerrain, so that upon a reconciliation, the engine can populate that field in
netTerrain with the discovered values for that MIB.
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To add a new custom MIB OID, follow these steps:

- Open the IP address manager (Ctrl-1).
- Choose the IP address for which you want to apply the custom MIBs.

+ Click on the Custom MIBS button (as shown above).

+ In the custom MIBs dialog type the MIB OID string and mapping it to the field in netTerrain, such as the
example below, where we are creating a new MIB OID that maps external temperature values for a sensor
with a field in netTerrain called Ext. Temperature.
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+ You can remove custom fields, by highlighting them and clicking on the ‘Remove’ button.

+ Once you are done, click on the Finish button.

Upon discovery and reconciliation, the SNMP engine will try to discover the values of custom MIB OIDs for
any IP addresses that have said MIBs associated.

The example screenshot below shows our sensor with three custom MIB OID fields mapped to the

corresponding netTerrain fields.
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Example of custom MIB OID values mapped to netTerrain

7.3 WMI Discovery

According to Microsoft's MSDN page, ‘Windows Management Instrumentation (WMI) is the infrastructure
for management data and operations on Windows-based operating systems.

Also ‘WM is the Microsoft implementation of Web-Based Enterprise Management (WBEM), which is an
industry initiative to develop a standard technology for accessing management information in an enterprise
environment. WMI uses the Common Information Model (CIM) industry standard to represent systems,
applications, networks, devices, and other managed components. CIM is developed and maintained by the
Distributed Management Task Force (DMTF)'.

The ITK comes equipped with a WMI monitoring tool that discovers WMI instance data for any computers
and servers that have the protocol enabled.
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Via the WMI protocol, the ITK can discover the following computer related information:

- Computer System data

+ Operating System

+ CPU characteristics

+ Memory characteristics

» Logical drives

* BIOS characteristics

* Running processes

- System enclosure data

- List of installed applications

- List of web sites configured in IIS (when applicable)

- List of network adapter configuration parameters

The WMI connector discovers registered computers, their parameters and associated lists, which can then
be reconciled in netTerrain.

This module behaves much like a node connector in the sense that it maps the discovered elements with
nodes in netTerrain. Moreover, the ITK also has a WMI connector initializer that uses a pre-defined node
connector specifically for WMI. This predefined connector is part of the node connector list and is called
"_WMI_Hosts'". This connector can also be scheduled for automatic discovery and reconciliation, just like any
other connector.
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WMI discovery list view

The WMI discovery configuration can be accessed from the Settings->Monitoring-> WMI menu.

WMI configuration menus and settings

7.3.1 Initializing the WMI connector

As mentioned above, netTerrain utilizes a standard connector to reconcile WMI information from the ITK to
netTerrain. This connector is called _"WMI_Hosts' and generated automatically upon initialization.

This connector is also mapped to a node type in netTerrain of the same name, which has predefined fields
and an icon automatically created for you upon WMl initialization.

By default, the WMI monitoring function is not enabled and the connector and netTerrain type do not exist.
You could create everything yourself, but then you would need to know a thing or two about where the
source data resides, what fields to pull and how to map them. Thankfully there is a simple process to
automatically create the connector, the netTerrain type and enable the monitoring in one click. Simply go to
Settings-> Monitoring->WMI->Initialize connector.

Integration Toolkit Guide netTerrain 10.1 187/224



Initializing the WMI monitor

7.3.2 Registering WMI hosts

WMI hosts will not just happily hand over the data to the ITK. You need to register the instances in the ITK
first, providing valid credentials that can read the WMI data.

To register a WMI instance go to Settings-> Monitoring->WMI->Register Hosts... and fill out the proper
credentials in the dialog that pops up.
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WM host registration process

If the proper credentials have been passed the host instance should be reachable. You can test this by
clicking on the ‘Test connection’ button.
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Reachable host

After testing the WMI connectivity, register the host by clicking on ‘Add’. You can edit the credentials for an
existing host as well, by clicking on it, editing the values and then clicking on the ‘Update’ button.

To remove a host from the list, simply click on it and press ‘remove’.

You can enable or disable individual hosts for discovery by clicking on the host and pressing the ‘enable’ /

‘disable’ button.
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Enabling and disabling hosts for discovery

You can select multiple hosts at once for enabling or disabling.

7.3.3 Setting WMI discovery parameters

The WMI discovery engine has a series of parameters (or templates) and each parameter can collect
several data points. You can control which parameters are enabled during the WMI discovery process. To do
that, open the monitoring configuration dialog and click on the WMI tab or go to
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Changing WMI configuration data

In the configuration dialog you can check or uncheck the different templates based on your needs. The only
mandatory parameter that the connector always collects is the computer system data.
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WMI parameters

The following data is collected for WMI host instances:
1) Computer system data:

a. Manufacturer

b. Roles

2) Operating system:

a. Name

b. Version

c. Caption

d. Build number

e. Manufacturer

f. Code set

g. Country code

h. Current time zone

i. Serial number

3) CPU characteristics (processor):
a. Name

b. Family

c¢. Manufacturer

d. Architecture

e. Caption

f. Device ID

4) Memory characteristics (physical memory):
a. Name

b. Manufacturer
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c. Capacity

d. Speed

e. Version

f. Caption

g. Install date

5) Logical drives (logical disk):
a. Name

b. Caption

c. Size

6) BIOS characteristics:

a. Manufacturer

b. Serial number

7) Running processes:

a. Name

8) System enclosure data:
a. SMBIOS asset tag

b. Manufacturer

c¢. Model

d. Name

e. Part Number

f. Serial number

9) List of installed applications:
a. Name

b. Description

c. Install date
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d. Install location

e. ldentifying number

f. SKU number

g. Vendor

h. Version

10) List of web sites configured in IIS (when applicable):
a. Path

b. Site name

c. Application pool

d. Enabled protocols

11) List of network adapter configuration parameters:
a. Caption

b. Default IP gateway

c. DHCP server

d. DNS domain

e. DNS host name

f. IP address

g. MAC address

Templates 9, 10 and 11 actually generate separate tables that can be accessed from the ITK interface, as
discussed below.

7.3.4 Discovering WMI host data

To discover WMI host data, simply run a discovery and reconciliation process for the WMI connector, just
like you would with any other connector (see chapter 4).
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Discovered WMI hosts

WMI hosts, as mentioned before, can show the applications that are installed, network configuration data as
well as configured IIS websites (when applicable).

To view this information in the ITK, right click on the host and select the appropriate parameter:

Application, network and website data
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Application list

Network adapter list
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Website list

7.3.5 Setting up and troubleshooting WMI in your environment

The setup process for WMI discovery does come with its kinks: hosts need to have the WMI service
enabled, proper permissions need to need to be set up and more. As such, WMI issues may occur during
configuration.

RPC errors may occur, which usually means your settings are not correct and you cannot even get to the
server for authentication. This can be a firewall issue or simply a bad DNS or IP address information.
Authentication errors usually mean its your user and/or password that are incorrect. It may also mean you
need to add a different user to the WMI namespace.

7.3.5.1 Adding a user to the WMI namespace

Typically, the default administrator account will work for WMI monitoring. However, if you are using a
different administrator account or want to add an AD user account to use when monitoring WMI then you
need to add the user and apply the appropriate permissions for this user account. For troubleshooting
purposes, you can use a WMI management tool (WmiMgmt).

To modify the permissions, do the following:

1) Start the WmiMgmt tool
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2) Right click the WMI control and select properties
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3) Select the appropriate namespace -
a. The default name space is CIMV2

b. If you want to monitor IS then you would look for the WebAdminstration namespace and apply the
security settings to this namespace a well

c. After selecting the namespace press the Security button
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4) Add the user and select the remote enable permissions for the user
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7.3.5.2 DCOM permissions

As part of the WMI set up process on the monitored host, you may also need to add the user to the DCOM
settings for the machine. To add the user, you need to go into the properties for the computer following
these steps:

1) To get to the DCOM settings start the MMC application
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2) Press the Add/Remove snap in option
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3) Add the snap in called component services, then right click the My Computer icon

4) Press the COM Security settings and then press the “Edit Limits” for the Launch and Activation
Permissions
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5) Add the user and select the Remote Launch and Remote Activation permissions
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7.3.5.3 Testing a WMI connection

If you are having problems using WMI you may test connectivity issues by using the WBEMTest.exe tool.
This is built into most Windows machines and can be used as follows:

1) Start the WBEMtest application by simply typing WBEMTest into your local search engine
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2) Press the connection button
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3) Enter the credentials
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4) If you have a successful connection the services will be active and can be selected

7.4 AWS Discovery

The ITK comes equipped with an AWS monitoring tool that discovers several objects related to your AWS

environment.

Using the AWS API, the ITK can discover the following AWS related entities:

* Instances

« Security groups

+ Security group rules
* Buckets

+ Health checks

+ Volumes

+ Volume attachments

Just like other utilities (like the WMI, SNMP or SQL), this module behaves much like a node connector in the
sense that it maps the discovered elements with nodes in netTerrain. Moreover, the ITK also has an AWS
connector initializer that uses a pre-defined node connector specifically for AWS. This predefined connector
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is part of the node connector list and is called _AWS_instances’. This connector can also be scheduled for
automatic discovery and reconciliation, just like any other connector.

This predefined connector will only reconcile AWS instances in netTerrain using a predefined AWS instances
type in the catalog. For the other objects that the AWS utility discovers (buckets, health checks, etc.) you
would have to create a connector for them manually. To do that, please check the tables that start with
adaAws in your GNCORE database. These include:

- adaAwsBuckets

+ adaAwsHealthChecks

+ adaAwsSecurityGroups

+ adaAwsSecurityGroupsRules
- adaAwsVolumeAttachments

- adaAwsVolumes

7.4.1 Initializing the AWS connector

As mentioned above, netTerrain utilizes a standard connector to reconcile AWS instance information from
the ITK to netTerrain. This connector is called _AWS_Instances’ and generated automatically upon
initialization.

This connector is also mapped to a node type in netTerrain of the same name, which has predefined fields
and an icon automatically created for you upon AWS initialization.

By default, the AWS monitoring function is not enabled and the connector and netTerrain type do not exist.
You could create everything yourself, but then you would need to know a thing or two about where the
source data resides, what fields to pull and how to map them. Thankfully there is a simple process to
automatically create the connector, the netTerrain type and enable the monitoring in one click. Simply go to
Settings-> Monitoring->AWS->Initialize connector.
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Initializing the AWS monitor

7.4.2 Configuring AWS for first time use

To configure the AWS connector, you need to provide the ITK your AWS account settings and set up some
configuration parameters.

7.4.2.1 Storing the AWS account settings

AWS will not just happily hand over the data to the ITK. You need to first provide the AWS account settings
for the ITK to access the data through the AWS API.

The read AWS data through its API, the ITK needs the AWS Access Key Id as well as the secret key. This is
an AWS requirement. The secret key is never shown in clear text and is also encrypted in the backend.

To set up the AWS account go to Settings-> Monitoring->AWS->Register Hosts... and fill out the proper
credentials in the dialog that pops up.
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AWS account setup

After the proper credentials have been passed, you can proceed to configure the parameters you want
discovered from AWS.

7.4.2.2 Configuring AWS parameters

The AWS discovery process discovers the parameters that you enable from the AWS configuration settings
section.

AWS configuration
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First make sure AWS discovery is enabled.

Enabling AWS discovery

You can then choose several parameters to discover and monitor. Notice how Regions, Instances and
Security Roles are always discovered

To find out if AWS has been properly set up, you basically need to run a discovery process. This will soon
reveal if there are any problems during the set-up process.

7.4.3 Discovering from AWS

To run a discovery, you can simply click on the discovery button on the AWS list or find the newly registered
AWS connector located in Discovery->Manual Node Discovery->_AWS_Instances. This discovery process
will discover any parameters enabled during the setup but will only display a view of the instances. The rest
is available on tables as described above.
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Discovering AWS data

7.5 SQL Server Monitoring

The ITK comes equipped with a simple SQL Server monitoring tool that discovers SQL Server instance data
and all the underlying databases along with some of their key parameters.
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7.5.1 Initializing the SQL monitoring connector

netTerrain utilizes three standard connectors to pass SQL information from the ITK to netTerrain:

+ _SQL_Mon_DbServerinstance node connector: stores information about the SQL Server instances.

- _SQL_Mon_Database node connector: stores information about each SQL Server database on registered
instances.

+_SQL_Mon_Links: enables visual links in netTerrain to show which database is associated with which SQL
Server.

Each of these three connectors should be mapped to the corresponding type in netTerrain. The netTerrain
catalog will require similar types with the appropriate fields for you to take advantage of this monitoring
functionality.

By default, the SQL monitoring function is not enabled, and these connectors and types are not created in
netTerrain. You could create everything yourself, but then you would need to know a thing or two about
where the source data resides, what fields to pull and how to map them. Thankfully there is a simple
process to automatically create the connectors and enable monitoring. Simply go to Settings-> Monitor-
>SQL Server Monitor->Initialize to create all three connectors in one click.

Initializing the SQL Server monitor

This process not only creates the connectors but also creates the necessary types in netTerrain. Note that if
any of the three connector names already exist in the ITK or in the netTerrain catalog, the process will fail
with the following message:
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7.5.2 Registering SQL Servers

SQL Server databases will not just happily hand over the data to the ITK. You need to register the instances
in the ITK first, providing valid credentials that can read the master databases (many a DBA would cringe at
the mere reading of this paragraph, but since the ITK will read statistics for each database from the master
database, a user with permissions to read from there must be created in the SQL Server instance).

To register a SQL Server instance, go to Settings-> Monitoring->SQL Server Monitor->Register Server
Instances and fill out the proper credentials in the dialog that pops up.
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SQL Server registration process

If the proper credentials have been passed (i.e. the server is reachable), the SQL Server instance can be
registered. Note that this will not guarantee proper reading of the data, as permission may not be enough to
access the master database.

You can register as many instances as needed, and once this process is completed you can click on the
‘Enable Monitor’ button on the bottom left corner of the dialog and then ‘OK'.

7.5.3 Discovering SQL Server data

To now discover SQL Server data, simply run a discovery and reconciliation process for all three SQL
monitoring connectors.
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The following data is collected for SQL Server instances:

+ Database edition

+ Database engine

- Database product level

- Database product version

- Database server instance

- Database server version

- Is trusted flag

- Memory buffer pool committed [Mb]
+ Memory buffer pool used [Mb)]
+ Memory needed workload [Mb]
+ Memory OS physical [Mb]

+ Memory OS virtual [Mb]

SQL Server database view
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Databases for each instance will be discovered automatically and linked to the parent instance, as the
image above shows. The following data is collected for SQL Server databases:

- Create date

+ Database_id

- Database name

» Data file name

- Data file size

- Database engine

+ Database server instance
* Log file name

- Log file size

8 Other settings and commands

8.1 Commands

The ITK can issue commands from the input window (bottom right window of the switchboard).

Command input window

These commands can trigger events that affect data in the ITK or in netTerrain.
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The command input window is mainly used for development and consulting purposes, but the following
commands have been made available for end users:
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- addFieldToAllCards\<fieldName> -adds given field to all card types in catalog

- addFieldToAllDevices\<fieldName> -adds given field to all device types in catalog

* addFieldToAllLinkTypes\<fieldName> -adds given field to all link types in catalog

+ addFieldToAllNodeTypes\<fieldName> -adds given field to all node types in catalog

+ addporttomodel\<decimal typeid>?<string portname> -adds a portto the model (and
all instances) of the given type using the given name

+ addFieldToAllRacks\<fieldName> -adds given field to all rack types in catalog

- addSnmpPortFields -adds all missing port properties that are discovered via snmp to port object in
netTerrain

« setDefaultForAllCardTypes\<fieldName>?<defaultValue> -setsadefault valuetoa
given field for all card types in catalog

+ setDefaultForAllDeviceTypes\<fieldName>?<defaultValue> -setsa default valuetoa
given field for all device types in catalog

- setDefaultForAllLinkTypes\<fieldName>?<defaultValue> -setsadefaultvaluetoa
given field for all link types in catalog

+ setDefaultForAllNodeTypes\<fieldName>?<defaultValue> -setsadefault valuetoa
given field for all node types in catalog

« setDefaultForAllRackTypes\<fieldName>?<defaultValue> -setsadefault valuetoa
given field for all rack types in catalog

+ applyDefaultToCardInstancesOfType\<string typeName>?<fieldName> -applies the
default value of a given field to all instances of that specific card type

+ applyDefaultToDeviceInstancesOfType\<string typeName>?<fieldName> -applies
the default value of a given field to all instances of that specific device type

- applyDefaultToLinkInstancesOfType\<string typeName>?<fieldName> -appliesthe
default value of a given field to all instances of that specific link type

« applyDefaultToNodeInstancesOfType\<string typeName>?<fieldName> -applies the
default value of a given field to all instances of that specific node type

+ applyDefaultToRackInstancesOfType\<string typeName>?<fieldName> -appliesthe
default value of a given field to all instances of that specific rack type

+ applyDefaultToCardInstancesAllTypes\<fieldName> -applies the default value of a given
field to all instances of all card types

« applyDefaultToDeviceInstancesAllTypes\<fieldName> -applies the default value of a
given field to all instances of all device types

- applyDefaultToLinkInstancesAllTypes\<fieldName> -applies the default value of a given
fleld to all instances of all link types

- applyDefaultToNodeInstancesAllTypes\<fieldName> -appliesthe default value of a given
fleld to all instances of all node types

+ applyDefaultToRackInstancesAllTypes\<fieldName> -applies the default value of a given
field to all instances of all rack types

+ <ARROW DOWN> - displays last command in buffer
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+ <ARROW UP> -displays first command in buffer

« clearSnmpAddressTable -deletes contents from the SNMP IP address table
« clearSnmpRouteTable -deletes contents from the SNMP routing table

+ cls -clears output screen

+ deleteDefaultFromAllCardTypes\<fieldName>?<defaultValue> - setsthe default value
to given field for all card types in catalog to NULL

* deleteDefaultFromAllDeviceTypes\<fieldName>?<defaultValue> - sets the default
value to given field for all device types in catalog to NULL

- deleteDefaultFromAllLinkTypes\<fieldName>?<defaultValue> - setsthe default value
to given field for all link types in catalog to NULL

+ deleteDefaultFromAllNodeTypes\<fieldName>?<defaultValue> - setsthe default value
to given field for all node types in catalog to NULL

« deleteDefaultFromAllRackTypes\<fieldName>?<defaultValue> - sets the default value
to given field for all rack types in catalog to NULL

+ deleteFieldForAllCards\<fieldName>

* deleteFieldForAllDevices\<fieldName>

* deleteFieldForAllLinkTypes\<fieldName>
* deleteFieldForAllNodeTypes\<fieldName>
+ deleteFieldForAllRacks\<fieldName>

* deleteUnusedNonSystemLinks

* deleteUnusedNonSystemNodes

+ disabledc -disables all device connectors

+ disablelc -disables alllink connectors

+ disablenc -disables all node connectors

+ enabledc -enables all device connectors

* enablelc -enables all link connectors

+ enablenc -enables all node connectors

+ <ESC> -clears input

+ <F5> -clears buffer

* mibget\ip:<ip address>oid:<mib oid>comm:<community string> -gets MIB value for
given IP address and OID.

+ oid\<oid> -finds matching model to oid

« ping\<ip address> -pings the given ip address or name

+ pl -purgeslog

* portmonoff -disables SNMP port monitoring for all ip addresses
+ portmonon -enables SNMP port monitoring for all ip addresses

+ resequenceConnectors -reindexes all connector sequences
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+ s0 -disables silent mode
+ s1 -runsdiscovery in silent mode (no output of individual records)

- walk\ip:<ip address>oid:<mib oid> -walks a MIB stubtree for a given IP address and root
OID. Example: walk\ip:192.168.1.10id:1.3.6.1.2

* unfavoriteAllCategories

* unfavoriteAllDeviceTypes

8.2 Other application settings

From the Settings->Application menu you can open the application settings dialog to configure certa