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1 About this Guide

This document is divided into the following chapters:

- Chapter 1, “About this Guide”.
- Chapter 2, “User Management”, which provides instruction on managing users.

- Chapter 3, “Group Management”, which provides information about group management and group
exceptions.

- Chapter 4, “Global Settings”, explains global settings available in the admin console that affect all users in
the project.

+ Chapter 5, “Help and Logs".
+ Chapter 6, “Setting Up a Local OSM Server”.

1.1 Who should use it

This guide is intended for netTerrain admin users: administrators for the netTerrain application tasked with
managing users, groups, and other system settings. You are the gatekeepers of order and sanity in the

documentation universe.

Attention!

To access the administrative console, a user must be part of the admin role in netTerrain.

1.2 Assumptions

This guide assumes that users have basic knowledge of browser navigation and general computer and
networking skills. A basic understanding of netTerrain functions, such as navigating diagrams and working
with objects doesn't hurt in case users start babbling about diagram filters or displayed fields and you don't
want to have that deer-in-the-headlights look. When in doubt, mumble.

2 User Management

Users in netTerrain are accounts that have been granted a certain permission level (or role) to access
netTerrain in some capacity. A user’s role is (usually) inherited from its parent group. Users can, however,
override a group’s set of permissions with their own per-diagram roles.
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Users are managed in the user section of the admin console. The admin console can be accessed from
anywhere in netTerrain by clicking on the admin console button, as shown below. You must be an
administrator to see that button.

Admin console button (shown in mojito lime)
If you want to return from the admin console to the project, you can do the following:

- Click on the project button (globe icon), which takes you back to the project’s top level.

- Click on the left arrow icon, to the left of the project button, which takes you back to the last diagram you
visited in the project.

- Click on the browser back button, which would take you to the previous project diagram if you came from
the project during the current session.

Using the project button and arrow to return to the project

2.1 Adding users

To add new users, access the admin console and click on the user counter number (this is a hyperlink).

Admin Console

(6]

In the sections below, administrators can manage users, groups, global settings and licensing.

User S

.
Global Settings Users 14 ‘Add New Support Active Directory accounts () Check availability
Groups 10 ‘Add New Domain name
Licensing Audit Login History Reports Service login
Audit Trail Reports
Integration
Audit Trail for API Show domain name on login

Audit Trail for Collector Allow pinging domain controller

Audit Trail for Import

(<< I«

Online Users Indicator

Allow multi-sessions

O

This will show you the complete list of users and from there you can click on the ‘Create New' button to start
adding more users.
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Users Tocsv To Excel Add New Records on page: 14 Records in table: 14
Filter Apply  Clear Records perpage 100 ShowIdField  Default sorting
# Name « Email Account type Group Online Last Login MFA Description Comments Status  Loc
1 0 admin NetTerrain Admin Online  07-10-2025,1:42:35PM  Off { } { } -
2 i admin@graphicalnetworks.onmicrosoft.com [: OpenlDConnect Offline n/a [ ] [ ] - a
3 9 W apple [:] NetTerrain fine  06-02:2023,8:07:23PM  Off [ ] [ ] - a
4 B W collector : NetTerrain Offline 03-24-2023,2:1356AM  Off [ ] [ ] - a
5 ‘ﬁ Diego.Rojas@graphicalnetworks.com [:] OpenlDConnect Ofline  07-03-2024,4:1003PM  n/a [ ] [ ] - a
6 ] fred koh@graphicalnetworks.com :] OpeniDConnect fline  09-05-2024,1:15:18PM /2 [ ] [ ] - i
7 ‘ﬁ hannah.ash@graphicalnetworks.com [: OpenlDConnect Offline  06-12-2024,7:41:00PM  n/a [ ] [ ] - a
8 o hernan.lopez@graphicalnetworks.com : OpeniDConnect fline  06-20-2024, 4:04:01 PM [ J [ ] - i
9 0 |=|i, Jan :] NetTerrain Offine  02-20-2024, 5:38:56 PM off [ ] [ ] - C
10 |\=Tu ian.durnhofer@araphicalnetworks.com OpenIDConnect Admin v ffline 04-10-2024, 8:50:55 PM ( W ( W - r
Adding new users in netTerrain
You can also add a user directly from the admin console by clicking on the ‘Add New button’.
Admin Console
In the sections below, administrators can manage users, groups, global settings and licensing.
User Management —— Summary ~
Global Settings Users 14 Add New
Groups 10 Add New
H ai - o -
Licensing Audit Login History Reports Purge
Audit Trail Reports Purge
Integration
Audit Trail for API
Audit Trail for Collector
Audit Trail for Import
Online Users Indicator
Allow multi-sessions (]
- o

Adding users straight from the console
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The add user dialog has a series of fields, some of them mandatory, that identify the properties of the new
user.

X <<
Add User

Account Type [ Username and Password v

Name [ |

Email |

Group [ Admin

v
Password [ ®©
©®

Confirm

|
J
]
|
|
]
|
|

[
Description [
|

Comments

( Submit )( Cancel )

Add user dialog

1) Account Type: Combo box that allows you to specify if the user to be added is a native netTerrain user or
an Active Directory user type.

2) Name: This is the username assigned to the account. It may contain spaces in between characters, but
any leading and trailing whitespaces will be truncated.

3) Email: The email address field is not mandatory.

4) Group: A user must belong to a group to inherit roles for accessing netTerrain. The group can be a system
or custom defined group.

5) Password: password settings can be defined in the web.config file, but in general it must be 6 characters
(or more) long with a maximum length of 100 characters. The password field must also be confirmed.

6) Confirm: Retype the password.

7) Description: A data field that can be used to populate additional information about the user. This is not a
required field.

Administrator Guide netTerrain 10.1 10/119



8) Comments: A data field that can be used to populate additional comments about the user. This is not a
required field.

Users can change their passwords after they log into the system, so using a temporary generic password is
acceptable for the initial setup process. When using active directory, there is no need to create users as they
are synchronized automatically from the AD database.

2.2 User table

All users in netTerrain are depicted in the user table, which, as mentioned above, can be accessed from the
Admin console user count button, as depicted below.

Admin Console

In the sections below, administrators can manage users, groups, global settings and licensing.

User Management ~—— Summary ~
Global Settings Users Add New

Groups 10 Add New
Licensing Audit Login History Reports

Audit Trail Reports
Integration

Audit Trail for API

Audit Trail for Collector

Audit Trail for Import

Online Users Indicator

Allow multi-sessions d

- J

Accessing the user table

The user table contains a variety of options for managing users. A screenshot of the table is depicted below.
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Users  Tocsy  ToExcel  AddNew A

Filter Apply  Clear

s Name Email Account type Group Oniine LastLogin mEA Description Comments Status  Locked  Audit Trail

Records on page: 14 Records ntable: 14

Records perpage 100 ShowldField  Defaultsorting

Last Audit Trail Date

LoginCount  Token Events

lc

[ agmin netTerrain Admin onine 0926225 42027 AM Of [ ) ( ) 19457 09252025, 84736PM 379 o
B e e PO - N ) ) - o . . e
|3 o aope ( | retein [ mesony ] o osozzmsszoseu o [ ) ( ) o | o s o
S em e [ | e [ e <) e mormmzene o | I ] - O wnm cwmewom  wee o
SOl oeoromscomneonauonacon | ] ovenpcomect [ nama ] ore orasaoas somorm e | ) ( ] - © I s oosamsssaeM s o
¢ oteenmmon S v R ) ( ] - o .
P O I v [ T ——— I ] - o o s
o W emonioperggmmncanetnorocom [ | osenocomect [ aomn v] o oez02024.40001 Pm ( ) ( ) O e oewamsnzeaeM 3 3
Y ( | e [ e ] o osmmmsmana of | ) ( ] - o o . o
0 f jncunnoferggmphcsetiokscom | | openiocomest [ aamn v ofiee 04102024, s5055 P [ 10 | O e oscsaozssiiseM 2 o

User table

In addition to the create new user button, section A above also has two more buttons to export the user

table to csv and to synchronize users with Active Directory.

Section B above shows the column headers for each property. For convenience, these headers are sortable

so for example, we can display all users alphabetically and in ascending order. Click twice on the column

header to sort the table in descending order.
The information available for each user is the following:

- Password setup icon: allows an admin to change the user password

v m JUIL UL NIV WY U IFL U P VT W R W T L

11 'ﬁ' Jason ‘ jason@gn.com

@ W immmm mbharms s Rmrmmbinmleabimelen - [

« Delete user icon
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v I JUTL UL NI VI W U IR U P VT W DLW T L I

11 @ m Jason jason@gn.com

=
1n = innan aharmmanMaranhinalnaturadka anee f |

* User Name

+ User Email

- Account Type (netTerrain created, AP, etc)
- Group (see chapter 3 on managing groups)
- Online status (green when user is online)

- Last login date

- MFA status (On, when MFA has been enabled for that user)
- Description (optional field)

- Comments (optional field)

» Locked status

+ Audit trail link

» Last audit trail date

+ Login count

+ Token events

2.2.1 Locked users

You will also take note of the locked status indicator. If any of your users try to log in unsuccessfully more
than N times in a row, their accounts will be locked. The number N can be changed in the web.config file. As
an administrator, you can unlock any user simply by unchecking that lock status. If your account is locked
and you are the only admin, well that's not good... Not to worry, just contact us and we will provide you with
a script to unlock you from the database backend.

2.2.2 Disabling MFA

In some cases a user that has MFA enabled may have to have it disabled. This can be easily done by clicking
on the On link on the user table and then disabling MFA access.

Administrator Guide netTerrain 10.1 13/119



Email

Dima

2.2.3 Deleting users

Account type

OpenlDConnect

NetTerrain

NetTerrain

NetTerrain

Group Online
J
Admin
Admin v
Admin v
Edit v

Last Login

05-08-2023, 9:38:03 AM

05-25-2021, 1:09:37 PM

04-12-2021, 1:38:26 AM

04-21-2023, 9:47:23 AM

ncuuius pci pal

C,

Off

On

To delete a user, simply select delete from the desired user row. Note that this option is only available when

the user is offline. Consider that by deleting a user from netTerrain its audit trail will also be removed from

the system. In many cases it is better to just assign a user to the ‘No Access’ group to avoid losing the audit

trail records.

2.2.4 User groups

To change the group a user belongs to, select the group dropdown of the specific user row. Once an option

is chosen, the group setting will automatically be saved. Please note your license count may be affected

when adding or removing users from any group that is an editor or better. These roles include:

+ Admins
« Power Users

- Editors.

Any user belonging to a group that includes any of the above roles requires an “Editor” license.

Attention!

If the system is not licensed for the appropriate editor license count, you may not be able to change a

user to certain groups, like Admins, Power Users and Editors. We gladly accept purchase orders to fix

that issue in no time.

Administrator Guide
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2.3 Audit trail

The last three columns in the user table (see section C above) refer to the audit trail, which consists of a

history of user changes in netTerrain. In simple terms, a history of who changed what and when.

To review the history of a user, simply click on the audit trail counter link. This will open the Audit Trail report

window. This window allows you to select the audit trail based on the Action and Time Frame.

Audit Trail for User (hernan.lopez@graphicalnetworks.com)

—— All Inserts (296)

Today Last 24 hours
This week Last 7 days
This month Last 30 days
This year Last 12 months

—— All Deletes (359)

Today
This week
This month

This year

Last 24 hours
Last 7 days
Last 30 days

Last 12 months

—— All Updates (146)

—— Complete Audit Trail (801)

Today Last 24 hours Today Last 24 hours

This week Last 7 days This week Last 7 days

This month Last 30 days This month Last 30 days

This year Last 12 months This year Last 12 months
Audit Trail Reports

Audit trail actions include:

+ All Deletes: To see all the deletes performed within the time frame selected.

« All Inserts: View of all the inserts performed within the time frame selected.

- All Updates: View of all updates performed within the time frame.

- Complete Audit Trail: View of all Deletes, Inserts and Updates within the time frame selected.

The audit trail has various field names that help determine what the user has changed in the netTerrain
system. The audit trail table can also be downloaded to a csv file by clicking the “To csv” button.

Administrator Guide
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Audit Trail for User [Complete Audit Trail: (hernan.lopez@graphicalnetworks.com)] Tocsv  To Excel
Filter Apply Clear
# Link D Parent ID FieldAffected Field Value OldValue  Action User on ~
Affected
1 Showondiagram 24000000053227 24000000025874 INSERT  hernan.lopez@graphicalnetworks.com 06-18-2024, 12:24:47 PM
2 24000000053222 24000000025874 DELETE hernan.lopez@graphicalnetworks.com 06-18-2024, 12:24:37 PM
3 24000000053222 24000000025874 INSERT  hernan.lopez@graphicalnetworks.com 06-18-2024, 12:24:28 PM
4 Show on diagram 24000000053059 24000000051728 INSERT  hernan.lopez@graphicalnetworks.com 05-23-2024, 11:30:23 AM
5 24000000053058 24000000051728 DELETE hernan.lopez@graphicalnetworks.com 05-23-2024, 11:30:08 AM
6 24000000053058 24000000051728 INSERT  hernan.lopez@graphicalnetworks.com 05-23-2024, 11:29:40 AM
7 24000000053057 24000000051728 DELETE hernan.lopez@graphicalnetworks.com 05-23-2024, 11:29:35 AM
8 Show in catalog  26000000007454 26000000007454 Default Width [in] 398.593 190 UPDATE hernan.lopez@graphicalnetworks.com 05-23-2024, 11:29:27 AM
9 Show in catalog  26000000007454 26000000007454 Default Height [in] 111.8618 175 UPDATE hernan.lopez@graphicalnetworks.com 05-23-2024, 11:29:27 AM
10 24000000053057 24000000051728 INSERT  hernan.lopez@graphicalnetworks.com 05-23-2024, 11:29:06 AM
1 24000000053056 24000000051728 DELETE hernan.lopez@graphicalnetworks.com 05-23-2024, 11:28:59 AM
12 24000000053056 24000000051728 INSERT  hernan.lopez@graphicalnetworks.com 05-23-2024, 11:28:52 AM
Audit trail table

The audit trail table contains the following fields:

1) #: A sequence number that represents the row being viewed.

2) Link: this allows for navigation to the object that is being referenced in the Audit Trail. There will be no link
for an object that has been deleted.

3) ID: this is the object ID referenced in that audit trail row. Remember that all objects in netTerrain have
unique ID numbers.

4) Parent ID: if the object has a parent, this is the ID for the object’s parent.

5) Field Affected: this column refers to the table field that was affected by an update.
6) Field Value Affected: this is the current (or changed) value.

7) Old Value: the original field value that was changed.

8) Action: the following actions are audited in netTerrain:

a. Update: the user has updated a data field value. The new and old values can be compared by reviewing
the "Field Value Affected” and “Old Value” columns.

b. Insert: this means a user has created a new node, device, link, free text, or other object in netTerrain.

c. Delete: this means that a user has deleted an object from the system. Typically, a node, device, link, free
text or other object in netTerrain.

9) User: user's name that made the change.
netTerrain 10.1
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10) On: date and timestamp for the when the change was made.

2.3.1 Accessing the audit trail from the project and catalog

Audit trails can be viewed not only on a per user basis, as explained above, but also on a per diagram, per

object and per object type basis. Access on a per diagram and per object basis occurs from the project,

whereas the access on a per object type basis occurs from the catalog, as depicted in the screenshots

below. Note that in all cases the audit trail buttons and tables are only accessible for administrators.

Hierarchy

v Top Level
» Collector Data
» Higher Ed Net

¥ Logical Network Diagram

> _lab

» Higher Education Logical Network Overview

> L1/L2 Layer

» Sandbox - DO NOT DELETE ME, OR THE CONTENTS!

¥ UMD Campus Logical Network

BA-AR3510

Inspector
Properties
Nodes
Cabinets
Devices

Free Texts

Rich Texts
Palette Objects
Pictures
Hidden Objects

Circuits

Settings

2 (+61 aliases)

7

0
5
0
0

Audit Trail

522
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Accessing the audit trail for a specific diagram (bottom left link)

Below you can see how to access the audit trail for a specific link.

~ "
Inspector
Properties Settings
Id 25000000157406
Type Fiber E] O
From [ FW_44K70GROOP v|
To [ ISPs and Fiber out v)
Name [ Fiber ][Z] “
Catalog Fields
Audit Trail 2 FW1-BI

Accessing the audit trail for a link instance from its properties

| 10.100.8.0/22

ISPs a

And finally, below you can see how to access the audit trail for a given object type in the catalog.

Kecoras on page: I Kecoras in tapie: 1

Records per page 100 Show Id Field Default sorting

Template System OID In Stock

Audit Trail Name

N\

—— (=]

Audit trail link for catalog objects (on right side)

2.4 Filters

14 [ Cisco C9300-48U J

All tables in netTerrain have a filter text box that lets users narrow the list view by filtering out any records

that have values matching the filter string. For example, typing the string ‘chr’ in the filter box will filter out

any user records that do not contain that string sequence in any of its properties.

To use filters, simply type in the desired string and hit ‘Enter’ or click on the ‘apply’ button.

Administrator Guide netTerrain 10.1
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Users To csv To Excel Add New

graphical Apply Clear

# Name -

1 'ﬁ' admin@g aphicalnetworks.onmicroscft.com

2 ‘ﬁ' DiegoRojas@graphicalnetworks.com

3 'ﬁ' fredikoh@graphicalnetworks.co

- ﬁ hanngn.ash@graphicalnetworks.com

5 '|-|=| hernar lopez@graphicalnetworks.¢om

6 'ﬁ' jan.dumhofer@graphicalnetworks.om

7 |=T| jason.sherman(@graphicalnetworksicom

8 'ﬁ' justic .4om justice.evan
loutof1 < = 1 Go

Filtering users

To remove the filter, simply remove the string from the filter box and hit ‘Enter’ or alternatively, click on the
‘clear’ button next to apply.
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2.5 Active Directory

The Active Directory connection between the netTerrain application and your AD server can be setup from

the admin console.

Admin Console

In the sections below, administrators can manage users, groups, global settings and licensing.

User Management

Global Settings

Licensing

Integration

Active Directory settings (in green)

To enable Active Directory login, check the ‘Support Active Directory accounts’ option.

—

Users

Groups

Audit Login History
Audit Trail

Audit Trail for API
Audit Trail for Collector
Audit Trail for Import
Online Users Indicator

Allow multi-sessions

14

10

Reports

Reports

o8

)
o)

—— Active Directory

Support Active Directory accounts

Domain name

(@]

Check availability

In addition, you need to specify the AD domain name and service login for netTerrain to be able to scan AD

accounts correctly.

Please refer to the installation guide for the complete setup of Active Directory.

2.5.1 Azure Active Directory

netTerrain supports Azure Active Directory (AAD) for user authentication. Setting AAD up involves some

edits in the database and the web.config file.

First, create an app registration in the Azure admin portal. This application ID needs to be added to the
settings.xml document OAuth section:
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Web Quickstart  Docs @
Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The
redirect URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and
their restrictions '

A This app has implicit grant settings enabled. If you are using_any, of these URIs in a SPA with MSALjs 2.0, you should migrate URls. —>

https://demo.graphicalnetworks.com/demo/ @]
https://demo.graphicalntetworks.com/demo [E]
Add URI

In the web.config file OAuth section add the Application Id, as shown below.

<!-- OAuth token auth option. 'true' is for testing. In production
mode set to 'false'! -->

<add key="OAuthAuthenticationAllowInsecureHttp" value="false" />
<!-- Microsoft Open ID authentication parameters. -->
<add key="OpenIdOptionsAuthEnabled" value="false" />

<add key="OpenIdOptionsClientId"
value="392f086b-665b-4646-8369-3a92c7eeddlb" />

<add key="OpenIdOptionsClientSecret" value="" />
<add key="OpenIdOptionsRedirectUrl" value="" />
<add key="OpenIdOptionsTenant" value="" />

<add key="OpenIdOptionsAuthority" value="https://
login.microsoftonline.com/{0}" />

<add key="OpenIdOptionsOAuth2AccessTokenEndpoint" value="/ocauth2/
v2.0/token" />

Next, find the tenant ID for the application and add this information to the settings.xml file.
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Home > App registrations

i Eng demo server instance 2 )

[ Ddete @ Endpoints R Preview features

L G @ ot a second? We would fove your feedback oa Microsoft idensty pltform (previously Azure AD for developen. —>

& Quidstart

A Integration assistant A Essentials

Manage Client credentals : O certifcate, 1 secret
Redirect URIs ¢ 2yeeD 0 509.0 public chent

B Branding & properties
Add an Apgication ID URI
D Authenticaton

jon in lo... + E0g.demo seovec nstance
? Centifcates & secrets

11! Token configuration

o API parmissions. © Starting Aine 30th, 2020 we will no konger add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue 10 provide technical support and security updates but we wil no longer provide feature
updates. pphcations wil need to be upgr Microscht and Microsoft Graph. Leaen more
@ Expose an AP
B App roles GetStarted  Documentation
<!-- OAuth token auth option. 'true' is for testing. In production
mode set to 'false'! -->

<add key="OAuthAuthenticationAllowInsecureHttp" value="false" />

<!-- Microsoft Open ID authentication parameters. -->

<add key="OpenIdOptionsAuthEnabled" value="false" />

<add key="OpenIdOptionsClientId"
value="392f086b-665b-4646-8369-3a92c7eeddlb" />

<add key="OpenIdOptionsClientSecret" value="" />

<add key="OpenIdOptionsRedirectUrl" value="" />

<add key="OpenlIdOptionsTenant" value="101379fa-7b59-4db1-8945-
b88dd265fal3b" />

<add key="OpenIdOptionsAuthority" value="https://
login.microsoftonline.com/{0}" />

<add key="OpenIdOptionsOAuth2AccessTokenEndpoint" value="/ocauth2/
v2.0/token" />

Next, a redirect URL should be created to match the netTerrain instance URL.
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Home > App registrations > Eng demo server instance

3 Eng demo server instance | Authentication = -

£ Search A7 Got feedback?
B Overview X
Platform configurations
& Quickstart
. Depending on the platform or device this application is targeting. additional configuration may be required such as redirect
A Integration assistant URIs, spedific authentication settings, or fields spedfic to the platform.
Manage -+ Add a platform
B 8randing & properties
9 Authentiation ~ Web Quidstat  Docse? [
T Certificates & secrets Redirect URIs
{1l Token configuration The URIs we will accept as destinations when returning authentication resp (tokens) after fully g Of signing out users, The redirect URI you send
in the request to the login server should match one listed here. Also referred to as reply URLS. Learn more about Redirect URIs and their restrictions !
@ APl permissions
@ Expose an API I hitpsJ//engg I @
<!-- OAuth tok th ti 't 'od f testi I ducti
g u oKken au option. rue 1s or esting. n proauction
' 1
mode set to 'false'! -->

<add key="OAuthAuthenticationAllowInsecureHttp" value="false" />
<!-- Microsoft Open ID authentication parameters. —-->
<add key="OpenIdOptionsAuthEnabled" value="false" />

<add key="OpenIdOptionsClientId"
value="392f086b-665b-4646-8369-3a92c7eeddlb" />

<add key="OpenIdOptionsClientSecret" value="" />

<add key="OpenIdOptionsRedirectUrl" value="https://
eng.graphicalnetworks.com/demo/" />

<add key="OpenIdOptionsTenant" value="101379fa-7b59-4db1-8945-
b88dd265fa3b" />

<add key="OpenIdOptionsAuthority" value="https://
login.microsoftonline.com/{0}" />

<add key="OpenIdOptionsOAuth2AccessTokenEndpoint" value="/oauth2/
v2.0/token" />

A client secret should be created, and the value needs to be copied and entered into the settings.xml file.
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e e | c

Home > App registrations

Eng demo server instance | Certificates & secrets =

A7 Got feedback?
B Overview )
Cradentials enable Confential AppECAtONS 10 KTty EREmsahs 1O the JULPANTCILON SAVICE WHN FECIVING tOKRNS At 3 wed addressabie Kcatcn (usng an HTTPS schema). Foe
& Quickstart a higher level of assurance, we recommend using a certéicate (nstead of a chent secret) as a credential
A integratee assistant

Manage © Appiation regatration certificates, secrets and federated credentials can be found in the tabs below

B Branding & properties

D Authentication Centificates (0)  Client secrets (1)  Federated credentials (0)
Centificates & secrets A secret string that the appEcation uses 10 PrOvE its iIdentity when requesting 3 token. Also can be referred 10 a3 appBcation password

111 Token consiguration
+- New dhent secret
& API permasions

Description Expires Value Secret 10

@ Bpose an API
. engdmo e e8P 6404444600 0257382765 ©
B Approles

<!-- OAuth token auth option. 'true' is for testing. In production
mode set to 'false'! -->

<add key="OAuthAuthenticationAllowInsecureHttp" value="false" />
<!-- Microsoft Open ID authentication parameters. -->
<add key="OpenIdOptionsAuthEnabled" value="false" />

<add key="OpenIdOptionsClientId"
value="392f086b-665b-4646-8369-3a92c7eeddlb" />

<add key="OpenIdOptionsClientSecret" value="16fd%acc-f6e8-444d-
b6ad-4025738f2766" />

<add key="OpenIdOptionsRedirectUrl" value="https://
eng.graphicalnetworks.com/demo/" />

<add key="OpenIdOptionsTenant" value="101379fa-7b59-4db1-8945-
b88dd265fa3b" />

<add key="OpenIdOptionsAuthority" value="https://
login.microsoftonline.com/{0}" />

<add key="OpenldOptionsOAuth2AccessTokenEndpoint" wvalue="/oauth2/
v2.0/token" />

The “ID tokens” option needs to be enabled within the Azure admin console.
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[ £ search
B Overview
& Quickstart

A Integration assistant

Manage

B granding & properties
D Authentication

T Cenficates & sacrets
11! TYoken consiguration
APl permissicns

& Expose an AP

B App roles

& Owrars

& Roles and administrators

| Mandest
Support + Troubleshooting
& Troubleshocting

B New support request

Finally, once all the settings are setup and configured your users should have an option to sign in with

Microsoft.
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Home > Default Directory | App registrations > Eng demo server instance

) Eng demo server instance | Authentication #

A Got feecack?

-+ Add a platfoem

~ Web

Redirect URIs

Quickstart

Doescl

0]

The URJs we willl accept as destinaticns when returning authentication resporses (tokens) after successfully authenticating or signing out users. The redirect URI you
send in the request 1o the login server $hould match one listed here. Also referred 1o as reply URLS, Learn more about Redirect URIS and their restrictionscs’

https//feng.graphicainetworks.com/demo/

Add UR)

Front-channel logout URL

This is where we send 3 request to have the application dear the users session cats. This is required for single sign-out 10
work cormectly.

.. https//example.com/iogout

Implicit grant and hybrid flows

Request 3 token drectly from the
Coesn't use the aahcrzation ¢
For ASP.NET Core web apps

rzation endpoint. If the application has a single-page architecture (SPA) and
of f it ievokes 3 wed API via Javascnpt, select both access tokens and 1D tokens.
other web apps that use hybrid authentication, select only 1D tokens. Learn more about

(B 10 1okens (used for impiicit and hybad flows)
Supported account types

Save Discard
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3 Group Management

netTerrain groups come in two flavors: system groups and custom (or user) created groups. Groups are
logical constructs that contain users and share the same roles and diagram permissions.

By inheriting roles and permissions, users can login to netTerrain with the proper credentials.

3.1 Security roles and default group types

netTerrain has a security model based on 8 roles: No access, Diagram Read-Only, Read-only, Annotator,
Updater, Editor, Power User and Admin. These roles comprise the following permission levels, and each one
inherits the permission level from the previous one:
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1) No access: this role is mostly used to ‘park’ users that may not have access to the project but should not
be deleted from the database. This role can also be assigned on a per diagram basis, so that users may
have no access to certain parts of the project.

2) Diagram Read-Only: users may view data and diagrams, but lack the permission levels to modify, add or
remove data from the database or diagrams. Users will not be able to view the object properties or settings.

3) Read-only: users may view data and diagrams, but lack the permission levels to modify, add or remove
data from the database or diagrams.

4) Annotator: users can add, edit, and delete their own comments and palette objects. The rest of the data
can only be accessed in read-only mode.

5) Updater: users can modify object properties but cannot add new objects, move them on a diagram or
delete them from the database.

6) Editor: users that have full permission to make any modifications in the project.

7) Power-User (or catalog managers): in addition to data-entry functionality in the project, power users can
manage the catalog.

8) Admin: these users have the highest permission level and full access to the system. They can create new
users and groups as well as run audit trail reports and change global settings.

Based on these 8 roles, netTerrain has 8 pre-built system groups that cannot be deleted plus a ‘NotDefined’
system group. This group is mainly for internal usage but may be used for parked users as well.
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Groups

Filter

10

1 out of 1

List of netTerrain system groups (grayed out) and one custom group

To csv

To Excel Add New
Apply Clear
Name =
Admin

Annotator
DiagramReadOnly

Edit

NoAccess

—\

North Campus ‘

NotDefined

PowerUser

ReadOnly

Updater

1 Go

Role
Admin
Annotator
Diagram Re
Edit
No Access
{ Edit vJ
\
No Access
Power Use
Read Only
Updater

Users

Exceptions

Exceptions

As explained previously, netTerrain supports Active Directory (AD) so that groups defined in AD can be
synchronized with netTerrain group roles.

3.2 Group table

Just as with users, the admin console also has a group table to aid the tasks of group management. To

view existing netTerrain groups, select the group link from the admin console page, as depicted below.

Administrator Guide

netTerrain 10.1

28/119



Admin Console

In the sections below, administrators can manage users, groups, global settings and licensing.

User Management ~—— Summary N
Global Settings Users 14 Add New

Groups 10 Add New
Licensing Audit Login History Reports

Audit Trail Reports
Integration

Audit Trail for API

Audit Trail for Collector

Audit Trail for Import

Online Users Indicator

Allow multi-sessions ]

S -

Accessing the group table

A group table view will be depicted, showing the already familiar options for sorting, exporting to csyv,
filtering and deleting groups. Note that system groups cannot be deleted.

3.3 Custom groups

In the netTerrain security model, users are always assigned a group, whether this is done manually, or
through AD group mapping. New groups can be created so that users can be assigned to those new groups,
instead of just relying on the system groups. When creating a new group, a default role is assigned to it. This
role can be overridden later on a per diagram basis.

For small deployments, having one group per role will suffice. Deployments that consist of several
departments with overlapping roles may require the creation of multiple groups with the same role level. For
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example, a large company with a purchasing, a NOC, and an engineering department (each with at least one
user per role), may require the creation of the following groups assigned to the following access levels:

» Purchasing RO: read-only viewers in the purchasing department

- Purchasing DE: data-entry viewers in the purchasing department
- Purchasing PU: power users in the purchasing department

» Purchasing Admin: administrator for the purchasing department
+ NOC RO: read-only viewers in the NOC department

+ NOC DE: data-entry viewers in the NOC department

+ NOC PU: power users in the NOC department

- NOC Admin: administrator for the NOC department

» Engineering RO: read-only viewers in the engineering department
« Engineering DE: data-entry viewers in the engineering department
+ Engineering PU: power users in the Engineering department

* Engineering Admin: administrator for the engineering department

3.3.1 Creating new groups

Creating new groups is a simple task. From the admin console page, select the ‘Add New’ button in the
group row.

User Management ~—— Summary

Global Settings Users 14 Add New

Groups 10 Add New

Licensing

Audit Login History Reports
Audit Trail X “ durge )
Integration Add Grou
Audit Trail for AP P
Audit Trail for Collec  Name: [ My, group) Il ]
Audit Trail for Import ~ Role: [ No Access V]
Online Users Indicatt ( -
Submit ) ( Cancel )

Allow multi-sessions
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Adding a group
The group form includes two fields:

1) Name: the name of the group being created. Try to name these groups in a way that they describe the
default role. That way, it will be easier to associate users with it later. The name can have leading and trailing
whitespaces.

2) Role: this is the default (and highest) level of access for this group. When overriding permissions on a per
diagram basis, the role will be equal or lower than the default.

3.3.2 Adding users from the groups table

Users can be added to a specific group directly from the groups table. Notice that for any group, a user
counter link is provided. This link shows the count of all the users assigned to that group and provides a
shortcut to the users table filtered by that group.

To add a user to a specific group simply click on the user counter link, and then from the filtered user view
click on the 'Add New’ button and proceed to add the user just as described in the previous chapter.

Groups Tocsv  ToExcel  Add New

Filter Apply Clear
# Name - Role Users Exceptic
1 Admin Admin 11
2 Annotato Annota 0

User counter link shortcut to filtered users table

3.3.3 Configuring Azure Active Directory roles

netTerrain administrators can configure Azure Active Directory roles through the Azure AD application
settings following these steps:

1. Go to your application and select the "Create App roles" option
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Home > App registrations > demo.graphicalnetworks.com/demo

=22 demo.graphicalnetworks.com/demo | App roles =

#a
‘/0 Search ‘ « -+ Create app role }5? Got feedback?
B Overview
App roles
& Quickstart . o . . .
App roles are custom roles to assign permissions to users or apps. The application defines and publishes the app roles and interprets
F4 Integration assistant them as permissions during authorization.
How do | assign A I
Manage ow do | assign App roles
B2 Branding & properties Display name Description Allowed member types Value ID State
9 Authentication Admin Admin group for netTerrain Users/Groups Admin aaBaaaff-1c98-4b68-... Enabled

Certificates & secrets

Token configuration

¢

API permissions
& Expose an API

2 App roles

1. Create new app roles in Azure Active Directory matching a group type in netTerrain, such as the "Edit" and
“ReadOnly” group types:
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Create app role

Display name * ©
| Edit

Allowed member types * ©
@ Users/Groups

O Applications
O Both (Users/Groups + Applications)

Value * ©
| Edit

Description * @©

Editor user in netTerrain

Do you want to enable this app role? ©

Apply Cancel
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Create app role X

Display name *
[ ReadOnly Vv

Allowed member types * ©
@ Users/Groups

O Applications
O Both (Users/Groups + Applications)

Value * ©
[ ReadOnly Vv

Description * @

Read only type user in netTerrain

Do you want to enable this app role? @

Apply Cancel I

1. Click on the Enterprise Applications section:
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FH Enterprise applications | All applications

Graphical Networks - Microsoft Entra ID for workforce

«

-+ New application O Refresh ' Download (Export) ﬁ

Overview

© Overview View, filter, and search applications in your organization that are set u|
#2{ Diagnose and solve problems The list of applications that are maintained by your organization are ir
Manage [,O demo.graphicalnetworks.com/demo X Application tyg
i All applications 5 applications found

£ Application proxy Name ™
&3 User settings demo.graphicalnetworks.com/demo

1. Select ‘Users and groups’:

H demo.graphicalnetworks.cor

Enterprise Application

&«

i Overview Propertie:
L] Deployment Plan e
DE —=]
< Diagnose and solve problems E
A
Manage ﬂ
ae
" p = [
i} Properties
Obj
&2 Owners 84

4. Roles and administrators

Getting Si
&2 Users and groups

1. Select ‘add user/groups’
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Home > Enterprise applications | All applications > demo.g

demo.graphicalnetworks.com/

Enterprise Application

S -+ Add user/grot

i Overview

The applicati
] Deployment Plan & pplicati

< Diagnose and solve problems
Assign users and gr

Manage

‘ £ First 200 show

ill Properties

& Owners Display Nam

4. Roles and administrators D ‘ Adria
& Users and groups C] a Adria

1. Select the role and users:

Home > Enterprise applications | All applications > demo.graphicalnetworks.com/demo | Users and groups >

Add Assignment

Graphical Networks

Users and groups

None Selected

Select a role *

None Selected

1. Finally select the role and then the users and press the "Assign" button:
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Home > Enterprise applications | All applications > demo.graphicalnetworks.com/de

Add Assignment

Graphical Networks

Users and groups

1 user selected.

Select a role *

ReadOnly

3.4 Managing group exceptions

Group exceptions are a feature available for custom groups. Each of them can have a set of exceptions,
which override the default access to a particular diagram. Consider this scenario for a given group:

+ Root diagram A: we want to grant users of this group editor access.
- Root diagram B: we want to grant users read-only access.

+ Root diagram C: we want to grant them no access.

In this case, we should use a group with its default role being an editor, and then create two exceptions for
diagrams b and c. Note the following rules when creating exceptions:

1) Exceptions can only have permission levels equal or less than the default access role.

2) If an exception is created for a certain diagram, it will be deleted if the diagram is deleted.

3) By default, all children of a certain diagram that is in an exception list, inherit the exception for that group.
4) Exceptions can only be assigned to custom groups.

To add an exception to a group, select the exceptions link on the groups table.
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Groups Tocsv ~ ToExcel  Add New

Filter Apply Clear
# Name =~ Role Users Exceptions
1 Admin Admin 11
2 Annotator Annotator 0
3 DiagramReadOnly Diagram Read Only 0
4 Edit Edit 0
5 NoAccess No Access 1
6 i [ North Campus ] [ Edit v] 1 Exceptions
7 NotDefined No Access 0

Accessing the exceptions tree

This link will bring up the project hierarchy, which, upon right click on any leaf in the tree, provides the ability
to override the permission to that diagram:
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Diagram Permissions for Group North Campus [ Edit)

A

v Top Level
Application View
» Collector Data
v Higher Ed Net
> 2_Site
v Bowie State
» 4 _Floor
4_Floor
> Al
> R1
» Coppin State
v Frostburg University
v Al
FW_SQZ9QCENN®G6
LhgLXqCOoN
NS-BO112
PDU_bOL5KmKa1Z
PDU_ecEby3ZrLlI
Rack
RTR_LRW3W4YM66
SW_78VORILFGZ
SW_YRD74LTNKT

¥ vV vV vV vV v v v v

v

x5PNZZvD5t

» Salisbury Universi

Diagram exceptions

Note the following elements in this view:

a) The name of the group where exceptions are being placed.

b) Default role of the group.
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c) netTerrain project hierarchy.

Once an exception is assigned to a node in the hierarchy via mouse right-click, that node, and all children
underneath will override the permission level to the one selected from the right click context menu, using the

following color coding:

- Dark Red: No access to diagram.

- Orange: Diagram Read-only access.

« Olive: Read-only access.

+ Green: Annotator access.

- Light Blue: Updater access.

- Black: Edit rights (essentially not overridden).

Diagram Permissions for Group North Campus (Edit)

v Top Level
Application View
» Collector Data
v Higher Ed Net
v 2_Site
2_Site
> 2_Site

v Bowie State

Pl Edit
¢
i A"H‘.‘:I&T,:Z’V
4_FI
v AT Read Only
> 5 Diagram Read Only
F No Access

> ih
» NS-RN114

Assigning permissions on a per diagram basis
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What about the Power-user and admin rights for exceptions? You may be wondering why those are not
shown in the list of options for exceptions. Exceptions are used to control access to project diagrams, and
in the context of a diagram, there is no higher permission level than an editor. As far as diagram access
goes, an editor has the same permission level as a power-user or an admin.

3.4.1 Removing restrictions for a group

To remove existing exceptions or restrictions from a group, you can right click on the top-level and click on
the Remove All Restrictions context menu. There is no undo for this option, so use carefully.

Diagram Permissions for Group North Campus (Edit)

v Top Leyet

S3333333333333IIAIII33333III93333333933333333333

Appl Remove all Restrictions
v Coll

> AWS

> Azure

» netTerrain EM
ServiceNow
SNMP

Solarwinds

Stop! Double click me before using the collector!
VCenter

> WMI
» Higher Ed Net

v Logical Network Diagram

vy vV v v Vv

» 1200x1200

» Higher Education Logical Network Overview

Removing all diagram restrictions
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4 Global Settings

The netTerrain admin console includes a ‘Global Settings’ section to manage certain aspects of the user
interface and licensing. These settings impact the entire netTerrain project. The global settings are broken
up into four sub-sections:

1) Result Sets: settings for how tables in netTerrain should be displayed.
2) Email Notification Settings

3) Page Setup: settings for how netTerrain should display pages.

4) API Settings

5) Other: miscellaneous settings and importer settings.

6) License Info

Admin Console

In the sections below, administrators can manage users, groups, global settings and licensing.

User Management ~—— Result Sets ~  —— Email Notification Settings
Global Settings Search results per page Enable SMTP Email Notifications C
Table views - Default number of records per page Host secure.emailsrvr.com
Licensing Table views - Maximum number of records per page Port 25
. L ) Sender Email testdis@graphicalnei
Integration
Username testdis@graphicalnei
—— Page Setup )
(ABSK TGt V) pogemaginszelri[85 | R 0
Page width [in] Ba0ecalon :] Notifications for Links 0
Poge height[n] | 8.5 Show grid o SNMP Trap Notifications 0
. J -
~—— SNMP Settings ~ —— Other
Enable SNMP Traps Open URL links in new tab
SNMP MIB Modules Manager Show event messages
Show confirmation for object type change
Show confirmation for bulk displayed field change
Display devices in hierarchy browser
Global Settings page

4.1 Result sets

The ‘result sets’ sub section in global settings provides the ability to set the default number of records
displayed on tables and search results.
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1) Search results per page: limits the number of records displayed on a given page when using the search
feature. The default setting is 100.

2) Table views default per page: sets the default number of records displayed for a given page. The default
setting is also 100.

3) Table views max records per page: limits users from requesting a set of records greater than the value on
a given page, with a default setting of 100.

Attention!

Note that increasing the values can cause longer load times for table pages. It can also be a good
excuse to increase those trips to the coffee machine.

4.2 Notifications

netTerrain can send email and SMS notifications to users when certain changes occur in the project. This
feature is akin to the concept of visual overrides: when a property for a certain object type changes to a
certain value, a user or group of users can receive an email. For example, the administrator can set up a rule
that whenever the status of a room changes to “decommission”, the Data Center Manager receives an
email. This behavior is defined in the Notifications Settings section.

To enable email notifications, first make sure the option is checked:
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~—— Email Notification Settings

Enable SMTP Email Notifications
Host

Port

Sender Email

Username

Notifications for Objects
Notifications for Links

SNMP Trap Notifications

( Check availability

secure.emailsrvr.com

25

testdis@graphicalnetworks.com

|
|
|
|

testdis@graphicalnetworks.com

( Set Password

)
J
J
J
J
)

Enabling email notifications

Once notifications are enabled, proceed to set up the email account information, including:

* The email server host name.

* The port number (usually 25).

+ Email, user and password for the sender email account.

- Notifications for objects, links and SNMP traps.

You can create email notifications for node objects as well as links and traps. Click on the number next to

the category (say, Objects) and create a new object notification:
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Object Notifications

Filter

No records found

New notifications dialog

To csv

To Excel

Add New

Apply Clear

X

Add Field Value Change Notification

Type: [ Building v]
Field: [ Address v]
Value: [ ]
Rule: (= v
Destination: [ Email v]
Email: [ ]
Header: [ ]
Message:

( Submjt )( Cancel )
AV

<«<

The notifications dialog first lets you pick which object type you want notifications to be triggered for. Then

you pick the field and value along with the rule. As a next step you pick whether you want email or SMS

notifications for that trigger.

For email notifications you can choose an email header and a message. If you want more than one recipient

for the email, separate the email addresses with commas.

4.3 Page Setup

The page setup area is used to determine default settings for new diagrams created in netTerrain. These

settings include:
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1) Page Size (standard options)
2) Page width

3) Page height

4) Page Margin

5) Page color

6) Grid

Notice that while the Page Size value is set to some standard size, the width and height options are greyed
out. If the specific size you want is not available in a standard option, simply choose the custom option
which then enables you to customize the height and width to your liking for any new pages generated in
netTerrain.

Also notice that page sizes can be overridden in the project on a per page basis.

4.3.1 Default page size and margins

You can set the default page width, height and margins from this section of the admin console. All these
settings are determined in inches. If you change any value, existing diagrams will not be changed, these
settings only work as defaults for newly created diagrams.

4.3.2 Default page color

The page color opens the color dialog and lets you define the default background color a page should have
when it is newly created.
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~— Page Setup N

[ A-[8.5x 11 in] (Letter) v | Page margin size [in] [ 0.5 J

Page width [in] 11 Page color {

Show grid ...

HEEEEN
1 1] |
1111
~—— API Settings ] | —_—

Page height [in] 85

Enable RESTful API
Enable OAuth HTTP (insecure)

Hex
User Tokens Reports

Setting the default page background color

4.3.3 Default grid settings

As with the other settings, you can specify the default grid settings for newly created diagrams. When this
setting is checked, any new diagram created in netTerrain will display the grid by default.

Tip:

All size related values in these dialogs are assumed to be in inches. If you want to use floating
numbers, use a dot to determine the fractional part of the number, such as “11.5'.

4.4 API Settings

If you want your end users to be able to leverage the netTerrain RESTful API, then make sure you check the
Enable RESTful API checkbox. Once this option is checked, end user can try out REST commands directly
from the Swagger documentation available from the Help ribbon. In addition in this section, the admin can
set up user tokens and manage HMAC authentication for access. An additional specific API setting is the
ability choose how to retrieve lat/long coordinates.
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~—— API Settings

Enable RESTful API

User Tokens

Enable OAuth HTTP (insecure)

Reports

Lat/long for node map coords in API: \ Node's top-left corner

v]

( Manage HMAC authentication )

4.5 Miscellaneous Settings

Any miscellaneous settings that are not included in the first two sub sections can be managed from here.

— Other

Open URL links in new tab netViz import
Show event messages Visio import
Show confirmation for object type change Visio export
Show confirmation for bulk displayed field change Excel import
Display devices in hierarchy browser PDF export
Display vendor categories in catalog O KML import
Turn on ‘Thought of the day' KML export
Enable IP toolset ArcGIS import
Enable Predefined Device Overrides Static export
Collector
Render exports from server O
Show small object markers in static diagrams O Go up effect \M\
Show small object markers in dynamic maps O Objects with pending add tasks shown \W\
Consolidate bend points in static diagrams Objects with pending delete tasks shown \W\
Consolidate bend points in dynamic maps O Default Font family \Roboto—V\
Object blink count s Date format [MMddyyyy v
Show on diagram effect \m\ Use 24 hour time format O
Other Admin Settings
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4.5.1 Open URL links in new window

This setting controls the mode by which hyperlinks are treated. Hyperlinks (URLs) can either open in a new

window or in the current netTerrain window.

—— Other

I Open URL links in new tab

<]
_—

Show event messages

Display devices in hierarchy browser
Display vendor categories in catalog
Turn on ‘Thought of the day'

Enable IP toolset

Enable Predefined Device Overrides

Change Logo Image

Object blink count

Show on diagram effect

Show confirmation for object type change

Show confirmation for bulk displayed field change

Show small object markers in static diagrams
Show small object markers in dynamic maps
Consolidate bend points in static diagrams

Consolidate bend points in dynamic maps

[ I < I <

(<IN < I < B

0O 0

Show blinking rectangle ¢ v

netViz import
Visio import
Visio export
Excel import
PDF export
KML import
KML export
ArcGIS import
Static export
Collector

Render exports from server

Go up effect

Objects with pending add tasks shown
Objects with pending delete tasks shown
Default Font family

Date format

Use 24 hour time format

Show blinking rectangle ¢ v

Outline Mode
Outline Mode
Roboto
MM-dd-yyyy

0 [ < T < I < IO < O < I < I < IO < I < I <.}
< l<ll<] ¢

Open URL links in new window setting

4.5.2 Show event messages

This setting controls the enabling or disabling of user triggered database operation notifications. These

event messages are the green dialogs that pop up on the bottom right corner after a database operation has

been triggered by the user.
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— Other

Open URL links in new tab netViz import
Show event messages I Visio import
Show confirmation for object type change Visio export
Show confirmation for bulk displayed field change Excel import
Display devices in hierarchy browser PDF export
Display vendor categories in catalog ) KML import
Turn on ‘Thought of the day' KML export
Enable IP toolset ArcGIS import
Enable Predefined Device Overrides Static export

Collector

Render exports from server O
Show small object markers in static diagrams O Go up effect
Show small object markers in dynamic maps O Objects with pending add tasks shown
Consolidate bend points in static diagrams Objects with pending delete tasks shown
Consolidate bend points in dynamic maps 0 Default Font family
Object blink count Date format
Show on diagram effect Use 24 hour time format O

J

Show event messages setting

If you get complaints from users about these notifications being too frequent or annoying, it may be time to
turn them off here.

4.5.3 Show confirmation for object type change

When this setting is checked, every time a user is about to change the type of an instance, a dialog
requesting confirmation of that action appears. The idea behind this confirmation is to warn users about
this operation that does not have an undo action. Once your users become very proficient in netTerrain and
savvy about the day-to-day documentation you may consider turning this setting off.
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— Other

Open URL links in new tab netViz import
Show event messages Visio import
Show confirmation for object type change I Visio export
Show confirmation for bulk displayed field change Excel import
Display devices in hierarchy browser PDF export
Display vendor categories in catalog ) KML import
Turn on ‘Thought of the day' KML export
Enable IP toolset ArcGIS import
Enable Predefined Device Overrides Static export

Collector

Render exports from server O
Show small object markers in static diagrams O Go up effect
Show small object markers in dynamic maps O Objects with pending add tasks shown
Consolidate bend points in static diagrams Objects with pending delete tasks shown
Consolidate bend points in dynamic maps 0 Default Font family
Object blink count Date format
Show on diagram effect Use 24 hour time format O

J

Show confirmation for object type change setting

4.5.4 Show confirmation for bulk displayed field change

When this setting is checked, every time a user is about to apply the changes to a displayed field for all
instances of that type, a dialog requesting confirmation of that action appears. Same as above, the idea
behind this confirmation is to warn users about an operation that does not have an undo action. In the same
vein as the previous warning, once your users become very proficient in netTerrain and savvy about the day-
to-day documentation you may also consider turning this setting off.
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— Other

Open URL links in new tab
Show event messages

Show confirmation for object type change

[ < I <

I Show confirmation for bulk displayed field change

<]
L

Display devices in hierarchy browser
Display vendor categories in catalog
Turn on ‘Thought of the day'

Enable IP toolset

Enable Predefined Device Overrides

Change Logo Image

Show small object markers in static diagrams
Show small object markers in dynamic maps
Consolidate bend points in static diagrams
Consolidate bend points in dynamic maps
Object blink count

Show on diagram effect

IDSDD [ < I < IS <.}

Show blinking rectangle ¢ v

netViz import
Visio import
Visio export
Excel import
PDF export
KML import
KML export
ArcGIS import
Static export
Collector

Render exports from server

Go up effect

Objects with pending add tasks shown
Objects with pending delete tasks shown
Default Font family

Date format

Use 24 hour time format

Show blinking rectangle ¢ v
Outline Mode

Outline Mode

Roboto

MM-dd-yyyy

O (I < IO < I < < IO < I < I IO < I < I <}
< <)< ]¢

Show confirmation for bulk displayed field change setting

4.5.5 Display Devices in hierarchy Browser

By default, netTerrain will not display a device in the hierarchy browser unless the device has been double

clicked. If this setting is enabled, all devices will be displayed in the hierarchy browser.

— Other

Open URL links in new tab
Show event messages
Show confirmation for object type change

Show confirmation for bulk displayed field change

[ I I < B <]

I Display devices in hierarchy browser

<]
_—

Display vendor categories in catalog
Turn on ‘Thought of the day'
Enable IP toolset

Enable Predefined Device Overrides

Change Logo Image

Show small object markers in static diagrams
Show small object markers in dynamic maps
Consolidate bend points in static diagrams
Consolidate bend points in dynamic maps
Object blink count

Show on diagram effect

IGNDD (<IN < I < B

Show blinking rectangle ¢ v

netViz import
Visio import
Visio export
Excel import
PDF export
KML import
KML export
ArcGIS import
Static export
Collector

Render exports from server

Go up effect

Objects with pending add tasks shown
Objects with pending delete tasks shown
Default Font family

Date format

Use 24 hour time format

Show blinking rectangle ¢ v
Outline Mode

Outline Mode

Roboto

MM-dd-yyyy

0 (I < T < < O < IO < I < I < I < I < I <]
< <)< [«
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Display devices in hierarchy browser setting

4.5.6 Vendor Categories

This is a cool feature that enables or disables vendor categories in the catalog pane on the project side: If
you prefer to work with your own categories and think that a long list of vendors in the categories drop-
down box is intrusive, we recommend disabling this here.

— Other N

Open URL links in new tab netViz import
Show event messages Visio import
Show confirmation for object type change Visio export
Show confirmation for bulk displayed field change Excel import
Display devices in hierarchy browser PDF export
Display vendor categories in catalog O I KML import
Turn on ‘Thought of the day' KML export
Enable IP toolset ArcGIS import
Enable Predefined Device Overrides Static export

Collector

Render exports from server O
Show small object markers in static diagrams O Go up effect
Show small object markers in dynamic maps 0 Objects with pending add tasks shown
Consolidate bend points in static diagrams Objects with pending delete tasks shown
Consolidate bend points in dynamic maps O Default Font family
Object blink count Date format
Show on diagram effect Use 24 hour time format O

Enabling the vendor categories option in the catalog

4.5.7 ‘Thought of the Day’

As one of our world-famous quotes say, "Mix a little foolishness with your serious plans: it's lovely to be silly
at the right moment." We take that foolish advice very seriously, so we add a bit of sizzle to your netTerrain
experience by providing some funny quotes every time you log in. Well, at least we think they are funny.

TotD quotes are stored in a text file and netTerrain pulls them randomly as display pop up messages each
time a user logs onto the system (unless they re-login on a diagram that is not the top level). The quote is
displayed for a few seconds after the user logs on.

The thought of the day file is in the “Vis” folder on the netTerrain application server. The file is called
“ThoughtOfTheDay.txt" and this name can be changed from the web.config file. Want to add your own
quotes? Just open the TotD file and edit it with your favorite text editor.
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9

File Edit Format View Help
"To err is human... to really foul up requires the root password."
"If at first you don't succeed; call it version 1.0"

"A mathematician is a device for turning coffee into theorems."

Thought of the day text file

ThoughtOfTheDay.txt - Notepad

In the extremely unlikely event that you find this feature annoying, well let you turn it off from the admin

console, as displayed below. Please call us so we can also recommend you to a good spot to go rest for

three months for a much-needed vacation.

— Other

Open URL links in new tab
Show event messages

Show confirmation for object type change

Show confirmation for bulk displayed field change

Display devices in hierarchy browser

Display vendor categories in catalog

Turn on ‘Thought of the day'

Enable IP toolset

Enable Predefined Device Overrides

Change Logo Image

Show small object markers in static diagrams
Show small object markers in dynamic maps
Consolidate bend points in static diagrams
Consolidate bend points in dynamic maps
Object blink count

Show on diagram effect

V'
4
O
|
O
)
O

netViz import
Visio import
Visio export
Excel import
PDF export
KML import
KML export
ArcGIS import
Static export
Collector

Render exports from server

Go up effect

Objects with pending add tasks shown
Objects with pending delete tasks shown
Default Font family

Date format

Use 24 hour time format

Show blinking rectangle ¢ v

Outline Mode
Outline Mode
Roboto
MM-dd-yyyy

O (I < T < O < O < IO < I < I < I < I < I <]
< <)<«

Thought of the day setting

4.5.8 IP Toolset

The enable IP toolset option controls the activation or deactivation of IP address-based programs executed

from a client machine. When checked, this option will enable any programs that are configured in the IP

Toolset Apps section (depicted below).
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— Other

Open URL links in new tab netViz import
Show event messages Visio import
Show confirmation for object type change Visio export
Show confirmation for bulk displayed field change Excel import
Display devices in hierarchy browser PDF export
Display vendor categories in catalog ) KML import
Turn on ‘Thought of the day' KML export
Enable IP toolset I ArcGIS import
Enable Predefined Device Overrides Static export

Collector

Render exports from server O
Show small object markers in static diagrams O Go up effect
Show small object markers in dynamic maps O Objects with pending add tasks shown
Consolidate bend points in static diagrams Objects with pending delete tasks shown
Consolidate bend points in dynamic maps 0 Default Font family
Object blink count Date format
Show on diagram effect Use 24 hour time format O

J

IP toolset setting

These programs only work on a client machine if the IP toolset application has been installed on that
machine. Also, these programs must exist in the client machine, since the activation is client based
(browsers themselves cannot allow the execution of client programs for security reasons).

Any clients that need to utilize this feature must run the IP toolset installer on their machine. To get the
toolset installer, the user can download it from the Tools->Utilities menu.

As can be seen from the screenshot below, this option provides a link to a table containing all the programs
that the administrator configures.
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IP Toolset App list

Any number of applications can be configured by an administrator and if the IP Toolset is enabled they will
show up for any user (regardless of whether they have the app installed on the client machine or not) as a

context menu list when clicking on a free text, displayed field or property value that has the format of an IP
address.

To add a new application, proceed as follows:
1) Click on the Add new button.
2) Type in the Application name, as you want it to appear for end users.

3) Fill out the appropriate information in the application “App” field. Note that because this is a server-side
setting, the server cannot possibly know where each client has the corresponding application installed. As
such, only applications that can be executed directly from the windows start->run dialog using the same
‘App’ descriptor will work. For example, the telnet app will only work for every client in the organization, if
every one of them can also launch the telnet app directly from their windows start->run dialog using the
same string as the one entered in the App field (usually Telnet’).

4) Enter the appropriate parameters for the application. The syntax for this is the same as the one that
would be passed in the client machine when using the application followed by the {ip} parameter, which will
pass the IP address of the text or property that triggered the app.

The image below shows the execution of the ping command, as seen by an end user.
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IP Toolset execution example

Attention!
Try to limit the number of apps to essential and ubiquitous ones for several reasons:
1) Obscure applications may not be available or installed on every machine.

2) The visibility of applications cannot be controlled in a granular fashion. Every user sees the same
apps.

3) Too many applications would clutter the project-side context menu.

4.5.9 Predefined status visual override for devices

As netTerrain, along with the collector gets closer to a monitoring solution and not just a documentation
tool, we keep adding features to make real-time alarming and notifications easier. One such feature is the
global status visual override for devices.

Now if you want to display any device in, say, red, if it is alarmed, you don't have to create a visual override
for each device. Instead, you can create a global visual override that applies to all devices, and you can do so
for multiple criteria. This global override only applies to the status field, which is the field that will be mapped
automatically with the collector for real-time status updates in case you are using our SNMP discovery to
report on device status.
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Enabling predefined device overrides

To enable the status visual override for devices, do the following:

» First check the 'Enable Predefined Device Override' checkbox.
» Click on the settings hyperlink to create a new global override.

« From the Predefined Device Override page, click on the 'Add New' button.
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+ Choose an effect you want for all your devices.
+ Pick a Value for which any devices that matches it, will display the effect.
» Submit

We typically recommend pairing this feature with our own discovery and using values that match the status
values imported from SNMP or some connector corresponding to 'Down' states. That way you can visually
see when a device is down in near-real time!
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Typical 'Down’ status values for devices, when paired with auto discovery

4.5.10 Company logo image

If you wish to replace the default Graphical Networks logo that shows up in netTerrain, with your own, you

can do this easily from here:

Link to change application logo

After clicking on the link, browse to the folder that has the image you want to use in netTerrain. This will

replace the current one.

Changing the logo image for the netTerrain application
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4.5.11 Enabling and disabling import / export buttons

Whether it's for security reasons or to reduce clutter, certain administrators don't want specific import or
export buttons to be available in netTerrain. This can be controlled from the 8 checkboxes displayed below.

Enabling or disabling import / export buttons

Any option that is checked will then enable the corresponding importer or exporter in the project toolbar.
These include:

+ netViz import
« Visio import

+ Visio export

« Excel import

+ PDF export

« KML import

« KML export

+ ArcGIS import

« Static exports

The export buttons on the netTerrain toolbar can be enabled or disabled individually. The example below
shows a toolbar where all imports and exports are enabled.
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netTerrain import ribbon

netTerrain export ribbon

The static exports in netTerrain provide a mechanism to export a diagram to both static HTML as well as
PNG.

Attention!

Enabling the importers and exporters does not necessarily make them work. In particular, the Visio
and netViz buttons will only work if the application server has been properly configured. Please
consult the import — export guide.

Also notice that if only one of the Visio options is checked, the toolbar button will show up in the project with
the other menu being disabled.

4.5.12 Enabling the collector

The collector is netTerrains new multi-tenant discovery engine. It is outside of the scope of this guide to go
over the collector specifics (check out the collector guide for that), but it is important to know that it can be
enabled from here, which means that end users can then download it from the Tools menu in the project to
perform network discoveries.
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Enabling the collector

4.5.13 Rendering exports from server

Visio, Power Point and PDF exports can be rendered from the client or from the server. This checkbox
controls that mechanism. Both mechanisms have somewhat obvious pros and cons. Server rendering
simplifies the process for the user but requires the applications to be installed on the server, which can be
complicated. Client rendering is a lot easier but requires every client going through a small setup.
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For more details on the import and export mechanisms available on netTerrain, please see the Import/
Export Guide.

4.5.14 Controlling OSP-related small markers

In OSP maps (see End-User guide) zoomed out states can prevent users from even seeing nodes on that
map. When the show small object markers in dynamic maps feature is checked, then all nodes on a map
will display a so-called ‘halo’” or marker, once the user is zoomed out beyond a point where the nodes would
normally disappear (due to being small).

This feature is also available for static maps (not OSP related), but we do recommend leaving this setting
unchecked for static maps.
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Controlling the usage of markers (halos) in static and dynamic maps

4.5.15 Bend point consolidation

netTerrain simplifies the creation of bend points by consolidating what seem to be redundant bend points.
In some cases, though, particularly for dynamic maps, you may need some very fine tuning of your bend
points, where your consolidation could stand in the way of a smoother creation of links with bend points.

To prevent that, netTerrain lets you control whether you want bend points to be consolidated automatically
or not.
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Bend point consolidation setting

4.5.16 Object blink count

This setting controls how many times an object will blink when being redirected from an object search table
or from another page where object blinking applies (such as when using the ‘up’ button).
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Object blink setting

4.5.17 Show on Diagram effect

This setting lets you choose what happens when you press a “Show on diagram” link or when you use the
feeling lucky search option. The show on diagram link will appear after a search is performed or a table view
is generated. After you click in the show on diagram link, one of the following effects is triggered:

- Show blinking rectangle around object
- Blink object
+ Show big red arrow

- Select object

Show on diagram effect
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4.5.18 Go up effect

This setting lets you choose what happens when you press the ‘Go up’ button or shortcut. After you press
the up option or shortcut one of the following effects is triggered:

+ Show blinking rectangle around object
» Blink object
+ Show big red arrow

- Select object

Go up effect

4.5.19 Workorder settings

The work order feature in netTerrain can distinguish nodes that have pending tasks from regular nodes (or
nodes with tasks that are closed). In the admin console you can choose how these nodes with pending
tasks are rendered. The rendering options include:

- Outline mode — this is essentially a grey rectangle that defines the rect object boundaries of the node.
+ Faint mode — this is similar to how you would see a node after you cut it and before you paste it.
+ Normal mode - boring

+ Hidden — for when you want some mystery in your netTerrain diagram and hide these nodes with pending
tasks from everybody.
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These rendering modes can be controlled separately between insert and delete tasks, as shown below:

Setting for WO rendering affecting objects with insert tasks

Setting for WO rendering affecting objects with delete tasks
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4.5.20 Default Font family

You can set the default font for text created in netTerrain by changing the 'Default font family' setting.

4.5.21 Date format

To change the date format used in any fields or text displaying dates, choose the appropriate date format
from the combo box.
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4.5.22 24 hour time format

Like the date format feature, you can also change the format used to display dates by switching to the 24-
hour time format.
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4.6 Custom user actions

netTerrain right-click context menus include the feature of being able to create your own custom user
actions via right-click context menus accessible from the custom actions menu.

Custom actions can be launched through an object or a diagram right-click context menu, as we can see
from the image below.

Custom Actions menu

To set up a custom action, an administrator must configure the CustomUserActions.xml file accessible
from <netTerrain root installation folder>\CustomActions .When thisxmlis properly
configured, your custom actions will be populated as sub menus inside the Custom Actions menu which
can trigger specific custom-defined actions.

The configuration data inside the CustomUserActions.xml file usually triggers a dll (the custom action binary
file, which is sometimes paired with another json custom action-specific configuration file), which can be
foundin <netTerrain root installation folder>\WebApi\modules .
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Several predefined custom actions are included with a standard netTerrain installer including:

- ChatsworthExtModule.dll: an extension to control the opening and closing of rack doors
+ CmdRunConnector.dll: an extension to run a cmd file
* NetTerrainLabelHelper.dll: an extension for label printing

- ReportLauncher.dll: an extension to expand the capabilities of table reports allowing for more complex
queries

» ServiceNowConnector.dll: an extension to write back data from netTerrain to Service Now, thus extending
the capabilities of the Service Now connector

To better understand how these custom actions work, we will explore the case of the CmdRunConnector,
paired with a series of functions to power cycle a device (on and off).

4.6.1 Setting up the CustomUserAction

The first step in enabling your custom user action is to configure the CustomUserActions.xml file. As
mentioned above, you can find itin <netTerrain root installation

folder>\CustomActions\ .

Open the xml file using notepad or some text editor that doesn't add strange foo inside the plain text file and
insert a new xml node:

<CustomUserAction>
<Name>Power cycle ON</Name>
<Action>runextmethod</Action>
<Filter>nodes</Filter>
<Parameters>
<Module>CmdRunConnector.dl1</Module>
<Method>RunCmd</Method>
<MethodParameters>
<nodeId>[Id]</nodeId>
<commandId>PortOn</commandId>
</MethodParameters>
</Parameters>
</CustomUserAction>

Here we can see that the name of the node is "Power cycle ON", which is the name of the sub menu end
users will see when they expand the Custom Action menu.
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Custom actions call a dll, which can consist of several methods, which in turn can take multiple parameters.
In our example the dll is CmdRunConnector.dll (already included by default in your netTerrain installer), the
method is RunCmd and two parameters (nodeld, commandld) are supplied to the method.

4.6.2 Preparing the dll and configuration files

Notice that in this example we use a dll that already exists, but netTerrain developers (using the netTerrain
SOAP API Guide) can create their own dlls. In that case place your own dlls in the \WebApi\modules folder.

For our CmdRunConnector dlIl we must also configure the corresponding json file (also for this case
included in the default netTerrain installer).

"CmdRules": [
{
"CommandId": "PortOn",
"Command": "cmd",
"IsAsync": false,
"CommandArgs": "PowerCycleOn.cmd [IpVal] [DevVal]
[OQutletVal]l",
"ArgReplacements": |

{

"KeyWord": "[IpVal]",
"PropName": "IP Address"
}y
{
"KeyWord": "[DevVal]l",
"PropName": "Physical Address"
}y
{
"KeyWord": "[OutletVval]",
"PropName": "PortChannel"
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Notice the following fields to be configured in the jason file:

+ Command: actual command to call
- CommandArgs: parameters of the command

- ArgReplacement: mapping of parameters with netTerrain fields containing the data

Finally, we must also include the actual cmd file in this case. Our PowerCycleOn.cmd file looks as follows:

set ip=%1
set devid=%2
set outletid=%3

curl --location --globoff --request GET "http://%ip%/api/dev/%devid%/
outlet/%outletid®"

--header "Content-Type: application/json" *

--data "{\"username\": \"control\",\"password\": \"control\",
\"cmd\": \"control\",\"action\": \"off\"}"

You'll have to replace “control-control” username and password with your own of course. In addition, we
need three parameters: ip, devid, outletid. These are conveniently taken from netTerrain fields as can be
seen from the properties window of a port object that triggers the powering off command. The mapping of
the parameters used by the command and the netTerrain fields is defined in the ArgReplacements section
above.
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We can also create a Power Off command in a similar fashion.

A PowerCycleOff.cmnd command file would be configured as follows:

set ip=%1
set devid=%2
set outletid=%3

curl --location --globoff --request GET "http://%ip%/api/dev/%devid%/
outlet/%outletid%" *
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A

--header "Content-Type: application/json"

-—-data "{\"username\": \"control\",\"password\": \"control\",

\"cmd\": \"control\",\"action\": \"off\"}"

A new xml node in the CustomUserAction.xml file would be set up as follows:

<CustomUserAction>
<Name>Power cycle OFF</Name>
<Action>runextmethod</Action>
<Filter>nodes</Filter>
<Parameters>
<Module>CmdRunConnector.dl1</Module>
<Method>RunCmd</Method>
<MethodParameters>
<nodeId>[Id]</nodeId>
<commandId>PortOff</commandId>
</MethodParameters>
</Parameters>
</CustomUserAction>

And our CmdRunConnector.json should look like this:

"CmdRules": [
{
"CommandId": "PortOn",
"Command": "cmd",
"IsAsync": false,
"CommandArgs": "PowerCycleOn.cmd [IpVal]
[OQutletvall",
"ArgReplacements": |
{
"KeyWord": "[IpVal]",
"PropName": "IP Address"
}y
{
"KeyWord": "[DevVal]l",
"PropName": "Physical Address"
}y
{
"KeyWord": "[Outletval]l",
"PropName": "PortChannel"
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"CommandId": "PortOff",

"Command": "cmd",
"IsAsync": false,
"CommandArgs": "PowerCycleOff.cmd [IpVal] [DevVal]
[OutletVall",
"ArgReplacements": [
{
"KeyWord": "[IpVal]",
"PropName": "IP Address"
b
{
"KeyWord": "[DevVall",
"PropName": "Physical Address"
b
{
"KeyWord": "[Outletval]l",
"PropName": "PortChannel"

Here is how the custom menus should look like after everything is configured correctly.
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4.6.3 Custom actions: setting up a label printer

As a nice example of how to use custom actions we will go over the steps to set up a label printer. At
Graphical Networks we have developed a custom dll (not so custom | guess if we did it ) and tested a label
printer using the Cognitive TPG printer.

In our example, the printer uses port 9100, which should be configured along with its IP address to reach it.
Usually that configuration is done from the printer admin console.

Once the printer is configured we need to set up the customUserAction file (usually located in C:
\ProgramData\Graphical Networks\netTerrain\vis\CustomActions). Make sure to include the following code
shown below as a new section in the xml file:

<CustomUserAction>

<Name>Print Labels - CognitiveTPG</Name>

<Action>runextmethod</Action>

<Filter>nodes,links</Filter>

<Parameters>
<Module>NetTerrainLabelHelper.dll</Module>
<Method>PrintLabelsForSelectionCognitiveTPG</Method>
<MethodParameters>

<PrinterIp>172.16.10.6</PrinterIp>

Administrator Guide netTerrain 10.1 79/119



<Port>9100</Port>
<Selection>[Selection]</Selection>
<NodelLabelTemplate>! 0 100 260 1

PITCH 150
TEXT 0(0,0,1,1) 0 O

{{node property values|['Name'].displayed value}}
BARCODE CODE128(2:4) 1 140 80 {{id}}
END

</NodelLabelTemplate>
<RackLabelTemplate>! 0 100 260 1

PITCH 150
TEXT 0(0,0,1,1) 0 O
{{base node.node property values|['Name'].displayed value}}
BARCODE CODE128(2:4) 1 140 80 {{id}}
END
</RackLabelTemplate>
<DevicelabelTemplate>! 0 100 260 1
PITCH 150
TEXT 0(0,0,1,1) 0 O
{{base node.node property values['Name'].displayed value}}
BARCODE CODE128(2:4) 1 140 80 {{id}}
END

</DevicelLabelTemplate>
<CardLabelTemplate>! 0 100 260 1

PITCH 150
TEXT 0(0,0,1,1) 0 O
{{base node.node property values['Name'].displayed value}}
BARCODE CODE128 (2:4) 1 140 80 {{id}}
END
</CardLabelTemplate>

<PortLabelTemplate>{{name}}</PortLabelTemplate>
<LinkLabelTemplate>! 0 100 260 1

PITCH 300

TEXT 0(0,0,1,1) 0 O

{{from node.parent node.parent rack container.parent rack.name}}-
{{from node.parent node.name}}:{{from node.name}}
TEXT 0(0,0,1,1) 0 30

{{to_node.parent node.parent rack container.parent rack.name}}-

{{to_node.parent node.name}}:{{to node.name}}
END
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</LinkLabelTemplate>
</MethodParameters>
</Parameters>
</CustomUserAction>

We can see here that the barcode printer has been configured in netTerrain to print labels for most object
types: generic nodes, racks, devices and cards.

Next, make sure to copy the new NetTerrainLabelHelper.dll file over here:

C:\ProgramData\Graphical Networks\netTerrain\vis\WebApi\modules.

Next, make sure to enable the pipe protocol for Internet Information Services (II1S) using the IIS admin
console:

Administrator Guide netTerrain 10.1 81/119



Once this is done, it is necessary to restart the server where netTerrain is running for the changes to take
effect.

To test this out, you can print out a label from netTerrain by right-clicking on the custom actions menu:
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The printed label will look something like this:
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4.7 License Information

The license info section details information about the netTerrain deployment and what it has been
authorized for, as well as a button to add a new license key and another link to request a software upgrade.
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License info section

1) Expiration: The number of days remaining until the installation requires a new license. This is usually only
relevant for yearly or trial versions of netTerrain. If you have a permanent netTerrain license the value should
be 'Never'.

2) Total Users: number of users of any kind that are licensed vs. the number of users set up in the system.
3) Editors: Maximum number of users that can be created in netTerrain with a default role of editor or higher.
4) Nodes + Devices + Racks: the sum of the instances of those three categories allowed by the license.

5) Node types: Maximum number of node types in the catalog.

6) OSP: Boolean that specifies whether Outside Plant (OSP) features (maps, circuit and strand
management) are enabled or not.

7) WOM: Boolean that specifies whether the Work Order Management (WOM) feature is enabled or not.
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8) Dashboard: Boolean that specifies whether the Dashboard feature is enabled or not.
9) User API: Boolean that specifies whether the REST API feature is enabled or not.
10) IP Toolset: Boolean that specifies whether the IP Toolset feature is enabled or not.

11) Docs Upload and Tracking: Boolean that specifies whether the feature is enabled or not.

4.7.1 Activating a new key

To activate a new netTerrain license key, simply select the link at the bottom of the admin console page. A
new dialog to prompt the loading of a license key will pop up.

License key dialog

You can enter a license key by simply copying and pasting the key provided by Graphical Networks or you
can load it as a bin file using the ‘Load from file’ button. After submitting, the new license key settings are
applied immediately. A restart of IIS is not necessary.

Contact Graphical Networks sales to request a new license key (sales@graphicalnetworks.com) or enter a
ticket in the Graphical Networks customer portal.
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4.8 Requesting a netTerrain upgrade patch

To upgrade the netTerrain server to a new version you can now request the upgrade patch directly from the
admin console. This feature gives you the option to upgrade netTerrain via an upgrade Zendesk ticket, or
email.

To start the upgrade process, head over to the admin console and scroll all the way down to the ‘Request
software upgrade’ link:

Requesting a software upgrade

4.8.1 Upgrade via Zendesk ticket

When clicking on this link, the admin can start the upgrade request process and automatically generate a
Zendesk upgrade request ticket. This process requires the admin to have a valid Zendesk email to verify
against the support account:

After verifying the Zendesk user, the admin can create the ticket, which will include some basic licensing and
count information to speed up the upgrade request on our end (before we used to request this information
manually in a process that was also error-prone and led to a lot of back and forth emails).
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Verified Zendesk user

4.8.2 Upgrade via ticket

In some cases, you may not be connected to the internet or perhaps you don't have a Zendesk account (you
should, it's free...), in which case you can request the software upgrade via email. You can do that by
skipping the automated Zendesk ticket process:

Upgrading via email
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The process is super simple: download the PDF file that will include the same licensing information that is
sent to Zendesk, and instead, attach it in an email:

PDF upgrade sheet used by Graphical Networks to process the upgrade

4.9 Additional settings using the settings.xml file

In the netTerrain administration console you can currently adjust many global settings, as discussed above.
There are, however, more settings that can help you control different aspects of the netTerrain software.

Anything that doesn't make it into the GUI (because it may be a bit too obscure or perhaps, we don't want
somebody to just easily change it from the console) goes into a file called Settings.xml. This file can be
found on the netTerrain app server inside the netTerrain root folder and can be edited with a simple text
editor like notepad.

4.9.1 Authentication and security settings

These settings deal with how you login, and how netTerrain behaves in certain scenarios when it comes to
security. As a side note, there is another file called web.config, which is the file that controls the basic
configuration parameters, including the application connection string and more. In there you will find a few
more settings related to authentication, such as your password strength and so on in case you are using
native authentication.
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Let's review the parameters:

« PreserveloginUrl: this setting controls whether the URL should be preserved on your browser.

+ AutoLoginAsReadOnly: turns login-less access to the system on or off. If turned on, you will be granted
access to netTerrain automatically in read-only mode (you won't be associated with a user, of course), and
you can log in later from within the tool if you want.

+ MaximumFailedLoginAttempts: self-explanatory.

+ ActiveDirectorySyncGroupFilter, ActiveDirectorySyncUserFilter,ActiveDirectoryUserFilter: Active Directory
settings to tune your AD to properly synch up with netTerrain groups and users.

+ AuthenticationCookieTimeoutMinutes: self-explanatory.

- OAuthAuthenticationAllowInsecuteHttp: should only be set to false when working in an environment
closed off to the Internet.

+ Microsoft Open ID authentication parameters: self-explanatory.

- 2FA parameters: These parameters deal with the setup of multi-factor authentication.

4.9.2 Directories

There seems to be an endless array of settings related to folder, paths, and the like. Unless you must do
something esoteric like integrating the output of these folders and paths with some external system and
you must read it from a path or folder other than the default, then there shouldn't be a need to ever touch
these. I am not going to explain the meaning of each, since they are quite self-explanatory, so here they are
in their full glory:

-+ SQLTablesDirectoryName

+ SQLExpressionsDirectory

* QuotesFile

+ DynamicReportsDirectoryName
« ErrorLogDirectory

+ EmbeddedDocumentsPath

- WebApiModulesPath and WebApiNetPipeAddress
- DevExpressFilesPath

+ NetVizimportQueuePath

« VisiolmportQueuePath

+ SupportlLink

* SevenZipAppPath

« CollectorSettingsFileName

+ ThemesPath

- DevExpressDefaultConnectionStringName
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4.9.3 Default Global Settings

This is a lose categorization of parameters that have to do with default settings that affect all users globally
and are not related to more specific categories listed here or in the other two blogs. Below we'll briefly
describe what each setting does:

4.9.3.1 DefaultDiagramld

Like the name suggests, here we define which diagramld should be the default diagram that users access in
the absence of a cached diagramld. Normally this id corresponds to the top-level diagram and it shouldn't
be changed. However, in some scenarios you may want new users that access the system (or existing users
flushing the cache) to access a diagram other than the top level.

4.9.3.2 DefaultThemeName

This is the default theme or skin you want your users to see when they log into netTerrain. Each user can
later override this with their own skin.

4.9.3.3 AllowSymbolsInExpressions

This one is a bit obscure. When set to true you can use symbols in your expressions (see database and
scripting guide). We recommend leaving it false unless you work in an environment closed off to the
internet.

4.9.3.4 DevExpressDefaultDashboard

This parameter lets you define the default dashboard view that will appear when users click on the report
button.

4.9.4 netTerrain notifications and IT visualization parameters

Notification parameters include the ones you see for errors as well as those quirky quotes of the day and
other alerts.
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4.9.4.1 ShowErrors and ErrorLog

When set to use you will see error notifications on the bottom right corner of netTerrain and errors will be

logged.

4.9.4.2 IntervalHideQuote and IntervalHideHelpMessage

These two settings let you set the display time of quotes and help messages (in milliseconds).

Quote of the day

4.9.4.3 HelpMessageShowCount

This setting lets you determine how many times you want to display each help message category for new
users that join netTerrain.

Help notifications

4.9.4.4 ShowAlertlf90PercentsCapacityReached

When set to yes, this parameter will alert users when your netTerrain object license count has reached 90%
of its capacity.
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4.9.5 Usability and visualization

This section or set of parameters in the settings.xml file is one of the more useful ones as it lets you control
certain aspects of the usability and visualization.

4.9.5.1 SearchStringLength

This parameter determines the minimum size of a search string that does not result in a search error. Users
that enter a string with a smaller number of characters will get a search error notification. It should probably
always be set to 3 characters.

Search error notification

4.9.5.2 EnableShortcutsToAddNodeRackDeviceAutomatically

When set to true, you can use simple shortcuts to add nodes, racks, and devices to netTerrain. These will be
of the default generic type.

4.9.5.3 EmbeddedDocumentsFileSizeLimit

This parameter is very useful and determines the maximum file size in bytes that you allow for document
uploads when you use the attachment feature. If users try to upload a document larger than this limit, they
will get an error notification.

4.9.5.4 EmbeddedDocumentsExtensions

This parameter is also related to the parameter above and specifies which document extensions you allow
users to upload to netTerrain.
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Uploading a document

4.9.5.5 LinkCreationByMouseHoverOver

When set to true, as soon as you hover the mouse over a node, it'll display all the snapping points for you to
create a link.

4.9.5.6 Snapping

When set to true, objects on a diagram will snap nicely as soon as you approach some right angle or
alignment with an adjacent object.

4.9.5.7 MinObjectsToShowSize

This one is geeky, and at the same time a bit confusing. This parameter basically lets you control the zoom
level that netTerrain needs to set itself with an object node at the center, when the so-called auto-zoom
controlled by the AutoZoomToNodeFactor (see below) kicks in.

Auto-zoom happens when you navigate to a diagram and a specific node is the context, such as when you
go up from a node, or you reach a diagram by searching for a specific node and the node you come from is
small. What exactly small means is what this parameter defines.

The MinObjectsToShowSize parameter is the minimum size in diagram units/metrics that defines the node
as small. To find out if a node is small, netTerrain takes the smallest of the numbers associated with the
width and height of the node as per the node settings and compares it to the setting. If the node size as
defined above is smaller than the parameter number, then auto-zoom kicks in. The zoom level that will be
used is defined by the parameter below.

This feature comes in very handy when you have dense diagrams, and it would be hard to see a node
without netTerrain automatically zooming you in.
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4.9.5.8 AutoZoomToNodeFactor

This is the zoom-level factor for the auto-zoom feature, as described above. This factor is determined as a
percentage of the node size relative to the absolute diagram size.

4.9.5.9 MinRelativeNodeSizePerc

This parameter determines the minimum possible size of a node dropped on a diagram, relative to the size
of the diagram at the given zoom level. This is useful, when you need to drop nodes on a diagram while
zoomed in or out and the node happens to have a very small default size.

This setting makes sure that you can at least see the node. A parameter of 20, for example, means that
regardless of the zoom level, a node you are dropping in (let's pretend it is rectangular), cannot be bigger
than 20% of the length of the visible diagram.

4.9.5.10 MaxRelativeNodeSizePerc

This parameter determines the maximum possible size of a node dropped on a diagram, relative to the size
of the diagram at the given zoom level. This is useful, when you need to drop nodes on a diagram while
zoomed in to prevent them from being bigger than the visible part of the diagram itself.

A parameter of 20, for example, means that regardless of the zoom level, a node you are dropping in (let's
pretend it is rectangular), cannot be bigger than 20% of the length of the visible diagram.

4.9.5.11 DynamicReportsinvalidProperty

A bit obscure, this parameter lets you specify what value you want to display when a property value is invalid
within a dynamic query.

4.9.5.12 ShowNodeTitle, ShowLinkTitle and ShowFreeTextTitle

When any of these parameters is set to true then a user that hovers the mouse over a node or a link will see
the name of that object pop up as a tooltip on the screen next to the mouse pointer.
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4.9.5.13 IsInStockColumnEnabled

When this parameter is set to false, then the ‘In Stock’ option is not displayed for devices and racks in the
catalog. Only when this parameter is set to true, will netTerrain control instance counts for inventory control
(see Power User Guide).

4.9.6 Settings for fiber and outside plant diagram tuning

The features and functionality surrounding our outside plant tool seem to be prone to these settings
controlled by the settings.xml file. This is probably the case because you can configure your Open Street
Maps server and then control various visualization and functionality aspects of your circuits, strands, and
fiber circuit layout records.

4.9.6.1 Map and general OSP settings

You can set up your Open Street Map server, which will involve a little bit of fiddling here and a whole lot of
steps in your environment (see the Outside Plant section on your User Guide).

4.9.6.1.1 Map sources

Open Street Map, which is the map technology or GIS system we use for our outside plant maps, includes
three different layers or types of views to render maps. In addition netTerrain supports Google maps as well
as ArcGIS maps. Other map sources can also be configured. All these map sources configured in the
settings.xml file are available for users as options to switch a map view from one source to another.
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OSM map sources

4.9.6.2 ZoomedOutObjectMapping

This one is quite important for proper tuning of the outside plant diagrams and deals with the representation
of objects that look very small as you zoom out. As opposed to other regular diagrams, in outside plant
projects it is very common to have large geographical areas be represented on one diagram by one OSM
map. In those diagrams you may have nodes that you only see once zoom in a lot. In zoomed out mode
those nodes would then basically disappear. But if that's the case then you wouldn't know where to find
them when you first access that map.

For that purpose, we let you control how you would want those nodes represented in zoomed out mode. We
can show clusters of nodes at zoomed out levels, so that at least you know where on the map you have
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nodes. We can also use halos, which are representations of the nodes that always look the same and have
the same size on a diagram regardless of zoom level. The possible values are:

+ 1 = Show clusters and halos
-+ 2 — Show halos only

+ 3 = Show nothing

Outside plant map showing clusters

4.9.6.3 Circuit settings

Circuits are special Outside Plant elements that consist of end-to-end connections or services with their
own special set of rules. For circuits we provide three settings:

- CircuitNamelLabel: the representation of the name field in circuit tables views in case you dont want it to
literally say ‘Name'.

- CircuitTableDeleteButtonLocation: a bit obscure, this setting lets you control where on a table view you
want the delete button to be located. 0 means left, T means right.

- CircuitNamesNotEditable: when set to true, circuit names cannot be edited on the table views after they
have been created.
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4.9.6.4 CLR settings

Circuit Layout Records (CLR) settings provide administrators with a finer control over the behavior and
display of both circuit and block CLR in netTerrain diagrams.

4.9.6.4.1 BlockCLRPathLinkLabel

By default, path links show both the type and name of each link. This setting allows you to customize what
information is displayed on path link labels within the Block CLR diagram. The default setting looks like this:

<add key="BlockCLRPathLinkLabel" value="{type}:{name}"/>

Use curly braces { } to insert dynamic values into the label:

Parameter Description

{type} The link type name

{name} The link instance name

{property name} Any custom property defined on the link

For example, if you change the settingto <add key="BlockCLRPathLinkLabel"
value="{type}" />, netTerrain will display something like 'Fiber Cable’ on the CLR diagram
whereas would display the name of the instance (such as Cable-001).

You can also show custom properties. For example if there is a custom property called Cable ID, then to
display the setting would look like <add key="BlockCLRPathLinkLabel" value="{Cable
ID}" />.

You can even force static text to show up
(<add key="BlockCLRPathLinkLabel" value="Path Link" /> )or hide any text completely
(<add key="BlockCLRPathLinkLabel" value="" /> .

4.9.6.4.2 Other CLR labels

+ BlockCLRStrandLabel: Label for strand connections (supports {color}, {buffercolor}, {stripecolor},
{subunitcolor})

- BlockCLRDevicelLabel: Label for intermediate devices
- BlockCLRCardLabel: Label for cards
- BlockCLRPortLabel: Label for ports
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- BlockCLREndEqDevicelLabel: Label for end equipment devices
- BlockCLREndEqCardLabel: Label for end equipment cards
- BlockCLREndEqPortLabel: Label for end equipment ports

Property names are case-insensitive ({Name} and {name} behave the same). If a property does not exist on
the link, its value will be shown as empty. Changes to Settings.xml require an application restart or an lIS
reset to take effect.

4.9.6.5 Strand settings

Strands are another special Outside Plant element with their own special set of rules. Strands pop up on a
cable when a catalog manager creates that cable type in netTerrain with a non-zero strand count property
value. For strands we also have some special foo that lets you fine-tune your fiber campus and outside plant
diagrams:

- StrandStatus0: **default status value for the strand when it is first created as part of the cable.
- StrandStatusUndefined: **the value you want represented for strands when a status is not defined.
- StrandModeUndefined: **same as above, but for strand modes.

- StrandStatusValues: **the list of status values that are permitted for strands. The usual values are
‘0,2,4,6,812,24,48,72,144,288,512,1024".

- StrandModeValues: **same as above but for strand modes. The typical values are “Single,Multi”.

+ AddLinkTypeStrandsQtyValues: **list of all the possible strand counts that can be defined for a cable
containing strands.

- StrandNamesNotEditableOnDiagram: **when set to true, strands names cannot be changed on a
diagram. They are predefined in the catalog.

- StrandModeNotEditableOnDiagram: **same as above but for the mode.

- HasStrandMarkerPosition: here you can define the position for the marker on a port, if said port has
strands connected. The possible values include 0 (bottom right of port); T (center) and 2 (bottom left).

4.9.6.6 Ribbon, subunit and stripe settings

4.9.6.6.1 StrandStripeColors

As the name shows, this setting defines the values for strand stripe colors when an instance is created (can
be overridden later) and uses the following default TIA standard values:
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#F8A102

#34FF34

#963400

#343434

HFFFFFF

#FEOOOO

#000000

#FBFFOO

#9698ED

#FFCCC9

#38FFF8

4.9.6.6.2 RibbonStripeColors

Distinct from StrandStripeColors to allow different stripe patterns for Ribbon cables. The default stripe
colors per subunit in blocks of 144 strands, separated with a comma. The pattern repeats per subunit (144
strands by default, configurable per link type).

Example patterns:

- "None" or "NoStripe": no stripes for any strand
- "None,Black": first 144 strands: no stripe, next 144: black stripe, then repeats
- "None,Black,Yellow": no stripe (1-144), black (145-288), yellow (289-432), then repeats

Common configurations:

- Corning 1728 (6 subunits of 288): "None,Black" - First half of each subunit no stripe, second half black
stripe

- CommScope 864 (6 subunits of 144): "None,Black" - No stripes at all
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4.9.6.7 BOM settings

Along with all the elements above, in Outside plant projects you can also define a Bill of Materials report that
is generated from a circuit layout record.

Two settings help you customize these reports:

- BOMReportCustomTextFilePath: the location of a file that can contain custom text that appears in every
BOM report. The default is the netTerrain root folder.

- BOMReportBorderColor: self-explanatory.

5 Help and Logs

The admin section help menu is slightly different from the help menu accessible from the project or catalog
sections.
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5.1 Guides

From the help menu users can access a wealth of information in our guides, including:

+ Admin Guide

- Database and Scripting Guide: the guide that details the database structure, expressions, table views and
reporting engine customization.

- Import / Export Guide: the guide to help administrators set up import and export processes on the client
and/or the server.

* Installation Guide
+ Programming Guide: the SOAP programming guide
+ REST Guide: link to the swagger tool to test out the REST API

5.2 Log Management

You can access server logs directly from the admin console help menu:

After clicking on the Application Log sub menu, netTerrain downloads the log files onto your computer,
which you can open with your default text editor.
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5.3 Other Menus

The other menus accessible from the admin help are self-explanatory. They include the same utilities (IP
Toolset, Exporter Too, Excel Import Sheet and Collector) which you can access from the project side, the
sub menu to obtain a QR code to download the netTerrain app on your phone, a sub menu to access the
Graphical Networks support portal and the About dialog box.

6 Setting Up a Local OSM Server

This section describes how to set up a local OSM server in your environment, in case you can't (or don't
want to) use the default OSM setup accessing the online OSM map base.

6.1 Getting ready

We assume that you (or your company) have a license of netTerrain OSP. We also assume that you possess
some basic knowledge of browser navigation and general computer and networking knowledge. A basic
knowledge of netTerrain functions, such as navigating diagrams and working with objects is also preferred.
You (the lucky soul tasked with setting this up) should also be familiar with Linux commands, preferably
Ubuntu 18.04. If you are not, brace yourself for the impact cause it will get a bit nasty.
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6.1.1 Pre-installation
Your Ubuntu server should meet the following requirements:

+ 15 or more Gb available disk space (If you plan on downloading large maps, i.e. continents, large countries,
then more space may be needed.)

+ 4 Gb or more RAM
+ An account with root privileges

+ Network Connectivity

6.1.2 Updating the Server

To make sure the Ubuntu server is up to date use the following commands:

sudo apt-get update

sudo apt-get upgrade

6.1.3 Installing OpenStreetMap Dependencies

To allow OpenStreetMap (OSM) to work, several dependencies are needed. The OSM tile server stack is a
collection of programs and libraries that work together to create a tile server. This tutorial demonstrates the
most standard version that is also used on the main OpenStreetMap.org tile server.

To install OSM and all of its dependencies use:

sudo apt-get install libboost-all-dev git-core tar unzip wget bzip2
build-essential autoconf libtool libxml2-dev libgeos-dev libgeost+-dev
libpg-dev libbz2-dev libproj-dev munin-node munin libprotobuf-cO-dev
protobuf-c-compiler libfreetypeb-dev libtiff5-dev libicu-dev libgdal-
dev libcairo-dev libcairomm-1.0-dev apache2 apache2-dev libagg-dev
libluab5.2-dev ttf-unifont luab5.1 libluab5.l-dev libgeotiff-epsg curl

When prompted type “y” and press Enter. Brew some coffee since this may take a while (depending on your

system).
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6.1.4 Installing PostgreSQL / PostGIS

On Ubuntu there are pre-packaged versions of both PostgreSQL and PostGIS, so these can simply be
installed via the Ubuntu package manager.

The PostgreSQL database is the database we're going to store map data and PostGIS adds some extra
graphical support to it. To install, enter:

sudo apt-get install postgresqgl postgresgl-contrib postgis
postgresql-10-postgis-2.4 postgresqgl-10-postgis-2.4-scripts

. n

When prompted type “y" and press Enter.

6.1.5 Creating a Unix User

This step is optional. If you wish to add a non-root account to render the maps, perform the following (for
username and password enter whatever suits you):

sudo useradd -m ** username **

sudo passwd ** username password **

6.1.6 Creating a Database User

Enter the username of the local user account you wish to render maps with:

sudo -u postgres -i

createuser ** username **

At the prompt answer yes for superuser (although this isn't strictly necessary).

While still working as the “postgres” user, set up PostGIS on the PostgreSQL database (again, substitute
your username for renderaccount below):

createdb --encoding=UTF8 -o=** username ** gis

psgl --username=postgres --dbname=gis -c “CREATE EXTENSION postgis;”
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psgl --username=postgres --dbname=gis -c “CREATE EXTENSION
postgis topology;”

psgl —--username=postgres --dbname=gis -c “CREATE EXTENSION hstore;”
psgl (this will put you at a “postgres=#"” prompt)

ALTER TABLE geometry columns OWNER TO ** username **; ALTER TABLE
spatial ref sys OWNER TO ** username **; \g exit

6.2 Installing OSM2PGSQL

To help import and manage OpenStreetMap data into a database, we need some additional software. We
will be using osm2pgsql.

6.2.1 Creating a Directory for OSM2PGSQL

To create a directory for OSM2PGSQL data enter the following:

mkdir ~/src
cd ~/src
git clone git://github.com/openstreetmap/osm2pgsgl.git

cd osm2pgsqgl

6.2.2 Installing Perquisites for OSM2PGSQL

For OSM2PGSQL to work some dependencies are needed:

sudo apt-get install make cmake g++ libboost-dev libboost-system-dev
libboost-filesystem-dev libexpatl-dev zliblg-dev libbz2-dev libpg-dev
libgeos-dev libgeos++-dev libproj-dev luab5.2 libluab.2-dev

When prompted type “y" and press Enter.
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6.2.3 Building OSM2PGSQL

To build and recompile pieces for OSM2PGSQL to function enter these commands:

mkdir build && cd build
cmake

make
If the output from the make command ended with “[100%] Built target osm2pgsql”) continue:

sudo make install

6.3 Installing Mapnik

Mapnik is an open-source toolkit for rendering maps, which supports a variety of geospatial data formats
and provides flexible styling options for designing many kinds of maps.

6.3.1 Mapnik and Dependency Installation

The default version of Mapnik should be installed along with a few dependencies:

sudo apt-get install autoconf apache2-dev libtool libxml2-dev libbz2-
dev libgeos-dev libgeos++-dev libproj-dev gdal-bin libmapnik-dev
mapnik-utils python-mapnik

6.3.2 Checking Mapnik Install

To see if Mapnik installed properly enter the following:

python
>>> import mapnik

>>>

Administrator Guide netTerrain 10.1 108/119



If there are no errors with a blank >>>, then continue. If not, check to make sure that all the dependencies for
Mapnik where installed:

>>> quit ()

6.3.3 Installing mod_tile and Renderd

mod_tile is an Apache module that handles requests for tiles; Renderd is a daemon that renders tiles when
mod_tile requests them. We will use the “switch2osm” branch of mod_tile, which is modified so that it
supports a standard Ubuntu server rather than one of OSM’s rendering servers.

6.3.4 Compiling mod_tile

Here we will download the mod_tile file and compile it, as follows:

cd ~/src

git clone -b switch2osm git://github.com/SomeoneElseOSM/mod tile.git
cd mod tile

./autogen.sh

./configure

make

sudo make install

sudo make install-mod tile

sudo ldconfig

6.4 Stylesheet Configuration

In this section we proceed to download and configure a style sheet. The style we'll use here is the “standard”
map on the openstreetmap.org website also known as the OpenStreetMap Carto.
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6.4.1 Downloading OpenStreetMap Carto

Move to the ~/src directory and clone the openstreetmap-carto repository:

cd ~/src
git clone git://github.com/gravitystorm/openstreetmap-carto.git

cd openstreetmap-carto

6.4.2 Installing a Carto Compiler

Install the compiler:

sudo apt-get install npm nodejs

sudo npm install -g carto

To check the version, enter carto -v. The version response should be 1.1.0 or higher. Now we must convert
the carto project into something that Mapnik can understand:

carto project.mml > mapnik.xml

6.5 Loading Data

We'll use “download.geofabrik.de” as our download location, though there are many others. In the example
below we will use data from Azerbaijan to test you can use any continent/country but starting with a
country that is not huge is best.

6.5.1 Downloading the Map Data
Download the data from GeoFabrik:

mkdir ~/data
cd ~/data

Here “/asia/azerbaijan” is used as an example. Enter the continent and
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country of your choice:

wget http://download.geofabrik.de/asia/azerbaijan-latest.osm.pbf

6.5.2 Installing the Map Data into the Database.

To add the map data to the database, use the following command. Also, remember to change the file path
at the end of the command to the file that you downloaded in the previous step.

osm2pgsgl -d gis --create --slim -G --hstore --tag-transform-script
~/src/openstreetmap-carto/openstreetmap-carto.lua -C 2500 —--number-—
processes 1 -S ~/src/openstreetmap-carto/openstreetmap-carto.style ~/
data/azerbaijan-latest.osm.pbf

This command can take several hours depending on how big the map is. After the command finished
executing, it should end with something like “Osm2pgsql took 238s overall”.
It's worth explaining a little bit about what those options mean:

-d gis The database to use.

—-create Load data into an empty database rather than trying to append to an existing database.
(to append change to —-append”)

-slim osm2pgsgl can use different table layouts; “slim” tables works for rendering.

-G Determines how multipolygons are processed.

—-hstore Allows tags for which there are no explicit database columns to be used for rendering.
—tag-transform- Defines the lua script used for tag processing, potentially making the style logic simpler.
script

-C 2500 Allocates 2.5 Gb of memory to osm2pgsgl to the import process. Depending on how

much memory you have you may want to lower or raise the memory used.

--number- Uses 1 CPU. If have more cores you can increase the number.
processes 1

-S Create the database columns in this file.

* The last argument is the data file to load.
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6.6 Installing Shapefiles and Fonts

Although most of the data used to create the map are directly from the OpenStreetMap data file, some
shapefiles are needed for low-zoom countries and fonts are needed for countries that use non-Latin
characters.

6.6.1 Shapefile Installation
To download and index the shape files use:

cd ~/src/openstreemap-carto/

scripts/get-shapedfiles.py
Sometimes this can take a while to complete, but it is finished it should end with “script completed”.
6.6.2 Font Installation
To install the fonts use:

sudo apt-get install fonts-noto-cjk fonts-noto-hinted fonts-noto-
unhinted ttf-unifont

6.7 Setting up the Web Server

The config file for “renderd” is “/usr/local/etc/renderd.conf”. Edit that with a text editor such as nano (If nano
is not installed use:

sudo apt-get install nano).

6.7.1 Editing the renderd.conf File

Use:

sudo nano /usr/local/etc/renderd.conf
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In the “renderd” section change the num_thread value if you have less than 4Gb of memory:
num_ threads=4

The “ajt” section corresponds to a ‘named map style” called “ajt”. You can have more than one of these
sections if you want, provided that the URI is different for each. The “XML" line will need changing to
something like:

XML=/home/** username **/src/openstreetmap-carto/mapnik.xml

In the URI section, you enter whatever you want, but /hot/ allows for tiles to be generated easily:
URI=/hot/

To exit nano and save changes press Ctrl + x. At the prompt Enter y (for yes) and then press Enter.

6.8 Configuring Apache

As of now, Apache does not know that the mod_tile and renderd exist. Here we will allow Apache, mod_tile,
and renderd to communicate.

6.8.1 Create Directories for mod_tile and Renderd

Use:

sudo mkdir /var/lib/mod tile
sudo chown ** username ** /var/lib/mod tile
sudo mkdir /var/run/renderd

sudo chown ** username ** /var/run/renderd
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6.8.2 Setting up Communication for mod_tile

We need to tell Apache about the "mod_tile”, hence we need to edit the mod_tile.conf file as follows:
sudo nano /etc/apache2/conf-available/mod tile.conf

Add the following to the file:
LoadModule tile module /usr/lib/apache2/modules/mod tile.so

To exit nano press Ctrl + x. At the prompt enter y (for yes) and then press enter.

Now run the mod_tile:
sudo aZenconf mod tile

That will say that you need to run “service apache? reload” to activate the new configuration, but we'll do this
later.

6.8.3 Setting up Communication for Renderd
Now we need to tell Apache about Renderd using:

sudo nano /etc/apache2/sites-available/000-default.conf
Now add the following between the “ServerAdmin” and DocumentRoot” lines as follows:

LoadTileConfigFile /usr/local/etc/renderd.conf

ModTileRenderdSocketName /var/run/renderd/renderd.sock
Timeout before giving up for a tile to be rendered

ModTileRequestTimeout 0
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Timeout before giving up for a tile to be rendered that is otherwise missing

ModTileMissingRequestTimeout 30

6.8.4 Restarting Apache

Save it and reload Apache twice to allow the configuration changes to load:

sudo service apache2 reload

sudo service apache2 reload

6.9 Configuring netTerrain

For netTerrain to generate maps from the OSM server, some files need to be modified. This allows for
communication between netTerrain and the OSM server.

6.9.1 Editing the Web.config File

On the host system that has netTerrain installed, edit the Web.config file. Navigate to C:
\ProgramData\Graphical Networks\netTerrain\vis. Then open Web.config (you can use a simple text editor).

Find:
<!-- Sources of map tiles -->
Change the following:

<add key="MapSourceStandard" value="http://a.tile.openstreetmap.org/
{z}/{x}/{y}.png" />

To:

<add key="MapSourceStandard" value="http://serveripaddress/hot/{z}/
{x}/{y}.png" />
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Save the file and exit.

If you point a web browser at: http://serveripaddress/index.html you should get Ubuntu/
apache’s “It works!" page.

Attention!
If the OSM server is within your network, use the private ip address of the server.
This can be found using the ifconfig command.

If the OSM server is not within your network, use the public ip address of the server.

6.10 Running Renderd

Now it's time to run Renderd and try to render some tiles. First, we will run Renderd in the foreground and
then in the background.

6.10.1 Running Renderd in the Foreground

Use:
renderd -f -c /usr/local/etc/renderd.conf

You may see some warnings here — don't worry about those for now. You shouldn't get any errors. If you do,
save the full output in a pastebin and ask a question about the problem in a proper forum such as
help.openstreetmap.org

Open http://serveripaddress/hot/0/0/0.png inaweb browser.

You should see a map of the world in your browser and some more debug stuff on the command line,
including “DEBUG: START TILE" and “DEBUG: DONE TILE". Ignore any message such as “DEBUG: Failed to
read cd on fd” as it is not really an error.

Assuming it all worked, press Ctrl+c to stop the foreground rendering process.
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6.10.2 Running Renderd in the Background

First, edit the ~/src/mod_tile/debian/renderd.init” file so that "RUNASUSER” is set to the non-root account
that you have used before, such as Username, then copy it to the system directory:

sudo

sudo

sudo

sudo

nano ~/src/mod tile/debian/renderd.init
cp ~/src/mod tile/debian/renderd.init /etc/init.d/renderd
chmod u+x /etc/init.d/renderd

cp ~/src/mod tile/debian/renderd.service /lib/systemd/system/

To test the start command use:

sudo

/etc/init.d/renderd start

To make it au